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MuHu Firewall

Ycnyra npefHa3HayveHa 419 NOBbILWEHUS 3aLMLWEHHOCTY OT B3IoMa 0b6opyaoBaHns aboHEHTOB C
6enbimn” agpecamu (IPv4 1 IPv6). Ha agpec aboHeHTa 3aKpbIBAlOTCA BCE BXOAALLME 3anpochl Ha
NOpPTbl HWXXE yKa3aHHOro nopora (06bi4HO 1024 - Ha BCE CUCTEMHbIE MOPTLI), HO MPX 3TOM HEKOTOPLIE
NOPTbl MOXKHO OCTaBUTb OTKPLITLIMK, HAaNpuMep, 414 4ocTyna K goMmawHemy NAS. Takxe MOXXHO
3a610KMPOBaTh HEKOTOPYIO BPEAOHOCHYIO aKTUBHOCTb, MCXOAALLYI0 OT abOHEHTa, HanpuMep ecnu B
pe3synbTaTe aHanm3a netflow nnan nonyyeHmsa abuse BbIACHWIOCh, YTO aDOHEHT 3aHMMaeTCa CMaMoM,
TO MOXXHO 3aKpbITb €My UCX04ALLME MOPThI, CBA3AHHbLIE C NOYTOBOW PACChINIKOWN.

Hy>XHO y4nTbiBaTb, 4TO 4aCTO B 3TOM CJy4ae abOHEHT He BUMHOBEH, MPOCTO €ro
KOMMbIOTEP 3apaXeH BUPYCOM WM ABASETCH YacTblo Yyxoi 6oTHeT-ceTn. B 3TOM
cnyyYyae pekoMeHayeTcCa nokasaTb abOHEHTY CTpaHuUy yBeAOMJIEHUS C NMOMOLbIO

@ ycayru 6 ¢ onucaHnem npobsiemMbl 1 NpeanoxeHnem NoAnuCKM Ha aHTUBMPYC, U TeM
CaMbIM MOBLICUTb NPOAAXW JOM. yCAyr. B fanbHenwem 3TOT CEPBUC MaHUPyeTCs
ewe Hbonbwe aBToMaTu3MpoBaTh B QOE Store/MapKeTMHroBbIX KaMMaHUAX B YacTu
OVNAarHOCTUKN 3apaxeHusa, O6NOKMpOBaHWA BPefOHOCHOW aKTUBHOCTM W
aBTOMaTUYeCKOWN BbliJayu OMOBELLEeHUS.

YnpaBieHne gaHHbIM CEPBNCOM Ha YPOBHE OTAesbHbIX aBOHEHTOB OCYLLECTBASETCA C MOMOLLbIO
fdpi_ctrl

dopmMaT KOMaHAbI:

fdpi ctrl komaHga --service 13 [cnwucok_onuun] [cnucok IP wnn Login]

MonpobHee CMHTaKCMC KOMaHA 1 cnocobbl 3afaHuns IP agpecoB onucaHbl B pasaene KomaHabl
ynpaBieHus

MprmMepsbl:

aKTUBMpPOBaTb MUHM Firewall nns KOHKpeTHOro aboHeHTa C UIMEHOBaHHLIM (3apaHee
CKOH(UryprMpoBaHHbLIM) Npoguiem

fdpi ctrl load profile --service 13 --profile.name nonHeim firewall --

profile.json '{ "max port" : 1024, "port holes" : [ 80, 8080 ], "out port"
[ 25, 465 ] }'

fdpi ctrl load --service 13 --profile.name nonHeim_firewall --login

ivan.ivanovich

raoe B hoopmaTe json 3a4aloTCcs cneayolwmne HacTPonK npoduns

max_port - Homep nopTa, HUXe KOToporo bokMpyeTcsa [oCTyn

port_holes - cMnCoK NOPTOB, K KOTOPbLIM pa3peLlaeTcs JoCTyn B 06x04 orpaHu4yeHns max_port
out_port - cNNCOK NOPTOB, Ha KOTOPbIE 3aKPbIT NCXOAALLMIN TPapUK

MoaknioveHve aboHeHTY MuHKM Firewall ¢ aHOHMMHBIM Npodunem (Npodusb 6e3 UMeHU, KOTOPbIN
CyLLeCcTBYeT 40 OTKAYEHMA yCyrn y aboHeHTa)


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_cmd:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_cmd:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_cmd:start

fdpi ctrl load --service 13 --profile.json '{ "max port" : 1024,
“port _holes" : [ 80, 8080 ], "out port" : [ 25, 465 ] }' --login
ivan.ivanovich

Mouck aboHeHTOB, KOTOPLIM NOAKIIO4YEH MUHKM Firewall ¢ 3agaHHbIM UMeHeM npoduns

fdpi ctrl list all --service 13 --profile.name nonHbin firewall
YpaneHvne uMeHoBaHHOr0 Nponns (He fOoMKHO BbiTb abOHEHTOB, KOTOPbLIE €ro UCMOJb3YIOT)

fdpi ctrl del profile --service 13 --profile.name nonHeim firewall

3meHeHne HacTpoek (npoduns) ycayru (HoBble HACTPOMKUN NPUMEHATCA KO BCEM abOHEHTaM C
3aJaHHbIM npodunem ycnayriu)

fdpi ctrl load profile --service 13 --profile.name nonHbim firewall --
profile.json '{ "max port" : 1024, "port holes" : [ 80 ] }'

MaKkcumanbHoe Konn4ecTBo npogunen ons MuHuM Firewall 3agaeTcs HaCcTpoeYHbIM NapamMeTpoM B
/etc/dpi/fastdpi.conf

max_profiles frwl=24

roe 24 3HayeHre No yMoJsiHaHuIo (MakCManbHO BO3MOXHOE 3HavyeHume 65535)

LOJ 3TO0 X0NI0AHbLIA NAapaMeTp 1 ero n3MeHeHve TpebyeT pecTapTa.

1)

B cnyyae cepbix afpecoB posb cBoeobpasHom 3awmnThl urpaet NAT
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