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HacTpouku

LO] CucTemMa NOCTaBASETCS C BKJKYEHHONW onumen unbTpaLmm no YePHOMY CMINCKY.

i3MeHeHne HacTpoeK Nan OTKJIKYEHME ONUMUN OCYLLLECTBASETCS C MOMOLLLIO pefakTUPOBaHUA (hansa
KoHGurypauum /etc/dpi/fastdpi.conf. Bce napameTpbl ONUMOHAbHbLI U UMEIOT 3HAYEHUS MO
YMONYaHMIO.

HacTpouku cepsuca punbTpauum

BkntoyeHre aBTOMaTUYECKON 3arpy3Kun 1 NprMeHeHne peectpa 13 o6a1a4yHoro cepsumca:
federal black list=

BO3MOXXHble 3HaYeHUS:

0 nnu false - oTK/KOYaeT aBTOMATUYECKOE CKaYMBaHMe CrNCKOB
e 1 - pOCCUMACKUIA CMINCOK

2 - NpVYBaTHbLIN CNUCOK onepaTopa u3 obnaka VAS Experts

3 - 6enopyccknin CNMcok

Mony4eHHble N3 061a4HOr0 CepBMCa CNUCKKU pa3MellatoTca B KaTanore /var/Llib/dpi nog
nMeHamu":

blcache.bin - choapb URL gnsa 6nokuposku HTTP

blcachecn.bin - cnoBapb nmeH onsa 6noknposkn HTTPS no ceptudmkaTam
blcacheip.bin - cnosape IP agpecos gns 610kuposkn HTTPS no IP

blcachesni.bin - cnosapb umeH gns 610kuposkm HTTPS rno SNI

Mo ymMosl4aHMIO MpK MOnbITKe A0CTYNa Ha 3abJI0KMPOBaHHY0 CTPaHMULY N0 MPOTOKONY
HTTP 6pay3ep nosb3oBaTens noay4yaeT B KayecTBe oTBeTa ownbky 403 (Forbidden) n
ee oTobpaxeHne Monb30BaTENO 3aBUCUT OT ucnonb3yemoro bpaysepa. 3710
NoBeAEHME MOXHO M3MEHWUTb M BMECTO BO3BpaTa KoAa OWWOKM BbIMOAHATH
nepeagpecaunto bpaysepa Ha crneunmanbHO CO3LAHHYK ANS 3TUX Lenen
NH(OPMALIMOHHYIO CTPaHWNyKy onepaTopa’”.

HacTponka cTpaHuubl 4118 peanpekTa:
black list redirect=http://operator.ru/blockpage.html

MepnoAnYHOCTY NPOBEPKM 0BHOBNIEHMS YEPHOr0 CrMCKa (M0 yMOMYaHUO 1 MUHYTa) MOXXHO
N3MEHUTb:

timeout check new bl=



C!) PekoMeHayeM fienaTb Nepuog 3arpysku He 6onee 5 MUHYT.

Mocne n3MeHeHUs HaCTPOEYHbIX MapaMeTPOB HYXKHO COOBLLMTL CepPBICY, 4TOBLI OH MOAXBATW
n3meHeHms *:

Mpon3BOANTCA U3MEHEHUNE TOJIbKO FOPSYNX NapaMeTpoB:
service fastdpi reload
Mpon3BOAMTCS U3MEHEHNE BCEX NMAaPaMEeTPOB NyTeM nepe3anycka cepBuca:

service fastdpi restart

o Mpu oTCyTCTBMM Bypass BO BpeMs nepesanycka NpoM3onaeT KpaTKOBPEMEHHbIN NepepbIB B
obcnyxmBaHum (< 1 cekyHAabl)

lopsiyne napameTpebl: federal_black list,only _tcp,timeout check new bl
J XoNnoAHblE napaMeTpbl:
black list_redirect,custom_url_black_list,custom_cn_black_list,custom_ip_black_list,cust

om_sni_black_list
MoapobHee B pasgene: ADMUHUCTPUPOBaHNE

NMopknioyeHne KaCTOMHbIX CTUCKOB

MoprotoBka cnosapen ¢ URL, SNI, CN u IP agpecamu onuncaHa B c/iefytoLlem pasgene
LOKYMeHTauuu.

OnepaTop MOXET TaKXe NOoAKMOYNTb COOCTBEHHBbIN qepr||7| CNMUCOK B OornoJjiHeHne nnm B3aMeH
(hepepasibHbIX CANCKOB, MPenocTaBadgeMbIX B paMKax cepsuca:

#cnosapb URL pnsa 6510kmpoBaHus no npotokoay HTTP
custom url black list=http://operator.ru/url list.dic

#cnosapb nMeH A15 610KnpoBaHUs rpoTokosaa HTTPS o cepTugukaty
custom cname black list=http://operator.ru/cn list.dic

#cnosapb IP agpecos Ans 6nokuposBaHusi npotokona HTTPS no IP
custom ip black list=http://operator.ru/ip list.dic

#cnoBapb MMeH XocToB 415 baokupoBaHns HTTPS no SNI (Server Name Indication)
custom sni black list=http://operator.ru/sni list.dic

B URL BO3MOXXHO 3a4aTb Takxe NpoTokon ftp n napameTpbl aBTOpU3aLnn.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:making_dictionary:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:making_dictionary:start

CkayvaHHble No 3agaHHbIM URL cnnckn pa3meLlatoTcs B KaTasore /var/lib/dpi nog nMeHamn’;

blcustom.bin - cnosapb URL gnsa 6nokuposku HTTP

blcustomcn.bin - cnosapb uMeH gns 6nokuposkn HTTPS no cepTudumkaTty
blcustomip.bin - cnosaps IP agpecos ans 6nokmposku HTTPS no IP
blcustomsni.bin - chosapb IP agpecos ansa 6nokmposku HTTPS no SNI

OononHuTenbHaa MHopMauma

CuMBON # B HaYae CTPOKM KOH(UIYPaLMOHHOMO (haiifia MCnosib3yeTcs ASif CO34aHNs CTPOKMU
KOMMeHTapus.

Ecnu cepBUC UCMONb3YETCS TOJIbKO B peXXnMe puibTpaLun no YepHoMy CriMCKy PpeKoMeH1yeTcs
OTKJ/IO4MTb aHaNN3 OTINYHBLIX OT TCP NPOTOKOJIOB, YTO YBENYUT MPOM3BOANTENbHOCTb U YMEHbLINUT
noTpebneHne pecypcoB npoLeccopa:

only tcp=
Ecnv noaroToBKa YepHbIX CMMCKOB OCYLLIECTBASETCA Ha TOM XKe KOMNbloTepe, rae pabotaet DPI, To

MOXHO X MPOCTO NOMECTUTb B KaTasor /var/lib/dpi noa yka3aHHbIMW BbilLe UMEHAMM
blcustom.bin, blcustomsni.bin, blcustomcn.bin n blcustomip.bin

Wcnonb3yinTe ans nepemeLleHns CoBapein TONbKO KOMaHAy mv - OHa aTOMapHas, He
NCNoJib3ynTe KonupoBaHue!

OTknouyeHmne pepepanbHbix cnuckoB PKH n MuHiocTa:

Ona oTka3a oT pa60TbI C YepHbIMKN CNUCKaMK HeobX0AMMO OTKKYUTL B

KOHPUrypaLunoHHOM (anne MX aBTOMATUYECKYK 3arpy3ky uW yaalauTb
COOTBETCTBYIOLLME C/IOBapy U3 KaTanora /var/lib/dpi. Mocne yero pectapToBaTb

cepBuc.

B KoHmrypaumnoHHom tanne /etc/dpi/fastdpi.conf ycTaHoBMTbL NapameTp:
federal black list=false

N yOANUTb JIOKabHbIe CMTUCKN

rm /var/lib/dpi/blcache.bin

rm /var/lib/dpi/blcachecn.bin

rm /var/lib/dpi/blcacheip.bin

rm /var/lib/dpi/blcachesni.bin

Mocne ynaneHus notpebyeTcs pecTapT CepBuca.



service fastdpi restart

OTKNI04EeHMe JONOJIHUTENbHbIX (ONepaToOpPpCKUX) CMUCKOB:

B KoHurypaunoHHom panne /etc/dpi/fastdpi.conf 3akoMMeHTMpOBaTbL WM YOANNUTD
napameTpbl

custom url black list, custom ip black list, custom cname black list,
custom sni black list

N yOANNTb JIOKabHbIE CMINCKN
rm /var/lib/dpi/blcustom.bin
rm /var/lib/dpi/blcustomcn.bin

rm /var/lib/dpi/blcustomip.bin
rm /var/lib/dpi/blcustomsni.bin

HacTponku 610KMpoBKHM

B KoHUrypaunoHHbin pann /etc/dpi/fastdpi.conf pobasute napameTtp block options.
3HaveHus:

1 — 6nokupoBaTb He3aBUCUMO OT Hann4msa SNI

2 — 6noKMpoBaTh BCe MOPThLI Ha agpece

4 — 6noknpoBKa Bcero IPv6 (npu BkAOYEHHOW 4 ycnyre)

8 — He hopmumpoBaTb RST-nakeThbl 6IOKMPOBKM 1 Nepeagpecaunn oas HanpaBieHNs NakeTos
inet—>subs

1) 5)

’

onepaTop MOXET NOAroToOBUTb cobCTBEHHbIE CNUCKWN B3aMeH 061ayHbIX U pa3MeCcTuTb X nona

YKa3aHHbIMN UMEHaAMW, OHN 6yﬂ,yT 3arpy>XatbCqa n 0B6HOBNATHLCS U3 NIOKANbHbIX (Lt)aIZHOB
2)

€C/IN JaHHbIA NapaMeTp 3aKOHYUTb Ha ? uan & B pe3ynbTupytowmin URL 6ynet nobasneH napameTp

UrlRedir ¢ YKa3aHWEM CTpPaHULbl, Kyada HalpaBnAaJiCA NoJib30BaTE b
3)

Jl0M. MapaMeTpbl MOXXHO AonucaTh (Mo npaBunam http) Tonbko nocne ? unm &, nx Hago obs3aTenbHO

yKa3blBaTb B url ons 6enoro cnvcka u TyT Haf4o nogymaThb 3a dpi, uHaye dpi npunuwert /?
4)

NcnpasneHue


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:filtration_ctrl:start
https://wiki.vasexperts.ru/doku.php?id=dpi:update:troubleshooting:start
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