Table of Contents

D1 =T o Lo Lo 1 T






InarHocTuka

MpoTokonbl paboTel CKAT DPI pacnonoxxeHsl B kaTtanore /var/log/dpi

B cpanne fastdpi_alert.log HaxoguTcs nHpopmaumsa 06 ownbkax n MHHOPMALMOHHBIX COBbITUSAX.
MepBoe none = Knacc coobuieHns. Janblie cnefyeT AnarHOCTMYEeCKas MHGOPMaLMNs N TEKCT
MH(OPMaLMOHHOI0 coobLlleHmsa nnm coobuieHns ob owmnbke.

NHdopmaunsa 06 ycnewHom 06HOBNEHMM YepHbIX CIUCKOB U3 06/1a4HOr0 cepBuca:

[INFO ] bl updater thread : URL black list download with result, rc=1001
: Success.

[INFO ] bl updater thread : IP black list download with result, rc=1001 :
Success.

B thanne fastdpi_stat.log HaxoguTCa cTaTUCTUYECKAs UHDOPMaLUS.

KonmyecTBo npoBepeHHbIX 1 3abnokmpoBaHHbix URL (ans npoTokona HTTP):
url/lock=881557942/644

KonnmyecTBo NpoBEPEHHbIX 1 3a6/1I0KNMPOBAHHbIX CECCUn No cepTudukaTy (ana npotokona HTTPS):
ssl/lock=1656734322/58

KonnyecTBo NpoBepeHHbIX 1 3a610KNpoBaHHbIX NakeToB no IP (ans npotokona HTTPS):
https/lock=3021320891/3

MpoBEPUTL, YTO CMUCKMN aKTyaslbHbl, AaTa 06bIYHO HE CUJIbHO B MPOLLIOM [0 HECKOJIbKUX 4aCOoB:
ls -la /var/lib/dpi/blcache*

MpoBepbTe aKTUBHOCTL Dannacc pexuma (Npyv Hann4mm):

bpctl util all get bypass

OwwnbkKa:

-bash: bpctl util: command not found

O3HayvaeT 4To y Bac HeT bannacc

MpoBepbTe HET NN YCAIYrn Ha aboHEHTE, eCcn eCTb COOTBETCTBYET M 3TO NapameTpy black list sm:
nwem no IP noruH (ecnm NnpMMeEHAI0TCA NOMUHBI)

fdpi ctrl list all --bind multi | grep 192.168.1.100

user 100:192.168.1.100

NpoBepsSieM COCTOSAHWNE YCIyru:
fdpi ctrl list --service 4 --login user 100


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:by_pass:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:filtration_ctrl:start

Autodetected fastdpi params : dev='eth5', port=29000
connecting 192.168.0.2:29000 ...

user 100 4 (0x8) default

Result processing login=user 100 :
1/1/0

NToro: ycnyra punbTpauum akTUBHa

MpoBepsieM COCTOsHME NapaMeTpa:

service fastdpi reload

grep black list sm /var/log/dpi/fastdpi alert.log | tail -1
black list sm : O

BHUMAHWE! NMapameTp yCcTaHOB/IEH MO YMONYaHMIO, 3TO O3HAYaeT, 4To paboTaeT nHBEpCMKS -
aKTUBHaA ycNyra OTKJYaeT puabTpaunto Ha aboHeHTe
MoopobHee cM. pasgen ynpassieHne ycayron unbTpaumnm

MpoBepnTb 4TO TpahmK TecToBoro aboHeHTa npoxoanT Yepes DPI:

npoeepbTe 410 lOQ-annsl He npesbiwatoT 1I6:
ls -la /var/log/dpi/fastdpi slave ?.log
€C/IM NPEeBbILAlOT, TO cAenanTe:

echo > /var/log/dpi/fastdpi slave 0.log
echo "" > /var/log/dpi/fastdpi slave 1.log
echo "" > /var/log/dpi/fastdpi slave 2.log
echo "" > /var/log/dpi/fastdpi slave 3.log
nan

find /var/log/dpi -type f -name "fastdpi slave *.log" -exec sh -c 'cat
/dev/null > {}' \;

YcTaHoBUTb B KOHGurypauum /etc/dpi/fastdpi.conf IP agpec TeCcToBOro KoMmnbioTepa
trace ip=<IP>

Mocne yCcTaHOBKYK cAenaThb:

service fastdpi reload

Mpumep npoBepku aAnsa protonmail.com:

1. 3anpoc

wget protonmail.com

--2020-02-09 19:50:15-- http://protonmail.com/

Resolving protonmail.com... 5.3.3.17, 2a02:2698:a002:1::3:17
Connecting to protonmail.com|5.3.3.17|:80... connected.

HTTP request sent, awaiting response... 302 Moved Temporarily
Location: http://vasexperts.ru/test/blocked.php [following]
--2020-02-09 19:50:16-- http://vasexperts.ru/test/blocked.php
Resolving vasexperts.ru... 45.151.108.17

Connecting to vasexperts.ru|45.151.108.17|:80... connected.
HTTP request sent, awaiting response... 200 OK

2. NPOBEpPKa 3anucen B fiore



grep -E "proton" -A5 /var/log/dpi/fastdpi slave ?.log
/var/log/dpi/fastdpi slave 1.log:HTTP _HOST= protonmail.com
/var/log/dpi/fastdpi slave 1.log-HTTP_REFERER(0)= null
/var/log/dpi/fastdpi slave 1.log-HTTP_ USER-AGENT= Wget/1.12 (linux-gnu)
/var/log/dpi/fastdpi slave 1.log-HTTP COOKIE= null
/var/log/dpi/fastdpi slave 1.log-[TRACE

1 [000000045177957936]1[0167666FC85BFC15] CHECK HTTP 192.168.1.8:24359 -->
5.3.3.17:80 url blocked=0x22, method=1 : URL= /

/var/log/dpi/fastdpi slave 1.log: HTTP_HOST= protonmail.com
/var/log/dpi/fastdpi slave 1.log- HTTP REFERER= null
/var/log/dpi/fastdpi slave 1.log- new prg id=0x0(0x0)
/var/log/dpi/fastdpi slave 1.log- other prg id=0x0(0x0)
/var/log/dpi/fastdpi slave 1.log- prof idx={0,0,0,0,0,0}
/var/log/dpi/fastdpi slave 1.log- ddos=0
/var/log/dpi/fastdpi slave 1.log: HTTP HOST= protonmail.com
/var/log/dpi/fastdpi slave 1.log- HTTP REFERER= null

/var/log/dpi/fastdpi slave 1.log-
NEW URL=http://vasexperts.ru/test/blocked.php
/var/log/dpi/fastdpi slave 1.log- NEW REFERER= null

Mo nory BUAHO 4TO pecypc 3abNOKMPOBaH:

. url blocked=0x22 ...
M Npou3BeaeHa nepeajpecauns Ha CTpaHuuy 6J0KMPOBKM:
NEW URL=http://vasexperts.ru/test/blocked.php
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