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OOLlee onucaHue

BebuHap no Teme:

N4 BbinonHeHNs TpeboBaHMn PenepanbHbiX 3akoHOB 139 n 114 onepaTopy TpebyeTcs
OCYLLEeCTBNATb 6/I0KMPOBKY CTPaHWL, MHTEPHET CalTOB, COAEP KaLLMX NPOTUBOMPABHYIO
NH(opMaLuio, Mo CNUCKam, NogroTosseHHsIM POCKOMHaa30poM U MuHuctepcteom KOcTuumm.

lcnonb3oBaHMe HaLLEro peLlleHns No3BoNT ONepaTopy CIKOHOMUTL Ha pa3paboTke u
noaaep)Xxke coObCTBEHHOro pelleHus. PeweHne obnagaeT pagoM NpeuMyLLecTs no

@ CPABHEHMIO C UCMOJ/Ib30BAHMEM MPOKCK 1, 3a0HO, ONEpaTop NosyvyaeT naaThopmy,
KOTOpas MNo3BOJNT €My SKOHOMUTb PECYPChl U MONYYaTb [0X0A, NPeNoCTaBNAS HOBbIE
LOMOSIHUTENbHbIE YCIYTU.

TpebyeMble KOMMOHEHTHI:

1. Mnatcdopma rnybokoro aHanunsa Tpaduka (DPI)
MpenMyLlecTBa peLlleHns:
1) YnobcTBO:

* MPUMEHeHne NpaBua HaXooMTCA B 0OHOM MecTe - Ha nnaTtdopme DPI;
e nyaTopMa CaMa 3arpy>xaeT v NpUMeHseT npasBuia U3 CNncka.

2) Mpou3BOAUTENBHOCTD:

e pa3mep cnucka coctasnsaet 4 mapa URL 3anuncen co coxatnem B namaTu go 10 pas (ans
CpaBHeHMA B MUpe Bcero okosio 600 MaH canToB);

00 65000 yHUKaNbHbIX CMUCKOB;

e nponyckHasa cnocobHocTb a0 400 M'mrabut B cekyHay Ha 1 CPU;

3afepXKa B MHUN MeHee 30 MUKPOCEKYHA (CpaBHUTE C proxy, 1 Aa)ke LOPOrnMu
annapaTHbIMW BEHA0PaMK);

Mpr NOCTPOEHMM CXEMbI C AaCCUMETPUYHOM MapLUpyTu3aumen 1 npoueccopa 4OCTAaTOYHO AN


https://www.youtube-nocookie.com/embed/fOh612591Q4?
https://www.youtube-nocookie.com/embed/fOh612591Q4?
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:start

hunbTpaumm Tpaduka scen Poccun.

3) PYHKLMOHANBbHOCTD:

13 Kopobkmn nopaepxusaeTtca http u https, MoxHo nobaBnTb Apyrre NPOTOKObI;

* He 3aBUCUT OT HoMepa rnopTa (T.e. http://www.example.com u http://www.example.com:8080);
He 3aBUCUT OT CMeHbI canToMm IP agpeca;

BMeCTO 6/10KMPOBKM MOXHO NepeafipecoBaTb aboHeHTa Ha 3afaHHYI0 CTPaHUYKY.

4) HapeXXHoCTb

PaboTaeT 24x7, nogoepxusaetcs Bypass;

A Kak 4acTo y Bac nagaeT squid nav nepectatoT 0TBeYaTb CalTbl NPU NMOBbILLEHUN HArPy3Kn?
Mpouecc 3aKavykn n NpUMeHeHns CN1cka aBTOMaTU3NPOBaH, B OT/IVYNE OT peLleHun "caenam cam” ¢
HEeNpPOrHoO3MpyemMon HaLeXXHOCTbHO.

5) DelwieBu3Ha

Mo cpaBHeHMIO C coBpeMeHHbIMK niaTopmammu DPI (Procera/Allot ctoaT o1 $100 ThiC) Hawe
peLleHne 3HaYUTENbHO OeLleBne.

Mo cpaBHeHwMto co cTapbiMy (Cisco SCE) umeeT 60JbLLe BO3SMOXHOCTEN U NPOLO/KAET pa3BMBaATLCA.
DPI paboTaeT Ha kKoMnbloTepe obLLero HasHavyeHns, PYHKLNOHANBHOCTb UAbTPALIAN
npeaocTaBAseTCcs No MUHMMaNbHOM LeHe (ENTRY nnueH3ns), CTOMMOCTb NOAAEPXKKN CTPEMUTCA K
HYJII0, TaK KaK BCe aBTOMaTU3NPOBAHO:

* He HY>XHO TPaTUTb BPEMS U IeHbI M Ha pa3paboTKy M noaaep)XKy cOBCTBEHHOMO pelleHus;
* MpU COM3MEPUMOI MPON3BOANTENBLHOCTY CTOMMOCTb 060pYyAOBaHMSA 418 NPOKCK ByeT CTOMTb
BO MHOIO pa3 LOPOXe.

(cTommocTb annapaTHoW nnaTdopmbl DPI nonyyaetcs meHee 100 eBpo 3a M'Mrabut/c NnponyckHom
crnocobHocTn ans nnatgopmsbl Ha 40G)

Kpome Toro DPI nnaTgopMa MMeET elle MHOro ApYrux nosesHbiX NpUMeHeHNA B OT/IMYME OT
CNeLmannsnpoBaHHOro peleHuns ans puabTpaumum

DPI pna ¢dpunbTpaumum no cnuckam PKH

Josoanm no Bawero ceeneHns nHgpopmauuio o cmeHe IP agpecos OO0 "BAC
okcnepTc". HaunHaa ¢ 2020 roga IP agpeca 5.200.43.10 n 5.101.74.130 cTaHyT
HeOOCTYMHbI.

INns KoppekTHOro yHkumoHmnposaHus obopyaosarHuns CKAT nocne 31 gekabpsa 2019
Bam cnenyet HacTpouTb Bawwn mexceTtesble 3kpaHbl (MC3) / 6paHamayapsl / firewall,
OoTpefakTMpoBaTb CTaTUYECKUE 3anucu UMeH copepxawuxcsa B /etc/hosts, ecnn
NCNONb3YITCA, TakMM 0bpa3oM, 4Tobbl obecneynTb AOCTYN K CIEAYIOWNM LOMEHHbIM

@ nmeHam VAS Experts:

e vasexperts.ru
data.vasexperts.ru
datal.vasexperts.ru
data2.vasexperts.ru
cloud.vasexperts.ru
catalog.vasexperts.ru


http://www.example.com
http://www.example.com:8080

e ftp.vasexperts.ru

@ CeTb/IP appeca:
e 45.151.108.0/22

e 185.255.78.18

1. Ha 04.04.17 PockoMHag30p TPakTyeT HapyLlleHmem Hann4dme noboro URL n3 cnucka
NPOKypaTypbl B 0THYETE, MO OCTaJIbHbIM (HEernacHo) HakonaeHne He 6onee 1 npoueHTa 3a 5
[AHeNn, Tak)Xe obpallaemM BHMMaHME, Kak POCKOMHaA30p TPakTyeT aBaputo - OTCYTCTBUE
[ocTyna aboHeHTOB B MHTEPHET 419 BCEX, BKOYAA PEBU30P (eCmn cnyydmnachk aBapus, TO eCTb
OTCYTCTBME JOCTyna aboOHEHTOB B CETb, TO PEBU30P TaKXe He AO/KEH UMETb A0CTYMa B CETh).

2. HE pekomeHAayeTCs CXxeMa 3epKaso, Tak Kak B 3TON cxeme npu punbTtpauumn naet bopsba 3a
CKOpPOCTb 0TBEeTa aboHeHTY, Ntobble 3a4ep>XXKM Ha NOPTY C 3epKasioM Tpadurka, NOBTOPSI,
noTepu u T.N. BANSIOT Ha 6N1OKMPOBKY pecypca, 1 NPUBOAAT K NOSBAEHNIO B OTHETE He
3a010KMPOBaHHbIX PeCypCoB.

3. MNpwu nokynke bannacc kapTbl 419 obecrnevyeHns ycTon4mon paboTbl CeTU B C/ly4ae aBapun
obopyaoBaHua u/mnm nporpamMmHoro obecnevyeHns DPI, Heo6x0AMMO NOHMMATL, 4YTO
BKJIlOYEHME pexxuma bannacc Ha KapTe NPMBOAMT K OTCYTCTBUIO hnnbTpaummn, Tak Kak DPI
NCKJII0HAeTCH N3 CXeMbl Ha YPOBHE KapTbl K 3TO MOXXET NPUBECTU K NPOrnyckaM B peBu3ope.
Mpy Hann4nm Takom KapThbl (€ bannacc), TpebyeTcs B 0643aTeNbHOM NOPSAAKE HaNaauTb
MOHUTOPUHI, NPOBEPKY cocTosaHns Bannacc bpctl_util all get _bypass, nposepaTs no alert nory
cobbiTre BKOYEHMA B Bainacc pexum

grep bpm /var/log/dpi/fastdpi alert.log

Korpa BkJtovaeTcs 6annacc - BkaoveHue bannacc B npouecce pabotsl DPI (nckntovas
AEeNCTBMS agMUHUCTPaTOpPa) 3TO BCerga aBapuinHas cutyaums, o3HadvaeT 4y1o WD (watchdog)
KapTbl He nony4un komaHay cbpoca ot cuctembl/nporecca DPl n T.M., OCHOBHbIE@ NPUYUHBI:

o 3abblIM OTKIYNUTL AMArHOCTUYECKUI PEXUM (HanpuMep TPacCUPOBKY MakeToB trace ip)

o HemcnpasHOCTb 0bopynoBaHMS

o 6nokumpoBka npouecca DPI B OC, Hanpumep, 3anyCcK pecypCoeMKoro CTOPOHHEro
npowecca, CUHXPOHM3aumMa NPOrpaMMHOro pens nocjie oTkasa

o 3Ha4YMTesIbHOE npeBblleHne napaMeTpoB Harpy3ku DPI (Hanpumep DDOS ¢
npeBbILEHNEM MO CECCUSAM B CEK.)

Tunosble cnyvyaun nepekaoyeHns B bannacc npy LencTemMax agMmMHUCTpaTopa, obpaliaem
BHMMaHME, 4YTO B 3TOM CJly4ae TakXe NPoNCXoanT nNponyck Tpaduka 6e3 obpaboTku:

o nepe3arpyska cepsuca (npy 06HOBAEHUSAX, N3MEHEHUN XONOA4HbIX NapaMeTpoB
KOH(urypaumm)

o OCTaHOB cepBuCa

o OTKJIDYEHMe NUTaHWA cepBepa

o nepe3sarpyska OC

B cnyyvae HeobX0AMMOCTIN MOXXHO OTKJIIOYUTL pexxum Bannacc Ha KapTe nyTem
NnepeksIlYeHUst KapTbl B CTaHAAPTHbLIA PEXUM (COOTBETCTBEHHO pexxunm bannacc
BKJ/IlOMATbCA He byaeT)

bpctl util all set std nic on


ftp://ftp.vasexperts.ru
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:by_pass:start

4. PekomeHayeMm npu nokynke DPI gna gpunbTpaumm TpauKka B CBA3M C BO3POCLUNMM
TpeboBaHMaAMN PockOMHaA30pa obecrneynBaTb pe3epBMpoBaHMe 3a CHeT aJibTepHaTUBHOIO
KaHana Cc pe3epBHON cnucTemon punbTpaunm, 6e3 ncnonb3oBaHns bamnacc KapT.

5. CKAT ocyuwiecTBnseT cCKauymBaHme CNUCKOB Aas aBToMaTu4yeckon 61okmposkn n3 obnaka VAS
Experts yepes ynpaBasowmin UHTepeENnC, Yepes KOTopbIN OCYLLEeCTBASETCA AOCTYn no SSH.
Ina KoppekTHon paboTbl HeObXx0ANMO 0becneynTb AOCTYN C 3TOr0 MHTepgenca K cCanTy
vasexperts.ru n nogaoMeHamM.
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