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OOLlee onucaHue

BebuHap no Teme:

N4 BbinonHeHNs TpeboBaHMn PenepanbHbiX 3akoHOB 139 n 114 onepaTopy TpebyeTcs
OCYLLEeCTBNATb 6/I0KMPOBKY CTPaHWL, MHTEPHET CalTOB, COAEP KaLLMX NPOTUBOMPABHYIO
NH(opMaLuio, Mo CNUCKam, NogroTosseHHsIM POCKOMHaa30poM U MuHuctepcteom KOcTuumm.

lcnonb3oBaHMe HaLLEro peLlleHns No3BoNT ONepaTopy CIKOHOMUTL Ha pa3paboTke u
noaaep)Xxke coObCTBEHHOro pelleHus. PeweHne obnagaeT pagoM NpeuMyLLecTs no

@ CPABHEHMIO C UCMOJ/Ib30BAHMEM MPOKCK 1, 3a0HO, ONEpaTop NosyvyaeT naaThopmy,
KOTOpas MNo3BOJNT €My SKOHOMUTb PECYPChl U MONYYaTb [0X0A, NPeNoCTaBNAS HOBbIE
LOMOSIHUTENbHbIE YCIYTU.

TpebyeMble KOMMOHEHTHI:

1. Mnatcdopma rnybokoro aHanunsa Tpaduka (DPI)
MpenMyLlecTBa peLlleHns:
1) YnobcTBO:

* MPUMEHeHne NpaBua HaXooMTCA B 0OHOM MecTe - Ha nnaTtdopme DPI;
e nyaTopMa CaMa 3arpy>xaeT v NpUMeHseT npasBuia U3 CNncka.

2) Mpou3BOAUTENBHOCTD:

e pa3mep cnucka coctasnseT 4 mapa URL co oxaTrem B namsatu o 10 pa3 (ansa cpaBHeHUs B
Mupe Bcero okoso 600 MAH canTos);

e obecnevmnBaeTcs punbTpauma go 2 maH URL B cekyHAy Ha 1 sape npoueccopa (418 CpaBHEHUS
Google public DNS oTpabaTtbiBaeT Bcero 800000 3anpocoB B CEKYHAY);

e nponyckHasa cnocobHocTb Ao 40 M'mrabut B cekyHay Ha 1 CPU;

e 3aepXXKa B MHUN MeHee 30 MUKPOCEKYH[ (CpaBHUTE C proxy, 1 Aa)ke LOpPOoruMu
annapaTHbIMK BEHOOPaMK);


https://www.youtube-nocookie.com/embed/fOh612591Q4?
https://www.youtube-nocookie.com/embed/fOh612591Q4?
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:start

e [1py NOCTPOEHUN CXEMbI C aCCMMETPUYHON MapLLpyTu3aumen 1 npoueccopa LOCTaTOYHO ANiA
hunbTpaumm Tpaduka scen Poccun.

3) OYHKLUOHANbHOCTD:

e 13 KOpobkK nopaepxmeaeTca http un https, MoxxHo fobaBuTbL Apyrne NPoTOKObI;

He 3aBMCUT OT HOMepa nopTa (T.e. http://www.example.com u http://www.example.com:8080);
He 3aBUCUT OT CMeHbI canToMm IP agpeca;

BMeCTO B6I0KMPOBKMN MOXHO NepeaspecoBaTb aboHeHTa Ha 3aaHHYI0 CTPaHUYKY.

4) HapeXXHoCTb

PaboTaeT 24x7, nognepxusaetcs Bypass;

A Kak 4acTo y Bac nagaet squid nav nepectatoT 0TBeYaTb CalTbl NPW NOBbILLIEHUN HArpy3Kn?
Mpouecc 3aKavyky 1 NPUMEHEHNS CNUCKa aBTOMATMU3UPOBaH, B OT/IMYME OT pelleHunn "caenan cam" ¢
HENpPOrHo3MpyeMon HageXXHOCTbHO.

5) DeweBu3Ha

Mo cpaBHeHWMIO C coBpeMeHHbIMKU NnaTgopmamu DPI (Procera/Allot ctoaT oT $100 ThIC) Hawe
peLleHne 3HaYUTENbHO aeLlesne.

Mo cpaBHeHwMto co cTapbiMy (Cisco SCE) umeeT 60MbLLE BO3MOXKHOCTEN U NMPOLO/KAET pa3BMBaATLCA.
DPI paboTaeT Ha kKoMnbloTepe obuiero HasHavyeHns, PYHKLNOHANBHOCTb UAbTPALIAN
npenocTassseTca No MUHUManbHoW LeHe (ENTRY nivueH3ns), CTOMMOCTb NOALEPXKKN CTPEMUTCA K
HYJII0, TaK KaK BCe aBTOMaTU3NPOBAHO:

* HE HY)XHO TPATWUTb BPEMS U AEHbIM Ha Pa3paboTKy 1 noanepXKy COBCTBEHHOrO peLLeHus;
* NPV COM3MEPUMON MPON3BOANTEILHOCTN CTOUMOCTL 060PYA0BAHUA ANf NPOKCK ByaeT CToUTb
BO MHOIO pa3 [IOPOXeE.

(cToumocTb annapaTHoW nnaTdopmbl DPI nonyvaetcs meHee 100 eBpo 3a MMrabut/c nponyckHowm
crnocobHocTm ang nnatgopmbl Ha 40G)

Kpome Toro DPI nnaTgopMa MMeeT eLle MHOro ApYrux nonesHbiX NPpUMeHeHn B OTIMYME OT
CNeLmann3npoBaHHOro peleHuns ans guabTpauum

DPI pna ¢punbTpaumm no cnuckam PKH

Josoaum fo Bawero ceeneHns mHpopmauuio o cmeHe IP appecos 000 "BAC
IkcnepTc". HauynHaa ¢ 2020 roga IP agpeca 5.200.43.10 1 5.101.74.130 cTaHyT
HeLOCTYnMHbI.
0Nna KoppekTHOro yHKunoHnposaHus obopynosaHma CKAT nocne 31 pnekabpsa 2019
Bam cnenyeT HacTpouTb Bawwn mexceTtesble 3kpaHbl (MC3) / 6paHamayapsl / firewall,
oTpefakTMpoBaTb CTaTUYECKUe 3anucu UMeH cogepxawuxcsa B /etc/hosts, ecnn
@ NCNOJSIb3YITCA, TakmM 06pa3om, 4Tobbl obecneynTb 4OCTYN K CIeAYIOWMM OJOMEHHbIM
nmeHam VAS Experts:

e vasexperts.ru
data.vasexperts.ru
datal.vasexperts.ru
data2.vasexperts.ru
cloud.vasexperts.ru


http://www.example.com
http://www.example.com:8080

e catalog.vasexperts.ru
e ftp.vasexperts.ru

@ CeTb/IP agpeca:

¢ 45,151.108.0/22
¢ 185.255.78.18

1. Ha 04.04.17 PockoMHag30p TPakKTyeT HapyLlieHmnem Hann4dme noboro URL 13 cnncka
NPOKYypaTypbl B 0TYETE, N0 OCTasIbHLIM (HEFNAaCcHO) HakonaeHne He 6onee 1 npoueHTa 3a 5
[AHeln, Tak)Xe obpallaeM BHMUMaHMe, Kak POCKOMHaA30p TPakTyeT aBaputo - OTCYTCTBUE
L0CTyna abOHEHTOB B MHTEPHET AJ1A BCEX, BK/OYas PEBU30P (eCnm cayynnacb aBapusi, To ecTb
OTCYTCTBME [OCTYNa abOHEHTOB B CETb, TO PEBM30P TaKXE He JO/HKEH UMETh AOCTYyMNa B CETh).

2. HE pekomeHayeTCsa CxeMa 3epKasio, Tak Kak B 3TON cxeme npu punbTpaumm naet bopbba 3a
CKOPOCTb 0TBETa aboHEeHTY, Ntobble 3a4ep>KKM Ha NOPTY C 3epKanoM Tpadguka, NOBTOPbI,
noTepu v T.N. BANSIOT Ha BNOKMPOBKY pecypca, 1 NPUBOAAT K NMOSBAEHNIO B OTHETE He
3a610KMPOBaHHbIX PeCypCoB.

3. MNpwu nokynke 6annacc KapTbl A1a obecrneyeHns yCTon4YnBon paboTbl CETU B C/ly4ae aBapun
obopyaoBaHua u/mnm nporpamMmHoro obecnevyexHns DPI, Heo6x0AMMO NOHMMATL, 4YTO
BKJIOYEHMe pexxnMa bannacc Ha KapTe NPUBOAUT K OTCYTCTBUIO (hnbTpaLnn, Tak kak DPI
NCKNOYAEeTCSA N3 CXEMbl Ha YPOBHE KapTbl 1 3TO MOXXET NPUBECTU K NPONyCcKaM B PEBM3OpE.
Mpw Hann4um Takom KapThbl (C barnacc), TpebyeTca B 0643aTeNbHOM NOPSAAKE HaNaauTb
MOHUTOPUHT, NPOBEPKY cocToaHns Bannacc bpctl_util all get_bypass, nposepaTb no alert nory
cobbiTe BKNOYEHNS B Balinacc pexunm

grep bpm /var/log/dpi/fastdpi alert.log

Korpa Bkto4aeTcs bannacc - BKAYeHne bannacc B npouecce paboTtsel DPI (Mcknovas
LenCTBNS agMUHUCTpaTOpa) 3TO BCerga aBapunHasa cutyaumns, o3HadvaeT 41o WD (watchdog)
KapTbl HE NOJy4na KoMaHay cbpoca oT cuctembl/npouecca DPI n T.n., OCHOBHbIE NPUYMHBI:

o 3abblSIM OTKJIOYNUTL AMArHOCTUYECKUI PEeXUM (HanpuMep TPacCUPOBKY MakeTos trace ip)

© HemcrnpaBHOCTb 060pya0BaHNA

o Bnokumposka npouecca DPI B OC, Hanpumep, 3anyCK peCcypCoeMKOro CTOPOHHEro
npoLecca, CMHXPOHM3aLUUsa NPorpaMMHOro peny rnocsie oTkasa

o 3Ha4YUTesIbHOe npeBbileHne napameTpos Harpysku DPI (Hanpumep DDOS ¢
NpeBbILLIEHNEM MO CECCUAM B CeK.)

Tunosble cny4yan nepekoyeHns B 6annacc npy LencTemax aaMmMHUCTpaTopa, obpallaem
BHUMaHMe, 4TO B 3TOM CJly4ae TakxXe NpoucxXoamnT Nponyck Tpaduka 6e3 obpaboTku:

o nepesarpyska cepsuca (npy 06HOBNEHUAX, N3MEHEHUN XONOL4HbIX NapaMeTpoB
KOH(Mrypaumm)

o OCTaHOB cepBMCca

o OTKJIDYEHMe NUTaHWA cepBepa

o nepesarpyska OC

B cnyyvae He0BX0AMMOCTU MOXHO OTKJ/IIOYUTL pexinM banacc Ha KapTe nyTem
NepeKktoYeHNs KapTbl B CTaHOAPTHbLIA PEXUM (COOTBETCTBEHHO pexuM bannacc
BKJIlOYaTbCA He byaeT)


ftp://ftp.vasexperts.ru
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:by_pass:start

bpctl util all set std nic on

4. PekomeHayeM npu nokynke DPI ona punbTpaunm Tpadmka B CBA3N C BO3POCLLNMM
TpeboBaHMaMN PockOMHaA30pa obecneynBaTh pe3epBMpoBaHMe 3a CHET aJibTePHATUBHOIO
KaHana C pe3epBHON cucTemMon unbTpaunm, 6e3 ncnonb3osaHns bamnacc Kapr.

5. CKAT ocywecTB/SeT CKa4ymBaHme CrnCcKoB 419 aBToMaTuyeckon 61okmposky 13 obnaka VAS
Experts yepe3 ynpaBasowmin nHTephenc, Yepes KOTopbIN OCYLLECTBASETCA AOCTyn no SSH.
Ina KoppekTHon paboTbl He0bXx0aANMO 0becneynTb AOCTYN C 3TOro MHTepdenca K CanTy
vasexperts.ru v noggomMeHam.
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