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OOLlee onucaHue

Insa BbinoNHeHNs TpeboBaHm PepepanbHbix 3akoHOB 139 u 114 onepaTopy TpebyeTtcsa
OCYLLeCTBNATb HNOKMPOBKY CTPaHWL, MHTEPHET CaTOB, COAEep XKaLLMX NPOTUBOMPABHYIO
NHopMaLMIo, NO CrCKaM, NOLroTOBNeHHbIM POCKOMHaa30poM U MuHucTepcTBoM KOcTuumm.

/icnonb30oBaHMe Hallero peLleHns No3BoJIMT ONepaTopy CIKOHOMUTL Ha pa3paboTke u
noanepxXKe cobCTBEHHOro pelleHus. PelleHne obnagaeT psagoM NpenMyLLecTB Mo

@ CPaBHEHUIO C UCMOJIb30BAHMEM MPOKCK U, 3a0[HO, OMepaTop NoJiyyaeT naaTdopmy,
KOTOpas MO3BOJINT €My 3KOHOMUTb PECYPChl U MOJyYaTb A0X04, NPefoCTaB/sAs HOBbIE
JOMOJIHUTENIbHbIE YCAYT .

Tpebyemble KOMMOHEHTHI:

1. Mnatcopma rnybokoro aHanunsa Tpaguka (DPI)
MpenMyLiecTBa peLleHns:
1) Ypob¢cTBO:

* NPMMeHeHNe NpaBnJl HAXOOMUTCS B OAHOM MecCTe - Ha niatdopme DPI;
e nyaTdopMa cama 3arpy)xaeT v NpUMeHsEeT npasuia n3 Cnucka.

2) NpounsBoaUTENIbHOCTDL:

e pa3Mep cnucka coctasnseT 4 mapa URL co cxaTnem B namaTu o 10 pas (ana cpaBHeHUs B
Mupe Bcero okosno 600 MJIH canTos);

e obecnevmnsaeTcs punbTpauma go 2 maH URL B cekyHAy Ha 1 sape npoueccopa (4518 CpaBHEHUS
Google public DNS oTpabaTtbiBaeT Bcero 800000 3anpocoB B CEKYHAY);

e nponyckHasa cnocobHocTb A0 40 M'mrabuT B cekyHay Ha 1 CPU;

* 3aepXXKa B MHUN MeHee 30 MUKPOCEKYHA (CpaBHUTE C proxy, 1 fAa)ke LOporuMu
annapaTHbIMK BeHOO0paMu);

e [1pn NOCTPOEHNMN CXeMbl C aCCMMETPUYHON MapLupyTu3lauunen 1 npoueccopa LOCTaTOYHO AN1A
hunbTpaumm Tpaduka scen Poccun.

3) PYHKLMOHANBbHOCTD:

13 Kopobkun nopaepxusaeTtca http u https, MoxHo fobaBWTb Apyrre NPOTOKObI;

He 3aBUCUT OT HOMepa nopTa (T.e. http://www.example.com un http://www.example.com:8080);
® He 3aBMCUT OT CMeHbl CanToM IP agpeca;

BMeCTO 6/10KMPOBKM MOXHO NepeafipecoBaTb aboHeHTa Ha 3afaHHYI0 CTPaHUYKY.

4) HapeXHocTb

PaboTaeTt 24x7, nogoepxusaetcs Bypass;

A Kak 4acTo y BaC nagaet squid nam nepectaloT 0TBeYaTb CalTbl NPW MOBLILLIEHWUN Harpy3Kn?
Mpouecc 3akavykn N NPUMEHEHNS CNUCKa aBTOMATMU3MPOBaH, B OT/IMYME OT pelleHunn "caenanm cam" ¢
HenporHo3npyeMon HageXXHoCTbHo.

5) DelwieBu3Ha


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:start
http://www.example.com
http://www.example.com:8080

Mo cpaBHeHWMIO C coBpeMeHHbIMK NnaTgopmamu DPI (Procera/Allot ctoaT oT $100 ThiC) Hawe
peLleHne 3HaYnTENbHO aeLleBne.

Mo cpaBHeHwMto co cTapbiMu (Cisco SCE) umeeT 60MbLLE BO3MOXKHOCTEN U NMPOLO/KAET pa3BMBaATLCA.
DPI paboTaeT Ha KoMnbloTepe obLLero HasHavyeHns, PYHKLNOHANBHOCTb UAbTPALIAN
npenocTassseTca No MUHUManbHon LeHe (ENTRY nivueH3ns), CTOMMOCTb NOALEPXKKN CTPEMUTCA K
HYJII0, TaK KaK BCe aBTOMaTU3NPOBAHO:

* HE HY)XHO TPaTWUTb BPEMS U AEHbIM Ha Pa3paboTKy U noanepXKy COBCTBEHHOrO peLLeHUs;
* NPV COM3MEPUMON MPON3BOANTEILHOCTN CTOMMOCTL 060PYA0BAHUA ANf NPOKCK ByaeT CToUTb
BO MHOIO pa3 [IOPOXeE.

(cTonmmocTb annapaTHoW nnaTdopmbl DPI nonyvyaetcs meHee 100 eBpo 3a MMrabut/c nponyckHowm
crnocobHocTn ang nnatgopmbl Ha 40G)

Kpome Toro DPI nnaTgopMa MMeeT elle MHOro ApYrux nonesHbiX NPUMeHeH B OTIM4ME OT
CNeLmann3npoBaHHOro peleHuns ans GuabTpauum

DPIl pna domnbTpauum no cnuckam PKH

Josoanm fo Bawero ceeneHns mHgpopmauuio o cmeHe IP agpecos OO0 "BAC
okcnepTc". HaunHaa ¢ 2020 roga IP agpeca 5.200.43.10 n 5.101.74.130 cTaHyT
HeLOCTYMHbI.

NS KoppekTHOro yHkumoHmnposaHus obopyaosaHuns CKAT nocne 31 gekabpsa 2019
Bam cnepyeT HacTpouTb Bawm mexceTeBble akpaHbl (MC3) / bpaHamayapsl / firewall,
oTpefakTMpoBaTb CTaTUYECKUE 3anucu UMeH copepxawuxcsa B /etc/hosts, ecnn
NCNOJIb3YITCA, TakmM obpa3om, 4Tobbl obecnevnTb OCTYN K CIeAYIOWMM LOMEHHbIM
nmeHam VAS Experts:

e vasexperts.ru
data.vasexperts.ru
datal.vasexperts.ru
data2.vasexperts.ru
cloud.vasexperts.ru
catalog.vasexperts.ru
ftp.vasexperts.ru

o

CeTb/IP appeca:

¢ 45,151.108.0/22
» 185.255.78.18

1. Ha 04.04.17 PockoMHag30p TpakTyeT HapyLleHnem Hann4dme noboro URL 13 cnncka
NPOKypaTypbl B 0THYETE, MO OCTaJIbHbIM (HEr1acHO) HakonaeHne He 6onee 1 NpoueHTa 3a 5
oHen, Takxe obpallaeM BHUMaHME, Kak POCKOMHaA30p TPakTyeT aBapuio - OTCYTCTBUE
[0CTyna aboHeHTOB B MHTEPHET 414 BCEX, BK/OYAsA PeBU30p (ecnm cayymnnacb aBapusi, To eCTb
OTCYTCTBME A0CTYNa abOHEHTOB B CETb, TO PEBU30P TaKXE HE AO/KEH MMETb AOCTYMa B CETh).

2. HE pekomeHAayeTCsa CXxeMa 3epKasio, Tak Kak B 3To cxeme npu punbTpauumn naet 6opsba 3a


ftp://ftp.vasexperts.ru

CKOpPOCTb 0TBeTa aboHeHTY, Ntobble 3aep>KKK Ha NOPTY C 3epKanoM Tpadguka, NOBTOPbI,
noTepu n T.M. BAMAIOT Ha 6JI0KMPOBKY pecypca, 1 MPUBOAAT K MOSABAEHNIO B OTHETE He
3a610KMPOBAHHbIX PECYPCOB.

3. MNpwu nokynke 6annacc KapTbl AN1a obecrneyeHns yCcTon4ynBon paboTbl CETU B C/ly4ae aBapun
obopynoBaHua n/nwnm nporpammHoro obecnevyeHmsa DPI, HeobxoAMMO NOHUMATL, 4TO
BKJIDYEHME pexxmMa Balinacc Ha KapTe NPUBOAUT K OTCYTCTBUIO (UIbTPaLnn, Tak Kak DPI
NCKNOYAeTCHA N3 CXEMbl Ha YPOBHE KapTbl 1 3TO MOXXET NPUBECTU K NPONyCckaM B PeBM30pE.
Mpwn Hann4um Takon KapTbl (¢ bannacc), TpebyeTcs B 0683aTeNbHOM NOPAAKE HAAANTD
MOHWUTOPUHI, NPoBepKy cocTosHUs Bannacc bpctl_util all get_bypass, nposepsTb no alert nory
cobbiTne BKIIOYEHUS B Bannacc pexum

grep bpm /var/log/dpi/fastdpi alert.log

Korpga Bkto4aeTcs bannacc - BKA4YeHne bannacc B npouecce paboTtol DPI (ncknovas
LenCTBMS agMUHUCTpaTOpa) 3TO BCerga aBapunHas cutyaumns, o3HadvaeT 41o WD (watchdog)
KapTbl He NoJy4Ynn KomaHay cbpoca oT cuctembl/npouecca DPl 1 T.n., OCHOBHbIE NPUYMUHbI:

o 3a0blIM OTKJIIOYUTL ANArHOCTUYECKMI PeXUM (Hanpumep TPaCcCMpPOBKY NakeToB trace_ip)

° HemcnpaBHOCTb 0bopyAoBaHMUA

o Bnokumposka npouecca DPI B OC, Hanpumep, 3anyCK peCcypCoeMKOro CTOPOHHEro
npoLecca, CMHXPOHM3aLUusa NPorpaMMHOro peng nocse oTkasa

o 3Ha4YUTesIbHOe npeBbileHne napameTpos Harpysku DPI (Hanpumep DDOS ¢
NpeBbILLIEHNEM MO CECCUAM B CeK.)

Tunosble cnyvyamn nepekatoyeHnsa B bannacc npyn gencTBMax agMUHUCTpaTopa, obpallaem
BHUMaHWe, 4TO B 3TOM CJlydae Takxe NpoUCXoauT Nponyck Tpaguka 6e3 obpaboTku:

o nepesarpyska cepsuca (npy 06HOBNEHUAX, U3MEHEHUN XONI04HbIX NapamMeTpoB
KOH(Mrypaumm)

o OCTaHOB CepBuca

o OTKJ/IIOYEHME NUTaHNA cepsepa

o nepesarpyska OC

B cnyyvae He0bBX0AMMOCTU MOXHO OTKJ/IIOYUTL pexunM bannacc Ha KapTe nyTem
NepeKktoYeHNs KapTbl B CTAHOAPTHbIA PEXUM (COOTBETCTBEHHO pexuM bannacc
BKJ/IlOYATbCS He byaeT)

bpctl util all set std nic on

4. PekomeHayem npu nokynke DPI ana gpunbTpaumm TpauKka B CBA3M C BO3POCLUNMM
TpeboBaHnamMn PockoMHaz30pa obecrneymBaTb pe3epBrpoBaHMe 3a CHeT albTEPHATUBHOIO
KaHana C pe3epBHON cucTemon punbTpaunm, 6e3 ncnonb3osaHns bamnacc KapT.

5. CKAT ocyLiecTBnSeT cCKadynmBaHme CNUCKOB Aas aBToMaTu4yeckon 61okuposkn n3 obnaka VAS
Experts 4yepes ynpasnsowmii MHTepdenc, Yepes KOTOPbIN OCYLLEeCTBASEeTCA AOCTyn no SSH.
Ona KoppekTHon paboTbl HeObXxoANMO obecnevnTb AOCTYN C 3TOro MHTepgenca K CanTy
vasexperts.ru n nogaoMeHamM.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:mon_stat:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:by_pass:start
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