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HacTtpouka petektopa DDoS Ha ba3e QoE

1. OobHoBneHue QoE

Ha cepsepe QoE.

O6HoBMTbL QOE 00 nocnenHen Bepcun, npegsapuTebHO OCTAaHOBMB pecuBepsl. MNepen 3anyCckom
pecnBepoB nponatynTh ClickHouse:

dnf --refresh install clickhouse-patched

3anyCcTuTb pecuBepsl.

2. ObHoBNneHue GUI

Ha cepsepe GUI.

O6HoBMTbL GUI no nocneaHen sepcun. Moakntountb GUI Kk VAS Cloud, ecnun elle He NOOKJI0YEH.
BuigaTb onuuto nnueHsun aniddos. B dhanne /var/www/html/dpiui2/frontend/env.js
nponucaTb onuuio AppEnv.DDoSAttack isVisible = 1;

3. YcTaHOBKa peTeKTopa

Ha cepBepe QOE.

YcTaHOBUTbL NakeT MuTuraTopa fastm qoe Ha Bce y3nbi:

dnf install fastm qgoe

Mepekno4ynTb Bepcuto python:

dnf install -y python39 python39-devel -y

sudo update-alternatives --install /usr/bin/python3 python3
/usr/bin/python3.6 60

sudo update-alternatives --install /usr/bin/python3 python3
/usr/bin/python3.9 70

sudo update-alternatives --config python3

BbibpaTb Bepcuto 3.9:

python3 --version



4. HacTpouka peTteKTopa

Ha cepBepe QOE.
Ha Bcex y3nax, nmbo Ha BbIOpaHHbIX.

1. OTpepakTupoBsaTh hann /var/fastm qoe/etc/.env.
B HeM [o/XHO BbITb Cieaytolee COAePXXUMoe:

ANALYZER=avg-based-z-score
ANALYZER RULES KEY=avg-based-z-score-any

IDLE MODE=1
FORCE_MODE=0
DB DROP TABLES=1

FM_ATTACKS METRICS BY SUBS FILTER="and has attack = 0"
FM_ATTACKS METRICS BY SUBS LIMIT=1
FM_ATTACKS METRICS BY SUBS COLLAPSE=1
FM_ATTACKS METRICS BY SUBS DAY='day '

2. O6HOBNTbL CXEMY:
fastm-db-scheme

3. BknounTtb cbop meTpuk
Inda atoro B hanvne /var/qoestor/backend/.env gobasntb
FM FULLFLOW HOOK ENABLE=1
CobunpaTb METPUKIN HECKOSIbKO 4acoB, y4lle CyTKW. ocne oTpeaakTnpoBaTb (hann
/var/fastm qoe/etc/.env CHOBa 1 U3MeHUTb 2 NapameTpa

IDLE MODE=0
DB DROP_TABLES=0

ITO aKTMBMPYET AeTeKTop.

5. Moporu cpabaTbiBaHuA

B channe /var/fastm qoe/lib/rules/config.json oTpegakTupoBaTb pa3gen avg-based-z-
score-any cnegytwowmm obpasom:

"avg-based-z-score-any": {
"octets": { "th": 100, "weight": 0.1 },
“octets dropped”: { "th": 1000, "weight": 0.3 },
"packets": { "th": 100, "weight": 0.3 },
"packets dropped”: { "th": 1000, "weight": 0.3 },
"flows": { "th": 100, "weight": 0.4 },
"sessions": { "th": 100, "weight": 0.4 },



"duration": { "th": 100, "weight": 0.01 },

"host ips": { "th": 100, "weight": 0.3 },

“protos": { "th": 100, "weight": 0.3 },

"bits sec": { "th": 100, "weight": 0.05 },

"bits dropped sec": { "th": 1000, "weight": 0.05 },

"packets sec": { "th": 100, "weight": 0.05 },

"packets dropped sec": { "th": 1000, "weight": 0.05 }
}

6. XpaHeHue MeTpuk (norn DDoOS aTak)

B Beb6-nHTepgerice GUI HaCTpOMTb XpaHeHMe CbipbIX U arpermpoBaHHbIX METPUK, @ TaKXXe XpaHeHue

CbIPOro 1 arpernpoBaHHO Jora aTak.

B pasznene AgMuHucTtpaTop - KoHpurypauns GUI - QoE Stor: HacTponkun BpemeHu xusHu b1

3a[laTb 3HaYeHNs NapameTpam:

« QOESTOR FM ATTACKS MAIN LOG PARTITIONS LIFE TIME HOUR = 720
« QOESTOR FM ATTACKS AGG LOG PARTITIONS LIFE TIME DAYS = 30

« QOESTOR FM METRICS MAIN LOG PARTITIONS LIFE TIME HOUR = 72
 QOESTOR FM METRICS AGG LOG PARTITIONS LIFE TIME DAYS =7

v vas Experts \ .

5 save B9 o @ The for

SS8G control

Common
PCRF control .

Jobs intervals and periods GTP LOAD RATE from fullflow logs lifetime in doys (GTP_LOAD_RATE_FROM_FULLFLOW_LIFE_TIME_DAYS)
QoE analytics v QoE Stor: DB (Clickhouse) connection

QE Stor: Row log aggregation settings UPLINK LOAD RATE from fullflow logs lifetime in days (UPLINK_LOAD_RATE_FROM_FULLFLOW _LIFE_TIME_

VAS cloud services

DAYS)

QoE Ster: DE lifetime settings
A DDoS attock logs lifetime in hours (QOESTOR_FM_ATTACKS_MAIN_LOG_PARTITIONS _LIFE_TIME_HOUR)
QoE Stor: Discs settings
720

SMTP settings
System 2o

D8 (MySql) connection _ _
DDoS attack metrics logs lifetime in hours (QOESTOR_FM_METRICS_MAIN_LOG_PARTITIONS _LIFE_TIME

Uk settings: System settings ”

DDoS attock metrics aggregated logs lifetime in doys (QOESTOR_FM_METRICS_AGG_LOG_PARTITIONS.

DDoS attock oggregated logs lifetime in days (QOESTOR_FM_ATTACKS _AGG_LOG_PARTITIONS_LIFE_TIME_DAYS)

HOUR)

_LIFE_TIME_DAYS)

Defoult page size of JoE query (30, e i
100

Max page size of Qof query [QUERY _MAX_PAGE_SIZE)

ort files life time in hours (EXPORT_FILES_LIFE_TIME_HOURS)

export file (LIMIT_LINES_IN_EXPORT_FILE)

7. AHanu3 aTak

ObHapy>XeHHble aTakn MOXXHO M3y4nTb B pa3aenax DDoS aTaku B QOE AHANTUKeE.

1. HayHuTe c pa3gena TOIlN aTak 3a nepuog 24 4aca.
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2. MNMocmoTpuTe pasgen TOMM aTak No NpOTOKOS1IaM

Tak)Xe 0TCOPTMPYITE MO KOJIMYECTBY CeCCUid. 3anuwnte cebe 3TU NPOTOKObI

3. MocmoTpuTe pasgen TOIM aTakyowmx IP agpecos
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Takxe 3anuwunTe cebe HECKONIbKO CaMbIX XMUPHbIX IP.

MocmoTpuTe Jlor aTak

C punbTpom no BbiIbpaHHbLIM paHee aboHEHTaM 1 NPOTOKOJyY.

TaM MO>XKHO NOYEepPrHyTb AeTas M aTakh U caenaTh AO0M. BbIBOAbI, YTOObI MPUHMMATb Kakune-
nmnbo peleHwns.
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SIBHO BUAHO, 4TO ngeT nepebop nopToB Ha 0g4HOM 1 TOM Xe agpece no no UDP npoTokosny. B
[laHHOM CJly4ae [0CTaTO4HO noMecTuTh IP aTakytowero B otaensHyo AC 1 3agponath ee..
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