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HacTtpouka petektopa DDoS Ha ba3e QoE

1. OobHoBneHue QoE

Ha cepsepe QoE.

O6HoBUTL QOE [0 NnocnefHen BepCcuin Kak NosioXKeHo C 0CTaHOBKOW pecnBepos. [Nepes 3anyCckom
pecusepos nponatynTb KX

dnf --refresh install clickhouse-patched

3anyCcTuTb pecuBepsl.

2. ObHoBNneHue GUI

Ha cepsepe GUI.

O6HoBMTbL GUI no nocneaHen sepcun. Moakntountb GUI Kk VAS Cloud, ecnun elle He NOOKJI0YEH.
BuigaTb onuuto nnueHsun aniddos. B dhanne /var/www/html/dpiui2/frontend/env.js
nponucaTb onuuio AppEnv.DDoSAttack isVisible = 1;

3. YcTaHOBKa peTeKTopa

Ha cepBepe QOE.

YcTaHOBUTbL NakeT MuTuraTopa fastm qoe Ha B BCe y3/bl:

dnf install fastm qgoe

Mepekno4ynTb Bepcuto python:

dnf install -y python39 python39-devel -y

sudo update-alternatives --install /usr/bin/python3 python3
/usr/bin/python3.6 60

sudo update-alternatives --install /usr/bin/python3 python3
/usr/bin/python3.9 70

sudo update-alternatives --config python3

BbibpaTb Bepcuto 3.9:

python3 --version



4. HacTpouka peTteKTopa

Ha cepBepe QOE.
Ha Bcex y3nax, nmbo Ha BbIOpaHHbIX.

1. OTpepakTupoBsaTh hann /var/fastm qoe/etc/.env.
B HeM [o/XHO BbITb Cieaytolee COAePXXUMoe:

ANALYZER=avg-based-z-score
ANALYZER RULES KEY=avg-based-z-score-any

IDLE MODE=1
FORCE_MODE=0
DB DROP TABLES=1

FM_ATTACKS METRICS BY SUBS FILTER="and has attack = 0"
FM_ATTACKS METRICS BY SUBS LIMIT=1
FM_ATTACKS METRICS BY SUBS COLLAPSE=1
FM_ATTACKS METRICS BY SUBS DAY='day '

2. O6HOBNTbL CXEMY:
fastm-db-scheme

3. BknounTtb cbop meTpuk
Inda atoro B hanvne /var/qoestor/backend/.env gobasntb
FM FULLFLOW HOOK ENABLE=1
CobunpaTb METPUKIN HECKOSIbKO 4acoB, y4lle CyTKW. ocne oTpeaakTnpoBaTb (hann
/var/fastm qoe/etc/.env CHOBa 1 U3MeHUTb 2 NapameTpa

IDLE MODE=0
DB DROP_TABLES=0

ITO aKTMBMPYET AeTeKTop.

5. Moporu cpabaTbiBaHuA

B channe /var/fastm qoe/lib/rules/config.json oTpegakTupoBaTb pa3gen avg-based-z-
score-any cnegytwowmm obpasom:

"avg-based-z-score-any": {
"octets": { "th": 100, "weight": 0.1 },
“octets dropped”: { "th": 1000, "weight": 0.3 },
"packets": { "th": 100, "weight": 0.3 },
"packets dropped”: { "th": 1000, "weight": 0.3 },
"flows": { "th": 100, "weight": 0.4 },
"sessions": { "th": 100, "weight": 0.4 },



"duration": { "th": 100, "weight": 0.01 },

"host ips": { "th": 100, "weight": 0.3 },

“protos": { "th": 100, "weight": 0.3 },

"bits sec": { "th": 100, "weight": 0.05 },

"bits dropped sec": { "th": 1000, "weight": 0.05 },

"packets sec": { "th": 100, "weight": 0.05 },

"packets dropped sec": { "th": 1000, "weight": 0.05 }
}

6. XpaHeHue MeTpuk (norn DDoOS aTak)

B Beb-nHTepdeince GUI HACTPOUTb XPaHEHUE ChIPbIX 1 arPernpoBaHHbLIX METPUK, @ TAKXKe XpaHeHue
CbIPOro 1 arpernpoBaHHO Jora aTak.

B pasznene AgMuHucTtpaTop - KoHpurypauns GUI - QoE Stor: HacTponkun BpemeHu xusHu b1
3a4aTb 3Ha4YeHMa NapameTpam:

« QOESTOR FM ATTACKS MAIN LOG PARTITIONS LIFE TIME HOUR = 720
« QOESTOR FM ATTACKS AGG LOG PARTITIONS LIFE TIME DAYS = 30

« QOESTOR FM METRICS MAIN LOG PARTITIONS LIFE TIME HOUR = 72
 QOESTOR FM METRICS AGG LOG PARTITIONS LIFE TIME DAYS =7
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