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1 Obwiee onucaHue

B cnyyae DoS aTakm 310yMbILWIEHHUKY BaXXHO 3aMacKuMpoBaTb obpaTHbIN agpec, 4Tobbl ero 6bis10
HeBO3MOXXHO 610kupoBaThk o IP. MosToMy DoS aTtaka npeactasnseT cobon bombapamposky
CEPBEPOB XXEPTBbI OTAENbHLIMU NakKeTaMn C QPUKTUBHLIM 06paTHbIM agpecoM. OTKa3 B
obcny>XnBaHUKM B 3TOM Cyyae HacTynaeT imbo BCeACTBMeE nepenosiHeHns (3abnBaHns Tpahmkom)
apeHAyeMOn KIMEHTOM Nonockl, 1mbo npyn 6ombapanpoBKe NakeTaMu, KOTOPbIE Bbi3bIBAOT
MOBbILLIEHHbIA Pacxo[ pecypcoB Ha aTaKyeMom cucTeme.

B nepsoM cnyvae eAUHCTBEHHOWN 3(PMEKTUBHON 3aLLNTON ABNSETCA BpEMEHHas apeH4a WMPOKoro
KaHaJla 1 nepeHanpaB/ieHne Ha Hero Bcero Bxoasuwero Tpaguka 4yepes BGP aHoHC unum DNS. JaHHbIN
BUA 3alLMThl 06bIYHO NpegnaraeTcs Cneumann3vpoBaHHbIMU KOMNAHUAMU, HO B OFPaHUYEHHbIX
MacwTabax MOXET OCYLLEeCTBAATLCA ONEPaTOPOM UM KJIMEHTOM CaMOCTOATENbLHO.

Bo BTOpOM C/ly4ae onepaTop Uan KJAWEHT MOrYT CAaMOCTOSTE/IbHO OPraHn30BaTh 3alUUTY,
OT(UNLTPOBAB 3/10BPEAHbIE NAKEThI JaHHbIX U3 BXOAALLEro TPahuKa 40 TOro, Kak OHU AOCTUMHYT
aTaKyeMylo CUCTEMY.

TUNNYHBIMW aTakaMn Takoro pona ABAAOTCA:

1. SYN flood - aTaka SYN nakeTamu
2. RST flood - aTaka RST naketamn
3. fragmented UDP flood - aTaka pparmeHTupoBaHHbIM1 UDP nakeTamu

CoBpeMeHHble onepaLyMoHHbIe CUCTEMbI YMEIOT B OrpefesieHHbIX npeesiaX NpoTUBOCTOATh 3TUM
BULAM aTakK, HO eC/IM OHM He CNPaBIAlTCA, TO pelleHneM npobnemMbl ABASETCA UCMNO/b30BaHNE
CUCTEeMbl (punbTpaLmm, yCTaHOBJIEHHOM Nepes aTakyemMon CUCTEMON.

1)

HallW TeCTbl MOKa3anu, 4YTo NPoTUB coBpeMeHHbiX OC 3Ta aTaka Heah(heKTMBHA, HO eCn
3KCNAyaTaunsa NoOKaxkeT, YTO 3alMTa OT 3TOro TUNa aTak no npexHemy BocTpeboBaHa, TO Mbl
nobaBuM ee B bavKannx obHoOBNEHNAX
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