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OnucaHue MHCTPYMEHTOB U apXUTEKTYPbl

VAS Experts npegnaraet peweHue ansa 6opbbsl ¢ DDOS aTtakaMu Ha onepaTopoB CBA3U U UX
MH(PACTPYKTYpPY, KOTOpPble NPUBOAAT K TOMY, YTO onepaTop CBA3U He MOXKeT 00cnyXuBaTtb
cBoux aboHeHTOB. Kak cnepcTBue MacCoBbiM OTTOK abOHeHTOB, (PMHAHCOBbLIN U
penyTauuoHHbIe NoTepu.

VAS Experts npefnaraeT HeCKoOJIbKO BapvaHTOB 3awwuTbl oT DDOS aTak:

1. Ncnonb3oBaHue Tonbko CKAT ¢ dyHKuUmMen aBTo3awmTbl 0T SYN Flood, UDP Flood n HTTP Flood.
Tpebyetcs CKAT c onuwnen ABTo3awmuTa oT DDoS aTak (onuuns ddos).

2. Ncnonb3osaHue cBA3ku CKAT n QoE gns pnetekTuposaHusa nobbix Tunos DDoS aTak ¢
BO3MOXXHOCTbIO MosIHOM 610KMpoBKKM Bxoaswero Tpaguka (blackhole) n ounctkn Ha CKAT.
Tpebyetcs CKAT c onuwnen Co6op 1 BbIrpy3ka CTaTUCTMKKL NO NPOTOKONAM N HanpaBieHNsaM B
dopmaTe IPFIX (onums ipfix) n QoE ¢ onunen ObHapyxeHue n o4nctka Tpaduka (blackhole
and flowspec) ot BotNet n DDoS-aTak (onuus antiddos). 1ng 04nCTKM Tpadrka BO3MOXKHO
ncnonb3oBaTb Tekylwme CKAT (gocTynHo B Bepcuax: BASE, BRAS c onuumen mark n channels,
COMPLETE), Tak »e BO3MOXXHO NOCTaBUTb BblAesieHHbIn cepep CKAT Bepcun BASE ans
0bpaboTkn YacTn Tpaduka.

JlnuensnposaHue onumm AntiDDoS B pamkax CKAT n QoE onncaHo 34ech.

TpeboBaHus:
e QOE n GUI nocnenHen Bepcuun. JinyeHsna QoE — nwbas, AntiDDoS
'\'P npuobpeTaeTca OTAE/IbHOW Onunen
o CKAT nuueH3nn BASE / COMPLETE / BRAS ¢ gon.onuussmu mark n channels

e QoE ycTaHaBnmnBaeTcs Ha oTAesbHbIN cepsep unnm BM, HE Ha cepBep CKAT
e Ha 1rb6/c nukoBoro Bxoasawero Tpaguka Tpebyetca 8,4 I'b aona xpaHeHns
CTaTUCTUKK

Haubonee pacnpoctpaHéHHble (hOpMbl aTaK Ha ONepaTopoB
CBA3M

1. MepenonHeHne BXOLHbLIX KaHaN0B

o Amplification attacks (DNS, NTP, UDP flood n apyrue)
3awuTa: blackhole atakyembix agpecos nau npumeHeHue flowspec Ha anjnHK KaHane,
Apyrue cnocobbl 3aWmnThl He3(PMEKTUBHBI.

o BotNet attacks — kaxabin 60T co34aeT OTHOCMTENbHO HEBOBLLION MOXOXNIA Ha
NernTUMHBIN TpauK, HO CyMMapPHO TpaguK NnpesbIilaeT BO3MOXKHOCTU BXOAALLNX
KaHaJioB ornepaTopa, NoAMeHa NCXOAALEro agpeca He oCyLLecTBAAeTCa (CM. Takxe n.2)
OcnoXHeHue: B KayecTBe LieneBoro IP ons aTaku 4acto gurypupyeT He oanH afpec, a
[0 ThiCAYM apecoB
3awmTa: blackhole aTakyembix agpecos, flowspec Ha anMHK KaHane (419 HEKOTOpPbIX
TUNoB Tpadmka), co3gaHme cnucka agpecos BotNet cetn n nx 6nokmposka Ha CKAT (ans
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HEKOTOPbIX TUMOB Tpaduka)
2. ATaka BbICOKUM PPS:
o Flood, SYN flood, 06bI4HO ¢ nogmeHow source IP
3awwmTa: icnonb3oBaTb MeXaHU3MbI 3alLUTbl OT NoaMeHbl source IP: IP source guard n
dunbTpaunsa Tpadurka. BkaounTe nepeHanpasieHne Tpaduka Ha CKAT gna
unbTpaumm nnm BkNYNUTL blackhole aTakyembix agpecos
3. B3/10M 21eMeHTOB CETW onepaTopa: onpenenseTcs no Haany4mo SSH n NpoYmx ceccun co
cnyxebHblx afpecoB onepaTopa, KOTopble NpeaBapuTebHO KOHPUIYPUPYIOTCSA U agpeca He
BXOAAT B 6e/blin CNNCOK
3aWwmnTa: AeTEKTUPOBaHME TaKMX CECCMIN N UX BIOKMPOBKA MO BHELUHEMY afpecy

ApxuTekTtypa peweHusa AntiDDoS Ha base CKAT u QoE

FastMitigator — uHTennekTyanbHas CMCTEMa 3aLUTbl OT CeTEBbIX aTaK. ITO pacrnpenesieHHbIN
MOAYJlb aHasn3a Tpaduka, obecneymsatowmm obHapyxeHme n 610KMPOBKY LLUMPOKOro CrnekTpa
Knbepyrpos B pexume peasibHOro BpeMeHMU.
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1. Tnybokun aHann3 Tpaduka (DPI) n Bbirpy3ka CTaTUCTUKN
o Becb Tpaduk npoxoaunt Yyepe3 DPI (CKAT), paboTatowmi in-line unu Ha 3epkane
TpaukKa.
o B cuctemy QoE otnpasnsietcs Full NetFlow B chopmaTe IPFIX ona getanbHOro aHanmsa.
2. AHanu3 CTaTUCTUKK 1 (hOPMUPOBAHKE 3TaIOHA
o AHanunzaTtop obpabaTbiBaeT Full NetFlow n co3naét "HopManbHbIN NpoduabL" — 3TaNoH
"3p0poBoro” Tpaduka (6e3 aTak n 6OTHET-aKTMBHOCTMK).
o Mpogunb XxpaHUTCA B pacnpenenérHHbix Tabnnuax QoE ana beicTporo gocTyna.
3. BbisiBNeHne aHOManumn
o [leTeKTop Ha OCHOBE HenpoceTen U anropnuTMOB MaLUMHHOIo 0byyYeHns obHapyxuBaeT
OTKOHEHWS, KnaccuuumpyeT yrpo3bl 1 onpeaenset ux UCTOYHUKMN.
4. O4uncTKa Tpadurka No AUHaAMNYeCKUM npasuiam
o Mpun obHapyxeHnn aTakn B QOE hopmupyetcs KoHTenHep Attacks, coaepxalmi:
» |P-agpeca aTakyloLmX XOCTOB
= [lopTbl, NCNOJSIb3YyEMbIE A5 aTakK
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o KoHTenHep nepenaétcs Ha CKAT DPI, rge co3gatoTcs cneymnanbHble NpoToKobl Attacks
(nnm rpynnbl NPOTOKOJI0B) AN KaXXKA0ro Tuna yrpo3bl. PeKOMeHAyeTCs UCrnonb30BaTh
BblaeneHHbln CKAT B pexxume in-line, KOTopbIA MOCTOAHHO NPOMNYCKaeT BeCb TpauK nau
noJiy4aeT TOJIbKO YaCTb TpaguKa 419 O4UCTKMW.

o Ha DPI 3apaHee HacTpamBaloTca npoduam 3awmTel (Hanpumep, Yepes "18. CeCCUOHHbIN
nonncuHr"), roe gna NnpoTokonos Attack NnpuMeHSATCA B C/ly4ae eCi EMKOCTb KaHaloM
onepaTopa He ucyepnaHa:

» Drop (nonHas 610K1poBKa)
= [TOANCUHT (OrpaHUYeHne NPoNyCKHON cnocobHOCTK)

o KoHTenHep Attacks obHoBNsSieTCA B peanbHOM BPEMEHU: eC/IM aTaka npekpawaeTcs, IP
XOCTOB UCK/IOYATCA U3 CNNCKa.

5. 3awwTa cpeacteamu BGP yepe3 blackhole n flowspec

o B cnyyanx, Korga eMKOCTb KaHaJioB ornepaTopa ncyepnaHa, KoHTenHep Attacks moxeTt
6bITb MepefaH cneunanbHOMY CKPUMTY, KOTOPbLIA aBTOMaTu4eckn nobasnset IP
aboHeHTOB B blackhole, 4To obecneymBaeT MakCMManbHbIN YPOBEHb 3aLLUTHI
NH(PACTPYKTYpbI onepaTopa. Bxoaawmn Tpaduk Ha gaHHbx aboHeHTOB oTbpackiBaeTCA
Ha Uplink kaHane.

o nsa Toro 4Tobbl aboHeHTLI, Ha 3ab10KMPOBaHHbIX MYBMYHBIX IP-afpecax, NPOLOSHKNIN
nofy4yaTb AOCTYN B UHTEPHET HE0BX0AMMO BPEMEHHO NOAMEHUTL MX IP-agpec —
BKMO4YMTb ycnyry CG-NAT Ha CKAT (ncnosib3oBaTb paHee Ha aHOHCUPOBaHHbIN
ny6anYHbIN Ny agpecos). TeM cambiM HET HeobxoANMMOCTH MeHAThb IP-aapec Ha
yCcTponcTBe aboHeHTa B MOMEHT aTaku, LOCTYN B MHTepHeT aboHeHT BpeMeHHo byaeT
nony4aTb Ha Apyrom nyb6anyHom IP-agpece, a Npy 3aBepLUEHNN aTaKy BO3BpPaLLaeTCs
ncxogHeln IP-agpec — otkmo4nTh yenyry CG-NAT Ha CKAT.

MpeumywectBa FastMitigator

1. PacnpeneneHHas apxuTekTypa — BbICOKAs 0TKa30yCTONYMBOCTb
2. AfanTuBHaA 3awWMTa — aBTOMaTU4eckoe obHOBEHME NpaBu

3. Tnybokas aHanUTMKa — HEMpoceTeBbIe anropuTMmbl + DPI

4. TnbKOCTb — NOAAEPKKA pPa3HbIX CLeHapmes HI0KNPOBKU

Organic AntiDDoS System

Pa3suTtue pewweHns 3awmTbl 0T DDOS HaueneHo Ha 04MCTKY TpaurKa elle 00 ero nornagaHus B CeTb
NHTepHeT. YcTaHoBKa koMmniekcoB CKAT AntiDDoS y MHOXeCTBa onepaTopoB CBA3W MO3BONUT
0CTaHOBMUTL Tpauk BotNet elle BHyTpu ceTn onepaTopa. UeHTpannsosaHHoe ynpas/ieHne 4yepes
VAS Cloud gacT BO3MOXXHOCTb pearnpoBaTbh Ha Jitobble aTaky MOSIHUEHOCHO M OCTaBUTb HETPOHYTHIM
JaXke TPaHCMOPTHbIE KaHaslbl Mex Ay onepaTtopamu cBaA3n, IX n lata ueHTpamu. B chydae
LeTeKTUpoBaHMNS aTakn Ha ntobon pecypc, rae ctont CKAT BO3MOXKHO nepefaTb napaMeTpbl 4ss
O4YNCTKM Ha onepaTopa OT KOTOPOr0 UCXOAUT HeNIerMTUMHBIN TpaduK.
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