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OnucaHue MHCTPYMEHTOB U apXUTEKTYPbl

VAS Experts npegnaraet peweHue ansa 6opbbsl ¢ DDOS aTtakaMu Ha onepaTopoB CBA3U U UX
MH(PACTPYKTYpPY, KOTOpPble NPUBOAAT K TOMY, YTO onepaTop CBA3U He MOXKeT 00cnyXuBaTtb
cBoux aboHeHTOB. Kak cnepcTBue MacCoBbiM OTTOK abOHeHTOB, (PMHAHCOBbLIN U
penyTauuoHHbIe NoTepu.

VAS Experts npefnaraeT HeCKoOJIbKO BapvaHTOB 3awwuTbl oT DDOS aTak:

1. Ncnonb3oBaHue Tonbko CKAT ¢ dyHKuUmMen aBTo3awmTbl 0T SYN Flood, UDP Flood n HTTP Flood.
Tpebyetcs CKAT c onuwnen ABTo3awmuTa oT DDoS aTak (onuuns ddos).

2. Ncnonb3osaHue cBA3ku CKAT n QoE gns pnetekTuposaHusa nobbix Tunos DDoS aTak ¢
BO3MOXXHOCTbIO MosIHOM 610KMpoBKKM Bxoaswero Tpaguka (blackhole) n ounctkn Ha CKAT.
Tpebyetcs CKAT c onuwnen Co6op 1 BbIrpy3ka CTaTUCTMKKL NO NPOTOKONAM N HanpaBieHNsaM B
dopmaTe IPFIX (onums ipfix) n QoE ¢ onunen ObHapyxeHue n o4nctka Tpaduka (blackhole
and flowspec) ot BotNet n DDoS-aTak (onuus antiddos). 1ng 04nCTKM Tpadrka BO3MOXKHO
ncnonb3oBaTb Tekylwme CKAT (gocTynHo B Bepcuax: BASE, BRAS c onuumen mark n channels,
COMPLETE), Tak »e BO3MOXXHO NOCTaBUTb BblAesieHHbIn cepep CKAT Bepcun BASE ans
0bpaboTkn YacTn Tpaduka.

JlnuensnposaHue onumm AntiDDoS B pamkax CKAT n QoE onncaHo 34ech.
TpeboBaHus:

e QOE n GUI nocnenHen Bepcun. JlnueHsna QoE — nwbas, AntiDDoS
npuobpeTaeTcs 0TAENbHON ONLUEN.

( e CKAT nuueH3nn nnbo BASE / COMPLETE / BRAS ¢ gon.onuuamu mark n channel
h e CepBep — nnbo oTaenbHbIN cepBep, NMOO CYLWECTBYIOLWMIA C YCTAHOBIEHHbIM
QoE.

© 06sizaTeneH oTaenbHbIN 0T CKAT cepsep
e Ha 1rb6/c nukoBoro Bxoasawero Tpaguka Tpebyetcqa 8,4 I'b aona xpaHeHus
CTaTUCTUKK

Haubonee pacnpocTpaHéHHble (hbOpMbl aTaK Ha ONepaTopoB
CBA3M

1. MNepenonHeHne BXOOHbIX KaHaN0B

o Amplification attacks (DNS, NTP, UDP flood n apyrue)
3awwmTa: blackhole aTakyembix agpecos uav npumeHeHune flowspec Ha anavHK KaHane,
Apyrue cnocobbl 3aWwnThl HEINHEKTUBHDI.

o BotNet attacks — Kaxabih 60T co34aeT OTHOCUTENIbHO HEBONbLLOM NOXOXXUIA Ha
NErmTUMHBIN TpauK, HO CyMMapPHO TPaguK MPeBbILLAET BO3MOXKHOCTU BXOAALLNX
KaHanoB onepaTopa, NoOAMEeHa UCXOASALWEero agpeca He oCyLwecTBAAeTCs (CM. Takxe Mn.2)
OcnoxHeHue: B Ka4ecTse LUeneBoro IP onsa ataku 4acto urypupyeT He O4WNH adpec, a
[10 ThICAYM aipecoB
3awwmTa: blackhole aTakyembix agpecos, flowspec Ha ananMHK KaHane (419 HEKOTOPbIX


https://wiki.vasexperts.ru/doku.php?id=dpi:licensing

TUNOB Tpaguka), cozfaHune cnucka agpecos BotNet cetn n nx 6nokmposka Ha CKAT (ans
HEKOTOpPbIX TUNOB TpagurKa)
2. ATtaka BbICOKMM PPS:
o Flood, SYN flood, 06bl4HO ¢ nogmeHow source IP
3awuTa: Vicnosib3oBaTb MexaHM3MbI 3aLlLMThbl OT NoAMeHbI source IP: IP source guard u
dunbTpauns Tpaduka. BknounTe nepeHanpasneHne Tpaguka Ha CKAT ona
unbTpaumm nnm BkNYNTL blackhole aTtakyembix afpecos
3. B3n1oM 3nemeHTOB ceTy onepaTopa: onpefenseTcs no Haam4ymi SSH 1 npovmx ceccmm co
cnyxebHbix aapecos onepaTopa, KOTopble NpeABapuTeNbHO KOHPUIYPUPYIOTCA U agpeca He
BXOAAT B 6enbIii CNUCOK
3auTa: 4eTeKTUpoBaHMe TakMX CECCMN U nx BIOKMPOBKA MO BHELUHEMY afpecy

ApxutekTtypa pewenus AntiDDoS Ha 6a3e CKAT u QoE

FastMitigator — uHTennekTyanbHas CMCTEMa 3aLUTbl OT CeTEBbIX aTaK. ITO pacrnpenesieHHbIN
MOZY/b aHasm3a Tpaduka, obecneymsatowmin obHapyxeHne n 610KMPOBKY LLUMPOKOr0 CNeKkTpa
Knbepyrpos B peXxume peasibHOro BpEMEHM.
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1. Tnybokun aHann3 Tpaduka (DPI) n Bbirpy3ka CTaTUCTUKN
o Becb Tpacuk npoxoaunT Yepe3 DPI (CKAT), paboTatowmi in-line unu Ha 3epkane
TpaduKa.
o B cuctemy QoE otnpasnsetcs Full NetFlow B hopmaTe IPFIX ona getanbHoOro aHanmsa.
2. AHann3 CTaTUCTMKK N pOpMUpPOBaHME 3TasIOHa
o AHann3zaTtop obpabaTbiBaeT Full NetFlow 1 co3gaéT "HopManbHbIN Npoduab" — 3TaNoH
"3p0poBoro” Tpaduka (6e3 aTak n 6OTHET-aKTUBHOCTMK).
o Mpothunb XpaHUTCA B pacnpeaenéHHblix Tabanuax QoE ans 6eicTporo goctyna.
3. BbiiBNeHne aHOManumn
o [leTeKTop Ha OCHOBE HempoceTen N anropuTMOB MalLMHHOIO 0by4eHnsa obHapyxusaeT
OTKOHEHWS, KnaccuuumpyeT yrposbl 1 onpegenset ux UCTOYHUKMN.
4. O4mncTka Tpaurka No AUHAMUYECKUM NpaBuiam
o Mpun obHapyxeHnn aTakn B QOE hopmupyetcs KoHTenHep Attacks, cogepxalymm:
= |P-agpeca aTakylLmMX XOCTOB
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= [lopTbl, NCNOJSIb3YyEMbIE A5 aTakK

o KoHTenHep nepenaétcs Ha CKAT DPI, rge co3gatoTcs cneymnanbHble NpoToKobl Attacks
(nm rpynnbl NPOTOKOJI0B) AN KaXXKA0ro Tvna yrpo3bl. PeKoMeHAyeTCs UCMonb30BaTh
BbigesieHHbIn CKAT B pexxuMme in-line, KOTOpbIA MOCTOSAHHO NMPOMyCcKaeT BeCb Tpauk nam
noJiy4yaeT TOJIbKO YaCTb TpatuKa A4J19 O4UCTKMN.

o Ha DPI 3apaHee HacTpanBatoTCa Npodnam 3awuTsl (Hanpumep, Yepes "18. CeCCMOHHbIN
NOANCUHT"), rae ANna NpoToKosoB Attack MpMMEHSI0TCA B Cily4ae ec/ii eMKOCTb KaHasIoM
onepaTopa He ucyepnaHa:

= Drop (nonHas 610KNpPOBKa)
* [TOANCUHT (OrpaHUYeHne NPONYyCKHON cnocobHOCTK)

o KoHTenHep Attacks 0bHOBNSeTCA B peaslbHOM BPEMEHU: eCNN aTaka npekpawaetcs, IP
XOCTOB MUCKJ/IOHAKTCA U3 CNCKA.

5. 3awwmTa cpencteamun BGP 4epe3 blackhole un flowspec

o B cnyvasx, Korfia eMKOCTb KaHasoB orepaTopa ucyepnaHa, KoHTenHep Attacks moxeTt
ObITb NepefaH cneunanbHOMY CKPUNTY, KOTOPLIN aBToOMaTu4eckn gobasnset IP
aboHeHTOB B blackhole, 4To obecneymBaeT MakCMMabHbIN YPOBEHb 3aLLUTHI
NHPACTPYKTYpbl onepaTopa. Bxoaawmn Tpaduk Ha AaHHbIX aboHeHTOB o0TOpacbiBaeTCs
Ha Uplink kaHane.

o 1na Toro 4Tobbl aboHeHThI, Ha 3a610KMPOBaHHbLIX My6AMYHbIX IP-agpecax, NPOAOIHKNAN
nosy4aTb AOCTYN B MHTEPHET HeEOOXO0AMMO BPEMEHHO MOAMEHUTL KX IP-agpec —
BkM0UNTL ycnyry CG-NAT Ha CKAT (ucnosib3oBaTb paHee Ha aHOHCUPOBAHHbLIN
nyb6anYHbIN Ny agpecos). TeM cambiM HET HeobxoANMMOCTY MeHAThb IP-agpec Ha
yCcTponcTBe aboHeHTa B MOMEHT aTaku, LOCTYN B MHTepHeT aboHeHT BpeMeHHo byaeT
nony4aTb Ha Apyrom nyban4Hom IP-agpece, a Npy 3aBepLUEHNN aTaky BO3BpaLLaeTCs
ncxonHoln IP-agpec — otkno4unTh yenyry CG-NAT Ha CKAT.

NMpeumywectsa FastMitigator

1. PacnpeneneHHas apxuTekTypa — BbICOKas 0TKa30yCTONYUBOCTb
2. AjanTmBHasa 3alinTa — aBTOMaTM4Yeckoe 0OHOBJIEHNE MpaBu

3. Tnybokas aHanUTNKa — HEMpOCEeTEBbIE anropuTMbl + DPI

4. TUbKOCTb — Noadep»XKa pa3HbIX CLieHapueB 610KNPOBKM

Organic AntiDDoS System

Pa3suTtue pewweHns 3awmTol 0T DDOS HaueneHo Ha O4MCTKY TpaurKa elle 0o ero nornagaHus B CeTb
NHTepHeT. YcTaHoBKa koMnnekcoB CKAT AntiDDoS y MHOXXeCTBa onepaTopoB CBSA3M MO3BOAUT
0CTaHOBMUTL Tpapuk BotNet elle BHyTpu ceTn onepaTtopa. UeHTpann3osaHHoOe ynpasiieHne 4yepes
VAS Cloud gacT BO3MOXXHOCTb pearnpoBaTb Ha N1l0bble aTaky MOJITHAEHOCHO U OCTaBUTb HETPOHYThIM
[aXke TPaHCNOPTHbIEe KaHajlbl MeXAy onepaTtopamMmu cBa3u, IX n lata ueHTpamu. B cnyyae
IeTEKTUPOBaAHNS aTakn Ha Ntobon pecypc, rae ctont CKAT BO3MOXKHO nepeaaTb napaMeTpbl 4
O4YUCTKM Ha onepaTopa OT KOTOPOro UCXOAUT HeslerMTUMHBIN TpaduK.



CKAT AntiDDoS

ABOHEHTHI
l CKAT (knacTep)
JNernTHMHBIA
— u TpabuK
] o " _BGP Blackhale _ _ @
BGP FlowSpec
Cetb oneparopa CHop ctatucTHikr  OuucTra Tpatuka ASBR MarucrpaneHsid  MuTepHeT
oneparo|
| | t H parop m]

KoHTERHED I
L Attacks :

BGP Blackhole HenernTumHbIi

BGP FlowSpec Tpadur Bothet
QoE (knacTep) i

Web-pecypchl

Ananuaatop Rerexrop VAS Cloud



	Содержание
	Описание инструментов и архитектуры
	Наиболее распространённые формы атак на операторов связи
	Архитектура решения AntiDDoS на базе СКАТ и QoE
	Принцип работы
	Преимущества FastMitigator
	Organic AntiDDoS System



