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OnucaHue MHCTPYMEHTOB U apXUTEKTYPbl

VAS Experts npegnaraet peweHue ansa 6opbbsl ¢ DDOS aTtakaMu Ha onepaTopoB CBA3U U UX
MH(PACTPYKTYpPY, KOTOpPble NPUBOAAT K TOMY, YTO onepaTop CBA3U He MOXKeT 00cnyXuBaTtb
cBoux aboHeHTOB. Kak cnepcTBue MacCoBbiM OTTOK abOHeHTOB, (PMHAHCOBbLIN U
penyTauuoHHbIe NoTepu.

VAS Experts npefnaraeT HeCKoOJIbKO BapvaHTOB 3awwuTbl oT DDOS aTak:

1. Ncnonb3oBaHue Tonbko CKAT ¢ dyHKuUmMen aBTo3awmTbl 0T SYN Flood, UDP Flood n HTTP Flood.
Tpebyetcs CKAT c onuwnen ABTo3awmuTa oT DDoS aTak (onuuns ddos).

2. Ncnonb3osaHue cBA3ku CKAT n QoE gns pnetekTuposaHusa nobbix Tunos DDoS aTak ¢
BO3MOXXHOCTbIO MosIHOM 610KMpoBKKM Bxoaswero Tpaguka (blackhole) n ounctkn Ha CKAT.
Tpebyetcs CKAT c onuwnen Co6op 1 BbIrpy3ka CTaTUCTMKKL NO NPOTOKONAM N HanpaBieHNsaM B
dopmaTe IPFIX (onums ipfix) n QoE ¢ onunen ObHapyxeHue n o4nctka Tpaduka (blackhole
and flowspec) ot BotNet n DDoS-aTak (onuus antiddos). 1ng 04nCTKM Tpadrka BO3MOXKHO
ncnonb3oBaTb Tekylwme CKAT (gocTynHo B Bepcuax: BASE, BRAS c onuumen mark n channels,
COMPLETE), Tak »e BO3MOXXHO NOCTaBUTb BblAesieHHbIn cepep CKAT Bepcun BASE ans
0bpaboTkn YacTn Tpaduka.

JlnuensnposaHue onumm AntiDDoS B pamkax CKAT n QoE onncaHo 34ech.
TpeboBaHus:

e QOE n GUI nocnenHen Bepcun. JlnueHsna QoE — nwbas, AntiDDoS
npuobpeTaeTcs 0TAENbHON ONLUEN.

: e CKAT nuueH3nn nnbo BASE / COMPLETE / BRAS ¢ gon.onuuamu mark n channel
-\'P e CepBep — nnbo oTaenbHbIN cepBep, NMOO CYLWECTBYIOLWMIA C YCTAHOBIEHHbIM
QoE.

0 Obs3aTeneH oTaenbHbIn 0T CKAT cepsep
e Ha 1r6/c nukoBoro Bxoasauwero Tpadpuka Tpebyetca 8,4 I'b aona xpaHeHus
CTaTUCTUKN

Haubonee pacnpoctpaHéHHble (hopMbl aTaK Ha ONepaToposB
CBA3M

1. MepenonHeHne BXOOHbIX KaHaNoB

o Amplification attacks (DNS, NTP, UDP flood n npyrue)
3awmTa: blackhole aTakyeMbix agpecoB nam npuMmeHeHmne flowspec Ha ananMHK KaHane,
Apyrue cnocobbl 3aWmThl He3(PMEKTUBHBI.

o BotNet attacks — ka)xabih 60T CoO34aeT OTHOCUTENBHO HEDOJLLLION MOX0XKNIA Ha
NErmTUMHBIN TpadUK, HO CyMMapPHO TPaguK NMPeBbILLAET BO3MOXKHOCTU BXOAALLINX
KaHanoB onepaTopa, N0OAMEHa UCXOASALWEro afipeca He OCyLEeCTBAAETCS (CM. TakxXe Mn.2)
OcnoXHeHue: B KayecTBe Lienesoro IP ons aTaku 4acto gurypupyeT He oanH afpec, a
[0 ThICAYM aipecoB


https://wiki.vasexperts.ru/doku.php?id=dpi:licensing

3awmTa: blackhole aTakyembix agpecos, flowspec Ha anMHK KaHane (AN HEKOTOpPbIX
TUNOB Tpaduka), cozfaHune cnucka agpecos BotNet cetn n nx 6nokmposka Ha CKAT (ans
HEKOTOPbIX TUMNOB TpaduKa)
2. ATaka BblCOKUM PPS:
o Flood, SYN flood, 06bl4HO C noameHon source IP
3awmTa: Nicnonb3oBaTb MeEXaHM3MbI 3aLWMUThLI OT NogMeHbI source IP: IP source guard u
dunbTpauns Tpaduka. BknounTe nepeHanpasneHne Tpadrka Ha CKAT ans
unbTpaumm nnm BkIYNUTL blackhole aTakyembix agpecos
3. B3710M 371€eMEeHTOB CETK onepaTopa: onpenenseTca no Haamyuo SSH n npo4mx ceccun co
cnyxebHblX apecoB onepaTopa, KOTOpbIe NpeaBapuTeNbHO KOHUIYPUPYIOTCS 1 agpeca He
BXOAAT B 6€NbI CNMCOK
3awmTa: AeTEKTMPOBAHME TaKnUX CeCCU 1 nx BNOKMPOBKA MO BHELLIHEMY agpecy

ApxuTtekTtypa peweHusa AntiDDoS Ha 6a3e CKAT u QoE

FastMitigator — nHTennekTyanbHasa cuCTeMa 3alMThl OT CETEBbIX aTak. ITO pacrnpelesieHHbIN
MOZY/b aHanm3a Tpaduka, obecneymsatowmmn obHapyxeHume n 610KMPOBKY LLUMPOKOro CNekTpa
Knbepyrpos B peXxume peasibHOro BpeMeHu.
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MpuHuMn paboTbl

1. Tnybokun aHanus Tpaguka (DPI) n Bbirpy3ka CTaTUCTUKK
o Becb Tpacuk npoxoaunT Yepe3 DPI (CKAT), paboTatowmi in-line unu Ha 3epkane
Tpaduka.
o B cuctemy QoE otnpasnsetcs Full NetFlow B hopmaTe IPFIX ons neTanbHOro aHanamsa.
2. AHann3 CTaTUCTMKK N (pOPMUPOBaHME 3TaJIOHa
o AHanun3zaTtop obpabaTbiBaeT Full NetFlow 1 co3gaéT "HopManbHbIN Npoduab" — 3TaNoH
"3p0poBoro” Tpaduka (6e3 aTak n 6OTHET-aKTUBHOCTMK).
o Mpodunb xpaHUTCA B pacnpefenéHHbix Tabnnuax QoE ana beicTporo gocTyna.
3. BbisiBNeHne aHoManumn
o J[leTeKTop Ha OCHOBE HenpoceTen N aNropuTMOB MaLUNMHHOIO 0byyYeHns obHapyXunBaeT
OTKJIOHEHWS, KnaccuuumpyeT yrposbl 1 onpegenset nx UCTOYHUKMN.
4. OQ4yncTkKa Tpagmka No AMHAMUYECKMM NpaBuiam
o MNpwn obHapyxeHnn aTakn B QOE hopmumpyeTca KoHTenHep Attacks, cogepxalimi:


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:bras_l2_vlan_ipsg
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:filtering

= |P-agpeca aTakyloLmMX XOCTOB
= [lopTbl, NCNOJIb3YyEMbIE A5 aTakK

o KoHTenHep nepenaétca Ha CKAT DPI, roe co3gatoTcsa cneunanbHble NpoTokonbl Attacks
(nm rpynnbl MPOTOKOJI0B) A1 KAXXKA0ro Tvna yrpo3bl. PekoMeH4yeTCs UCMonb30BaTh
BbigesieHHbIn CKAT B pexxuMme in-line, KOTOpbIA MOCTOAHHO NMPOMycKaeT BeCb TpauK nam
NoNly4yaeT TOJIbKO YaCTb TpathuKa AN1 O4NCTKMN.

o Ha DPI 3apaHee HacTpanBatoTCa Npodmam 3awuTsl (Hanpumep, Yepes "18. CeCCUOHHbLIN
NOAMCUHT"), rae ANna NpoToKosoB Attack MpMMEHSI0TCA B Cily4ae ec/ii eMKOCTb KaHasloM
onepaTopa He ucyepnaHa:

* Drop (nonHas 6n10KMpoOBKa)
= [IONCUHT (OrpaHUYeHne NPONYyCKHON cnocobHOCTK)

o KoHTenHep Attacks obHOBNSeTCA B peaslbHOM BPEMEHU: €CNN aTaka npekpawaeTtcs, IP
XOCTOB MCK/OYAKOTCA U3 CrMCKa.

5. 3awwmTa cpeacteamm BGP 4epe3 blackhole n flowspec

o B cnyyasx, Korga eMKOCTb KaHaJioB ornepaTopa ncyepnaHa, KoHTenHep Attacks moxeTt
ObITb NepefaH cneunanbHOMY CKPUATY, KOTOPLIN aBToMaTudeckn gobasnset IP
aboHeHTOB B blackhole, 4To obecneynBaeT MaKCUMasibHbIN YPOBEHb 3aLLUTbI
NHPACTPYKTYpbl onepaTopa. Bxoaawmn Tpaduk Ha AaHHbIX aboHeHTOB oTOpacbiBaeTCs
Ha Uplink kaHane.

o na Toro 4Tobbl aboHeHTHI, Ha 3a610KMPOBaHHbLIX My6AMYHbIX IP-agpecax, NPOAOIHKNAN
nosyy4aTb AOCTYN B MHTEPHET HEOHXOAMMO BPEMEHHO NOAMEHUTL KX IP-agpec —
BkM0UNTb ycnyry CG-NAT Ha CKAT (ucnosib3oBaTb paHee Ha aHOHCUMPOBAHHbLIN
ny6AnYHbLIN Nyn agpecos). TeM camMbiM HET HEOBXOAMMOCTN MeHATL IP-agpec Ha
ycTponcTee aboHEHTa B MOMEHT aTaku, fOCTYMN B UHTEpPHET aboHeHT BpeMeHHo byaeT
nony4YyaTb Ha Apyrom nybnanyHom IP-agpece, a Npy 3aBepLUEHUN aTaKy BO3BPaLLAETCS
ncxogHbin IP-agpec — otka4nTh yenyry CG-NAT Ha CKAT.

NMpeumyuwiectsa FastMitigator

1. PacnpepeneHHasa apxuTeKkTypa — BbICOKas 0TKa30yCTONYMBOCTb
2. ApanTuBHas 3alWuTa — aBTOMaTM4eckoe obHOBNEHWE NpaBul

3. Tnybokas aHaNMTNKa — HerpoceTeBble anropuTMbl + DPI

4. TnbKOCTb — NoAAEpPKKa pasHbIX cLueHapues HI0KNPOBKU

Organic AntiDDoS System

Pa3suTtune pelwweHns 3awmTol 0T DDOS HaueneHo Ha 04MCTKY TpaurKa elle 00 ero nonagaHus B CeTb
NHTepHeT. YcTaHoBKa koMnnekcos CKAT AntiDDoS y MHO)XeCTBa onepaTopoB CBA3M MO3BOAUT
0CTaHOBUTbL Tpaguk BotNet ewte BHyTpu ceTun onepaTopa. LleHTpanM3oBaHHOe ynpaBieHne vyepes
VAS Cloud gacT BO3MOXXHOCTb pearnpoBaTb Ha Jilobble aTaky MOJIHUEHOCHO U OCTaBUTb HETPOHYThIM
[aXKe TPaHCNOPTHbIE KaHaslbl MeXAy onepatopamu cBa3u, IX n ata ueHTpamu. B cnyyae
[eTeKTUPOBaHNS aTakn Ha ntobon pecypc, rae ctont CKAT BO3MOXKHO nepeaaTb NapaMeTpbl 4N
OYMUCTKM Ha onepaTopa OT KOTOPOro UCXOAUT HesIerMTUMHBIN TpaduK.
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