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OnucaHue MHCTPYMEHTOB U apXUTEKTYPbl

VAS Experts npegnaraet peweHue ansa 6opbbsl ¢ DDOS aTtakaMu Ha onepaTopoB CBA3U U UX
MH(PACTPYKTYpPY, KOTOpPble NPUBOAAT K TOMY, YTO onepaTop CBA3U He MOXKeT 00cnyXuBaTtb
cBoux aboHeHTOB. Kak cnepcTBue MacCoBbiM OTTOK abOHeHTOB, (PMHAHCOBbLIN U
penyTauuoHHbIe NoTepu.

VAS Experts npefnaraeT HeCKoOJIbKO BapvaHTOB 3awwuTbl oT DDOS aTak:

1.

2.

Ncnonb3osaHue Tonbko CKAT ¢ pyHKumen asTo3awmTel oT SYN Flood, UDP Flood n HTTP Flood.
Tpebyetcs CKAT c onuwnen ABTo3awmuTa oT DDoS aTak (onuuns ddos).

Ncnonb3osaHue cBA3zku CKAT n QoE ons pnetekTuposaHusa nobbix Tunos DDoS aTak ¢
BO3MOXXHOCTbIO MosIHOM 610KMpoBKKM Bxoaswero Tpaguka (blackhole) n ounctkn Ha CKAT.
Tpebyetcs CKAT c onuwnen Co6op 1 BbIrpy3ka CTaTUCTMKKL NO NPOTOKONAM N HanpaBieHNsaM B
dopmaTe IPFIX (onums ipfix) n QoE ¢ onunen ObHapyxeHue n o4nctka Tpaduka (blackhole
and flowspec) ot BotNet n DDoS-aTak (onuus antiddos). 1ng 04nCTKM Tpadrka BO3MOXKHO
ncnonb3oBaTb Tekylwme CKAT (gocTynHo B Bepcuax: BASE, BRAS c onuumen mark n channels,
COMPLETE), Tak »e BO3MOXXHO NOCTaBUTb BblAesieHHbIn cepep CKAT Bepcun BASE ans
0bpaboTkn YacTn Tpaduka.

Haubonee pacnpoctpaHéHHble (pOpMbl aTaK Ha ONepaTopoB
CBA3M

1.

2.

MepenonHeHne BXOOHbIX KaHanoB

o Amplification attacks (DNS, NTP, UDP flood n npyrue)
3awmTa: blackhole aTakyeMbix agpecoB nav npuMmeHeHmne flowspec Ha anJnMHK KaHase,
Apyrue cnocobbl 3aWwmnThl HEINMHEKTUBHDI.

o BotNet attacks — kaxxabin 60T Co38aeT OTHOCMTENbHO HEBOBLLION NOXOXNIA Ha
NErmTUMHBIN TpaduK, HO CyMMapPHO TPagUK MPeBbILLAET BO3MOXKHOCTU BXOAALLNX
KaHanoB ornepaTopa, N0OAMEHa UCXOASALWEro afpeca He OCyLecTBAAEeTCS (CM. TakxXe n.2)
OcnoxHeHwue: B KavyecTse LenieBoro IP ons ataku 4acto ourypupyeTt He oA4uH agpec, a
[0 ThICAYM afipecoB
3awwmTa: blackhole aTakyembix agpecos, flowspec Ha ananMHK KaHane (419 HEKOTOPbIX
TUNoB Tpadmka), co3gaHme cnucka agpecos BotNet cetn n nx 6nokmposka Ha CKAT (ans
HEKOTOPbIX TUMOB Tpaduka)

ATaka BblICOKUM PPS:

o Flood, SYN flood, 06bI4HO C nogmeHon source IP
3awmTa: nepeHanpasseHne Tpaduka Ha CKAT gna dpunbTpaunm nnm blackhole
aTakKyeMblX aipecoB

3. B3/710M 3/1EMEHTOB CeTU oriepaTopa: onpegendeTcd no Haanvdumio SSH un NPOo4YKnNxX ceccum co

cnyxebHbiX aapecoB onepaTopa, KOTopble NpeaBapuTebHO KOHUIYPUPYIOTCSA U agpeca He
BXOOAT B 6enbli CNNCOK
3almTa: AeTEKTMPOBAHME TaKUX CECCU N nX BNOKMPOBKA MO BHELLHEMY agpecy



ApxuTekTtypa peweHusa AntiDDoS Ha base CKAT u QoE

FastMitigator — nHTennekTyanbHasa CUCTEMaA 3aLWMThl OT CETEBbLIX aTak. 9TO pacnpedeNieHHbIN
MOLyJlb aHann3a Tpaduka, obecneymsatowmin obHapyxeHme n 610KMPOBKY LLUMPOKOro CNeKkTpa
Knbepyrpos B pexvmMe peasibHoro BpeMeHMN.
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MpuHUMN paboThl

1. Tnybokun aHanm3 Tpaduka (DPI) n BbIrpy3Ka CTaTUCTUKK

o Becb Tpaduk npoxoaunT Yyepe3 DPI (CKAT), paboTatowmi in-line unu Ha 3epkane
Tpaduka.

o B cuctemy QoE otnpasnsetcs Full NetFlow B popmaTe IPFIX ons neTanbHOro aHanmsa.

2. AHanu3 CTaTUCTMKK 1 (hOPMUPOBaHME 3TaIOHA

o AHanu3aTtop obpabaTbiBaeT Full NetFlow n co3gaét "HopManbHbIV NPoduab" — 3TasoH
"3p0poBoro" Tpaduka (6e3 aTak n 6OTHET-aKTUBHOCTMK).

o Mpothunb XpaHUTCA B pacnpeaenéHHblix Tabnanuax QoE ans 6eiCcTporo goctyna.

3. BbisiBneHne aHoManun

o [leTeKTOp Ha OCHOBE HenpoceTen U anropuTMOB MaLLMHHOIO 0byyYeHns obHapyxuBaeT

OTKJIOHEHUS, KNacCuuumpyeT yrposbl 1 onpeaenset nx UCTOYHUKMN.
4. O4uncTka TpaurKka No ANHAMUYECKUM Npasuiam

o Mpun obHapyxeHnn aTakn B QOE hopmupyetcs KoHTenHep Attacks, comepxami:

= |P-agpeca aTakyloLWmx X0CTOB
= [lopTbl, NCNOJIb3yEMbIE A5 aTaK

o KoHTenHep nepenaétcs Ha CKAT DPI, rge co3gatoTcs cneymnanbHble NpoToKobl Attacks
(unun rpynnel NPOTOKOJI0B) A9 KAXXA0r0 TuMa yrpo3bl. PekoMeHAyeTCs NCnonb30BaTb
BblaeneHHbln CKAT B pexxume in-line, KOTopbIA MOCTOAHHO NPOMNYCKaeT BeCb TpauK nan
noJiy4aeT TOJIbKO YacCTb TpaduKa A4J19 O4UCTKMW.

o Ha DPI 3apaHee HacTpamsatoTca npoduam 3awmTel (Hanpumep, Yepes "18. CeCCMOHHbLIN
NOSIMCKHT"), rae ANna NpoToKosoB Attack MpMMEHSI0TCA B Cily4ae ecii eMKOCTb KaHasloM
onepaTopa He ucyepnaHa:

» Drop (nonHas 610KnpoBKa)
* [IONCUHT (OrpaHUYeHMEe NPONYCKHON CnocobHOCTK)

o KoHTenHep Attacks obHOBNsSieTCA B peanbHOM BPEMEHU: eC/IX aTaka npekpawaeTcs, IP
XOCTOB MCKJ/IIOYAKOTCA U3 CNUCKA.



5. 3awwmTa cpeacteamu BGP yepes blackhole un flowspec
o B cnyvasx, Korfa eMKOCTb KaHasloB ornepaTopa ucyepnaHa, KoHTenHep Attacks moxeT

ObITb NepefaH cneunanbHOMy CKPUMTY, KOTOPLIA aBToMaTu4eckun gobasnset IP
aboHeHTOB B blackhole, 4To obecneymBaeT MakCMMabHbIN YPOBEHb 3aLLUTHI
NH(PACTPYKTYpbl onepaTopa. Bxoaawmm Tpaduk Ha gaHHbx aboHeHTOB oTbpackiBaeTCA
Ha Uplink kaHane.

Ansa Toro 4tobbl aboHeHThI, Ha 3ab10KMPOBaHHbIX NyBMYHBIX IP-afpecax, NPOLOSHKUIN
nony4aTb AOCTYN B MHTEPHET HeobXxoANMO BpeMeHHO NoAMeHNTb X IP-agpec —
BKI0UYNTL ycnyry CG-NAT Ha CKAT (ucnosb3oBaTb paHee Ha aHOHCUPOBAHHbIN
ny6anYHbIN Ny agpecos). TeM cambiM HET HeobXxoANMMOCTH MeHAThL IP-agpec Ha
yCcTponcTee aboHeHTa B MOMEHT aTaku, LOCTYN B MHTepHeT aboHeHT BpeMeHHo byaeT
nonyyaTb Ha gpyrom nybnnyHom IP-agpece, a npu 3aBepLieHMM aTakn BO3BpaLLaeTCs

ncxogHein IP-agpec — otko4nTh yenyry CG-NAT Ha CKAT.
MpeumywectBa FastMitigator

1. PacnpeneneHHas apxuTekTypa — BbICOKAs 0TKa30yCTONYNBOCTb
2. AfanTuBHas 3aWMTa — aBTOMaTU4eckoe obHOBEHME NpaBu

3. Tnybokas aHanUTNKa — HEMpoCeTEBbIE anropuTMmbl + DPI

4. TnbKOCTb — NOAAEPKKA pa3HbIX CLeHapmes HI0KNPOBKK

Organic AntiDDoS System

Pa3BuTue pewweHns 3awutbl oT DDOS HaueneHo Ha 04MCTKY TpauKa eLle 40 ero nonagaHus B CeTb
NHTepHeT. YcTaHoBKa koMnnekcoB CKAT AntiDDoS y MHOXXeCTBa onepaTopoB CBSA3M MO3BOAUT
0CTaHOBMTL Tpauk BotNet elle BHyTpu ceTn onepaTopa. UeHTpannsosaHHOe ynpas/ieHne 4yepes
VAS Cloud gacT BO3MOXXHOCTb pearmpoBaTb Ha N1l0bble aTaky MOJITHUEHOCHO U OCTaBUTb HETPOHYThIM
[la)xe TPaHCMNOPTHbIE KaHaJslbl MeXxAay ornepatopamu ceasu, IX n lata ueHtpamu. B cnyyae
LeTeKTUpoBaHMS aTakn Ha ntobon pecypc, rae ctont CKAT BO3MOXKHO nepefaTb napaMeTpbl 4
OYMCTKKN Ha onepaTopa OT KOTOPOro UCXOAUT HeNeruTUMHbIN TpaduK.
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