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OOLlee onucaHue

VAS Experts npegnaraet peweHue ansa 6opbbsl ¢ DDOS aTtakaMu Ha onepaTopoB CBA3U U UX
MH(PACTPYKTYpPY, KOTOpPble NPUBOAAT K TOMY, YTO onepaTop CBA3U He MOXKeT 00cnyXuBaTtb
cBoux aboHeHTOB. Kak cnepcTBue MacCoBbiM OTTOK abOHeHTOB, (PMHAHCOBbLIN U
penyTauuoHHbIe NoTepu.

VAS Experts npefnaraeT HeCKoOJIbKO BapvaHTOB 3awwuTbl oT DDOS aTak:

1. Ncnonb3oBaHue Tonbko CKAT ¢ dyHKuUmMen aBTo3awmTbl 0T SYN Flood, UDP Flood n HTTP Flood.
Tpebyetcs CKAT c onuwnen ABTo3awmuTa oT DDoS aTak (onuuns ddos).

2. Ncnonb3osaHue cBA3ku CKAT n QoE gns pnetekTuposaHusa nobbix Tunos DDoS aTak ¢
BO3MOXXHOCTbIO MosIHOM 610KMpoBKKM Bxoaswero Tpaguka (blackhole) n ounctkn Ha CKAT.
Tpebyetcs CKAT c onuwnen Co6op 1 BbIrpy3ka CTaTUCTMKKL NO NPOTOKONAM N HanpaBieHNsaM B
dopmaTe IPFIX (onums ipfix) n QoE ¢ onunen ObHapyxeHue n o4nctka Tpaduka (blackhole
and flowspec) oT BotNet n DDoS-aTak (onuus antiddos). Ins o4nctku Tpebyetcs CKAT
Bepcun BASE.

Haubonee pacnpoctpaHéHHble (hbOpMbl aTaK Ha ONepaTopoB
CBA3M

1. MepenonHeHne BXOAHbIX KaHanoB

o Amplification attacks (DNS, NTP, UDP flood n npyrue)
3awmTa: blackhole aTakyeMbix agpecoB nam npuMmeHeHme flowspec Ha ananMHK KaHane,
Apyrue cnocobbl 3aWnThl He3(PMEKTUBHBI.

o BotNet attacks — kaxabin 60T co034aeT OTHOCMTENbHO HEBOBLLION MOXOXNIA Ha
NErNTUMHBIA TPagrK, HO CYMMapHO TpauK NPeBbILLAET BO3MOXHOCTU BXOAALLNX
KaHaJiI0B ornepaTopa, NogMeHa UCXOAALLEro afpeca He OCyLLeCTBAAETCA (CM. Takxe n.2)
OcnoXHeHue: B KayecTBe Lienesoro IP ons aTaku 4acto purypupyeT He oanH afpec, a
[0 ThiCAYM apecoB
3awuTa: blackhole atakyembix agpecos, flowspec Ha annHK KaHane (4N HeKOTOPbIX
TUNoB Tpadmka), co3gaHme cnmucka agpecos BotNet cetn n nx 6nokmposka Ha CKAT (ans
HEKOTOpPbIX TUNOB TpagurKa)

2. ATaka BbICOKMM PPS:

o Flood, SYN flood, 06bI14HO € noameHom source IP
3awuTa: nepeHanpassieHne Tpaduka Ha CKAT ana ¢punbTpauun nnu blackhole
aTaKyeMblX apecoB

3. B310M 371eMeHTOB CeTK onepaTopa: onpenenseTca no Haamyuno SSH n npo4mx ceccum co
cny>xebHbIX afpecoB onepaTopa, KOTopble NpeABapuTenbHO KOHOUIYPUPYIOTCS U agpeca He
BXOOSAT B 6€bI1 CNUCOK
3awmTa: AeTeKTMPOBaHME TaknuxX Ceccu n nx 6NOKMPOBKa No BHELIHEMY aapecy

ApxuTtektypa pewenusa AntiDDoS Ha ba3e CKAT u QoE

FastMitigator — nHTennekTyanbHasa cMCTEMA 3alUNThLI OT CETEBLIX aTaK. ATO pacnpenesieHHbIN
MOZY/b aHanm3a Tpaduka, obecneymsatowmn obHapyxeHne n 610KMPOBKY LLUMPOKOro CNekTpa



KnMbepyrpos B pexxvMe peasibHOro BpeEMeHMW.
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MNpuHuMn paboThbl

1. Tnybokun aHann3 Tpaduka (DPI) n Bbirpy3ka CTaTUCTUKN

o Becb Tpaduk npoxoaunT Yepe3 DPI (CKAT), paboTatowmi in-line unu Ha 3epkane
TpauKa.

o B cuctemy QoE otnpasnseTtcs Full NetFlow B (popmaTe IPFIX ons netanbHoro aHanusa.

2. AHanu3 CTaTUCTMKK 1 (hOPMUPOBaHME 3TalOHA

o AHanunzaTtop obpabaTbiBaeT Full NetFlow n co3naét "HopManbHbIN Npoduab" — 3TaNoH
"3p0poBoro" Tpaduka (6e3 aTak n 6OTHET-aKTUBHOCTMK).

o Mpothunb XpaHNTCA B pacnpeaenéHHblix Tabanuax QoE ans 6eicTporo goctyna.

3. BbisiBNeHne aHoManumn

o [leTeKTOp Ha OCHOBE HenpoceTen 1 anaropuTMOB MaLUMHHOIo 0byyYeHns obHapyxuBaeT

OTKJIOHEHWS, KnaccuuumpyeT yrposbl 1 onpegenset ux UCTOYHUKMN.
4. O4ncTKa Tpadurka No AUHAMUYeCKUM Npasuiam

o Mpun obHapyxeHnn aTakn B QOE hopmupyetcs KoHTenHep Attacks, coaepxawmi:

= |P-agpeca aTakyloLmMX XOCTOB
= [lopTbl, NCNOJSIb3YyEMbIE A5 aTakK

o KoHTenHep nepenaétcs Ha CKAT DPI, rge co3gatTcsa cneymnanbHble NpoToKobl Attacks
(nm rpynnbl NPOTOKOJI0B) A5 KaXXKAOro Tuna yrpo3bl. PeKoMeHAyeTCs UCMonb30BaTh
BbligesieHHbIn CKAT B pexxuMme in-line, KOTOpbIA MOCTOAHHO NMPOMyCcKaeT BeCb TpauKk nam
noJiy4yaeT TOJIbKO YaCTb TpaduKa A4J19 O4NUCTKMW.

o Ha DPI 3apaHee HacTpanBatoTCa Npodnam 3awuTsl (Hanpumep, Yepes "18. CeCCnOHHbLIN
NOSMCUHT"), rae ANna NpoToKos0B Attack MpMMEHSI0TCA B CilyYae ec/ii eMKOCTb KaHasloM
ornepaTopa He ncyepraHa:

* Drop (nonHas 6n10KMpoOBKa)
= [TOANCUHT (OrpaHUYeHME NPONYCKHON CnocobHOCTK)

o KoHTenHep Attacks obHOBNsSieTCA B peanbHOM BPEMEHU: eC/in aTaka npekpawaetcs, IP

XOCTOB UCKJ/IIOHAKTCA U3 CNCKA.
5. 3awwmTa cpencteammn BGP 4epes blackhole un flowspec
o B cnyvasx, Korfa eMKOCTb KaHa0B orepaTopa nucyepnaHa, KoHTenHep Attacks moxeTt



ObITb NepefaH cneuranbHOMY CKPUMTY, KOTOPLIA aBToMaTu4eckn fobasnset IP
aboHeHTOB B blackhole, 4To obecneynBaeT MakCMMasibHbIN YPOBEHb 3aLUUTbI
NH(PACTPYKTYpbI onepaTopa. Bxoaawmin Tpaduk Ha gaHHbIx aboHeHTOB oTbpackiBaeTCA
Ha Uplink kaHane.

o nda Toro 4Tobel aboHeHThI, Ha 3a610KMPOBaHHbIX NYyBANYHBIX IP-agpecax, NPOLOHKNAN
nosyy4aTb AOCTYN B MHTEPHET He0HBX04MMO BPEMEHHO NoAMEeHUTb ux IP-agpec —
BKMOYMTb ycnyry CG-NAT Ha CKAT (ncnosib3oBaTb paHee Ha aHOHCUPOBaHHbIN
nyban4HbIN Nyn agpecos). Tem cambiM HET He0bxoAMMOCTHN MeHATb IP-afpec Ha
yCcTponcTee aboHEHTa B MOMEHT aTakW, AOCTYMN B UHTEPHET aboOHEeHT BpeMeHHo byaeT
nonyyaTb Ha gpyrom nybnnyHom IP-agpece, a npu 3aBepLleHMM aTakn BO3BpaLLaeTCs
ncxonHoln IP-agpec — otknounTb yenyry CG-NAT Ha CKAT.

MpeumywectBa FastMitigator

1. PacnpepeneHHasa apxuTeKkTypa — BbICOKas OTKa30yCTONYMBOCTb
2. AjanTuBHasa 3allMTa — aBTOMaTM4eCcKoe 0bHOBJIEHNE MpaBun

3. Tnybokas aHaNUTNKa — HelpoceTeBble anropuTMbl + DPI

4. TnbKOCTb — NOALEPKKa pa3HbIX cLeHapreB 610KMPOBKY

Organic AntiDDoS System

Pa3BuTue peweHns 3awmutbl oT DDOS HaueneHo Ha 04MCTKY TpauKa elle 40 ero nonagaHus B CeTb
NHTepHeT. YcTaHoBKa komniekcoB CKAT AntiDDoS y MHOXXeCTBa onepaTopoB CBA3M NO3BONT
0CTaHOBMTL Tpaduk BotNet ewe BHyTpu ceTn onepaTtopa. UeHTpannsosaHHOe ynpas/ieHne vyepes
VAS Cloud gacT BO3MOXXHOCTb pearnpoBaTb Ha Jitobble aTaky MOSIHMEHOCHO 1 OCTaBUTb HETPOHYTbIM
[aXKe TPaHCNOPTHbIE KaHabl Mexay onepatopamu cBa3u, IX n JaTta ueHTpamu. B cnyyae
LeTeKTUpoBaHMA aTakn Ha nobon pecypc, rae ctomt CKAT BO3MOXHO nepefaTth napameTpsl Ans
OYMCTKKN Ha onepaTopa OT KOTOPOro UCXOAUT HeNernTUMHbIN TpaguK.
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