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OOLlee onucaHue

VAS Experts npegnaraet peweHue ansa 6opbbsl ¢ DDOS aTtakaMu Ha onepaTopoB CBA3U U UX
MH(PACTPYKTYpPY, KOTOpPble NPUBOAAT K TOMY, YTO onepaTop CBA3U He MOXKeT 00cnyXuBaTtb
cBoux aboHeHTOB. Kak cnepcTBue MacCoBbiM OTTOK abOHeHTOB, (PMHAHCOBbLIN U
penyTauuoHHbIe NoTepu.

VAS Experts npefnaraeT HeCKoOJIbKO BapvaHTOB 3awwuTbl oT DDOS aTak:

1. Ncnonb3oBaHue Tonbko CKAT ¢ dyHKuUmMen aBTo3awmTbl 0T SYN Flood, UDP Flood n HTTP Flood.
Tpebyetcs CKAT c onuwnen ABTo3awmuTa oT DDoS aTak (onuuns ddos).

2. Ncnonb3osaHue cBA3ku CKAT n QoE gns pnetekTuposaHusa nobbix Tunos DDoS aTak ¢
BO3MOXXHOCTbIO MosIHOM 610KMpoBKKM Bxoaswero Tpaguka (blackhole) n ounctkn Ha CKAT.
Tpebyetcs CKAT c onuwnen Co6op 1 BbIrpy3ka CTaTUCTMKKL NO NPOTOKONAM N HanpaBieHNsaM B
dopmaTe IPFIX (onums ipfix) n QoE ¢ onunen ObHapyxeHue n o4nctka Tpaduka (blackhole
and flowspec) oT BotNet n DDoS-aTak (onuus antiddos). Ins o4nctku Tpebyetcs CKAT
Bepcun BASE.

Haubonee pacnpoctpaHéHHble (hbOpMbl aTaK Ha ONepaTopoB
CBA3M

1. MepenonHeHne BXOAHbIX KaHanoB

o Amplification attacks (DNS, NTP, UDP flood n npyrue)
3awmTa: blackhole aTakyeMbix agpecoB nam npuMmeHeHme flowspec Ha ananMHK KaHane,
Apyrue cnocobbl 3aWnThl He3(PMEKTUBHBI.

o BotNet attacks — kaxabin 60T co034aeT OTHOCMTENbHO HEBOBLLION MOXOXNIA Ha
NErNTUMHBIA TPagrK, HO CYMMapHO TpauK NPeBbILLAET BO3MOXHOCTU BXOAALLNX
KaHaJiI0B ornepaTopa, NogMeHa UCXOAALLEro afpeca He OCyLLeCTBAAETCA (CM. Takxe n.2)
OcnoXHeHue: B KayecTBe Lienesoro IP ons aTaku 4acto purypupyeT He oanH afpec, a
[0 ThiCAYM apecoB
3awuTa: blackhole atakyembix agpecos, flowspec Ha annHK KaHane (4N HeKOTOPbIX
TUNoB Tpadmka), co3gaHme cnmucka agpecos BotNet cetn n nx 6nokmposka Ha CKAT (ans
HEKOTOpPbIX TUNOB TpagurKa)

2. ATaka BbICOKMM PPS:

o Flood, SYN flood, 06bI14HO € noameHom source IP
3awuTa: nepeHanpassieHne Tpaduka Ha CKAT ana ¢punbTpauun nnu blackhole
aTaKyeMblX apecoB

3. B310M 371eMeHTOB CeTK onepaTopa: onpenenseTca no Haamyuno SSH n npo4mx ceccum co
cny>xebHbIX afpecoB onepaTopa, KOTopble NpeABapuTenbHO KOHOUIYPUPYIOTCS U agpeca He
BXOOSAT B 6€bI1 CNUCOK
3awmTa: AeTeKTMPOBaHME TaknuxX Ceccu n nx 6NOKMPOBKa No BHELIHEMY aapecy

ApxuTtektypa pewenusa AntiDDoS Ha ba3e CKAT u QoE

FastMitigator — nHTennekTyanbHasa cMCTEMA 3alUNThLI OT CETEBLIX aTaK. ATO pacnpenesieHHbIN
MOZY/b aHanm3a Tpaduka, obecneymsatowmn obHapyxeHne n 610KMPOBKY LLUMPOKOro CNekTpa



KnMbepyrpos B pexxvMe peasibHOro BpeEMeHMW.
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MpuHuMn paboTbl

1. Tnybokun aHanus Tpacguka (DPI) n Bbirpy3ka CTaTUCTUKK

o Becb Tpacuk npoxoaunt Yepe3 DPI (CKAT), paboTatowmi in-line unu Ha 3epkane
Tpaduka.

o B cuctemy QoE otnpasnsetcs Full NetFlow B ¢popmaTe IPFIX ons netanbHOro aHanausa.

2. AHanu3 cTaTUCTUKKN N POPMUPOBaAHMNE 3TaIOHa

o AHanun3saTtop obpabaTbiBaeT Full NetFlow 1 co3naét "HopManbHbIN NpoduL" — 3TasoH
"3p0poBoro” Tpaduka (6e3 aTtak n 6OTHET-aKTUBHOCTMK).

o Mpognnb XxpaHUTCS B pacnpenenéHHbix Tabamuax QoE ana 6eicTporo goctyna.

3. BbisiBneHne aHoManun

o [leTeKTop Ha OCHOBE HenpoceTen N anropuTMOB MALUNMHHOIO 0byyYeHna obHapyXuBaeT

OTKJIOHEHWS, KlaccuuumnpyeT yrpo3sbl 1 onpegenseT nx MCTOYHUKMN.
4. O4ucTka Tpaurka No AUHAMUYECKUM NpaBuiam

o Mpwn obHapy>xeHun aTakm B QOE hopmupyetca koHTenHep Attacks, copep>xawimn:

= |P-agpeca aTakyloLWmx X0CTOB
» [lopTbl, NCNOJIb3yEMbIE A5 aTaK

o KoHTenHep nepenaétca Ha CKAT DPI, roe co3pgatoTca cneunanbHble NpoTokonbl Attacks
(Mnu rpynnel NPOTOKOJI0B) 4S8 KaXXA0r0 TWMa yrpo3bl. PeKkoMeHAyeTCa NCnoab30BaTb
BblAeneHHbIn CKAT B pexxuMe in-line, KOTOPbIN NOCTOSAHHO MPOMNYCKaeT BeCb TpauK niu
noJlydaeT TOJIbKO YacTb Tpaduka 4118 OYUCTKMN.

o Ha DPI 3apaHee HacTpamBaloTca Nnpoduan 3awmTel (Hanpumep, Yepes "18. CeCCUOHHbIN
noancuHr'), roe ona NnpoTokonos Attack NnpuMeHATCA B C/lyvae ec/ii eMKOCTb KaHaioM
ornepaTopa He ncyepnaHa:

» Drop (nonHas 610K1poBKa)
= [ToOANCUHT (OrpaHU4eHne NPonyCcKHOM CrnocobHOCTK)

o KoHTenHep Attacks obHOBNSIeTCA B peasibHOM BPEMEHU: eC/IN aTaka npekpawaeTcs, IP
XOCTOB MCK/IOYAKOTCA U3 CNMCKA.

5. 3awwmTa cpencteamm BGP 4epes blackhole n flowspec

o B cnyvasx, Korfia eMKOCTb KaHanoB ornepaTopa ucyepnaHa, KoHTenHep Attacks moxeTt
ObITb NepefaH cneunanbHOMY CKPUMTY, KOTOPLIA aBToOMaTu4eckn fobasnset IP
aboHeHTOB B blackhole, 4To obecneynBaeT MakCUManbHbLIN YPOBEHb 3aLLUThI
NHPACTPYKTYpPbl onepaTopa. Bxoaawmn Tpaduk Ha AaHHbIX aboHEHTOB 0TOpackiBaeTCs



Ha Uplink kaHane.

o lns Toro 4Tobbl aboHeHTbI, Ha 3ab10KMPOBaHHbLIX NyHANYHBIX IP-agpecax, MPoAoHKMAN
nony4aTb AOCTYN B MHTEPHET HeobxoAnMO BpeMeHHO NoAMeHNTb X IP-agpec —
BK0UNTL ycnyry CG-NAT Ha CKAT (ucnosib3oBaTb paHee Ha aHOHCUPOBAHHbIN
nyb6anYHbIN Ny agpecos). TeM cambiM HET HeobxoANMMOCTH MeHAThL IP-agpec Ha
yCcTponcTBe aboHeHTa B MOMEHT aTaku, LOCTYN B MHTepHeT aboHeHT BpeMeHHo byaeT
nonyyaTb Ha gpyrom nybnnyHom IP-agpece, a npu 3aBepLleHMM aTakM BO3BpaLLaeTCs
ncxogHeln IP-agpec - otkaounTh yenyry CG-NAT Ha CKAT.

NMpeumyuwectsa FastMitigator

1. PacnpeneneHHas apxuTekTypa — BbICOKas 0TKa30yCTONYNBOCTb
2. AjanTmBHasa 3allnTa — aBTOMaTM4YeCcKoe 0bHOBIEHNE MpaBu

3. Tnybokas aHanUTMKa — HEMpoCceTEBbIE anropuTMmbl + DPI

4. TnbKOCTb — NOAAEPKKA pPa3HbIX CLeHapmes HI0KNPOBKU

Organic AntiDDoS System

Pa3suTtune pewweHns 3awmTol 0T DDOS HaueneHo Ha 04MCTKY TpadurKa elle 00 ero nonagaHus B CeTb
NHTepHeT. YcTaHoBKa koMnnekcoB CKAT AntiDDoS y MHOXXeCTBa onepaTopoB CBSA3M MO3BOAUT
0CTaHOBMUTL Tpauk BotNet elle BHyTpu ceTn onepaTopa. UeHTpannsosaHHOe ynpas/ieHne 4yepes
VAS Cloud gacT BO3MOXXHOCTb pearnpoBaTh Ha Jitobble aTaky MOJIHUEHOCHO M OCTaBUTb HETPOHYTHIM
[aXke TPaHCNOPTHbIE KaHajbl MeXAy onepaTtopamMmu cBa3u, IX n lata ueHTpamu. B cnyyae
LEeTEeKTUPOBaHMA aTakn Ha nobon pecypc, rae ctomt CKAT BO3MOXHO nepefaTh NapamMeTpbl gns
OYNCTKM Ha onepaTopa OT KOTOPOro MCXOAUT HeslerMTUMHBIN TpaduK.
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