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OOLlee onucaHue

VAS Experts npegnaraet peweHue ansa 6opbbsl ¢ DDOS aTtakaMu Ha onepaTopoB CBA3U U UX
MH(PACTPYKTYpPY, KOTOpPble NPUBOAAT K TOMY, YTO onepaTop CBA3U He MOXKeT 00cnyXuBaTtb
cBoux aboHeHTOB. Kak cnepcTBue MacCoBbiM OTTOK abOHeHTOB, (PMHAHCOBbLIN U
penyTauuoHHbIe NoTepu.

VAS Experts npefnaraeT HeCKoOJIbKO BapvaHTOB 3awwuTbl oT DDOS aTak:

1. Wcnonb3oBaHue Tonbko CKAT ¢ pyHkumen asTo3awmTel oT SYN Flood, UDP Flood n HTTP Flood.
Tpebyetcs CKAT c onuwnen ABTo3awmTa oT DDoS aTak (onumsa ddos).

2. Ncnonb3osaHue cBA3ku CKAT n QoE gns pnetekTuposaHusa nobbix Tunos DDoS aTak ¢
BO3MOXXHOCTbIO MOJIHOM 610KMPOBKM BXoaswero Tpaguka (blackhole) n oynctkm Ha CKAT.
Tpebyetcs CKAT c onuwnen Co6op 1 BbIrpy3ka CTaTUCTMKKL NO NPOTOKONAM N HanpaBieHNsaM B
opmaTe IPFIX (onumsa ipfix) n QoE ¢ onunen ObHapyxeHne n o4ncTka Tpaduka (blackhole and
flowspec) oT BotNet n DDoS-aTak (onuus antiddos). 1ns o4ynctkm Tpebyetca CKAT Bepcumn
BASE.

Haubonee pacnpoctpaHéHHble (hbOpMbl aTaK Ha ONepaTopoB
CBA3M

1. MepenonHeHne BXOAHbIX KaHanoB

o Amplification attacks (DNS, NTP, UDP flood n npyrue)
3awmTa: blackhole aTakyeMbix agpecoB nam npuMmeHeHme flowspec Ha ananMHK KaHane,
Apyrue cnocobbl 3aWnThl He3(PMEKTUBHBI.

o BOTNET attacks - kaxabin 60T co3gaeT OTHOCUTENIbHO HEBONBLLION MOXOXUIA Ha
NErNTUMHBIA TPagrK, HO CYMMapHO TpauK NPeBbILLAET BO3MOXHOCTU BXOAALLNX
KaHaJiI0B ornepaTopa, NogMeHa UCXOAALLEro afpeca He OCyLLeCTBAAETCA (CM. Takxe n.2)
OcnoXHeHue: B KayecTBe Lienesoro IP ons aTaku 4acto purypupyeT He oanH afpec, a
[0 ThiCAYM apecoB
3awuTa: blackhole atakyembix agpecos, flowspec Ha annHK KaHane (4N HeKOTOPbIX
TUNOB Tpadmka), Co3aaHme cnucka agpecos botnet cetn n ux 6noknposka Ha CKAT (ans
HEKOTOpPbIX TUNOB TpagurKa)

2. ATaka BbICOKMM PPS:

o Flood, SYN flood, 06bI14HO € noameHom source IP
3awuTa: nepeHanpassieHne Tpaduka Ha CKAT ana ¢punbTpauun nnu blackhole
aTaKyeMblX apecoB

3. B310M 371eMeHTOB CeTK onepaTopa: onpenenseTca no Haamyuno SSH n npo4mx ceccum co
cny>xebHbIX afpecoB onepaTopa, KOTopble NpeABapuTenbHO KOHOUIYPUPYIOTCS U agpeca He
BXOOSAT B 6€bI1 CNUCOK
3awmTa: AeTeKTMPOBaHME TaknuxX Ceccu n nx 6NOKMPOBKa No BHELIHEMY aapecy

ApxuTtektypa pewenusa AntiDDoS Ha ba3e CKAT u QoE

FastMitigator — nHTennekTyanbHasa cMCTEMA 3alUNThLI OT CETEBLIX aTaK. ATO pacnpenesieHHbIN
MOZY/b aHanm3a Tpaduka, obecneymsatowmn obHapyxeHne n 610KMPOBKY LLUMPOKOro CNekTpa



KnMbepyrpos B pexxvMe peasibHOro BpeEMeHMW.
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MNpuHuMn paboThbl

1. Tnybokun aHann3 Tpaduka (DPI) n Bbirpy3ka CTaTUCTUKN
o Becb Tpaduk npoxoaunT Yepe3 DPI (SSG), paboTatowmn in-line nnun Ha 3epkane Tpaduka.
o B cuctemy QoE otnpasnseTtcs Full NetFlow B (hbopmaTe IPFIX ons netanbHOro aHanusa.
2. AHanu3 CTaTUCTUKK 1 (hOPMUPOBAHME 3TaIOHA

o AHanu3aTtop obpabaTbiBaeT Full NetFlow n co3gaéT "HopManbHbI Npoduab" — 3TasoH
"3p0poBoro” Tpagmka (6e3 atak n 6OTHET-aKTUBHOCTK).

o Mpounb XxpaHMTCA B pacnpenenérHbix Tabanuax QoE ana beicTporo gocTyna.

3. BbigsBNeHNe aHOMaNnn

o [leTeKTop Ha OCHOBE HenpoceTen U anropuTMOB MaLLMHHOIO 0byyYeHna obHapyxuBaeT

OTKJIOHEHWS, KnaccuuumpyeT yrposbl 1 onpeaenset ux UCTOYHUKMN.
4. O4yncTka Tpadmka No guHaMn4eCcKmMM npasusiam

o Mpun obHapyxeHnn aTakn B QOE hopmupyetcs KoHTenHep Attacks, coaepxawmi:

= |P-agpeca aTakyloLWmx X0CTOB
* [opThl, CAONb3yeMble 411 aTak

o KoHTenHep nepenaétcs Ha CKAT DPI, rge co3gatoTcs cneymnanbHble NpoToKobl Attacks
(Mnun rpynnel NPOTOKOJI0B) AN1A KAXXA0r0 TuMa yrpo3bl. PekoMeHAyeTCs NCnonb30BaTb
BblaeneHHbln CKAT B pexxume in-line, KOTOpbIA MOCTOAHHO NPOMYCKaeT BeCb TpauK nau
noJiy4aeT TOJIbKO YaCTb TpaguKa A4J19 O4NUCTKMN.

o Ha DPI 3apaHee HacTpamnBatloTca npoduam 3awmTel (Hanpumep, Yepes "18. CeCCUOHHbIN
NOANCKHT"), rae ANna NpoToKos0B Attack MpMMEHSI0TCA B Cily4ae ecii EMKOCTb KaHasloM
ornepaTopa He ncyepraHa:

= Drop (nonHasa 6noknposka)
* [TOINCUHT (OrpaHUYeHMEe NPONYCKHOM CnocobHOCTK)

o KoHTenHep Attacks obHOBNsSieTCA B peasbHOM BPEMEHU: eC/IK aTaka npekpawaetcs, IP
XOCTOB MUCKJ/IOHAKTCA U3 CINCKA.

5. 3awwmTa cpencteammn BGP vepes blackhole n flowspec

o B cnyvasx, Korfia eMKOCTb KaHaoB orepaTopa ucyepnaHa, KoHTenHep Attacks moxeTt
ObITb NepefaH cneunanbHOMy CKPUMTY, KOTOPLIN aBToMaTu4eckn gobasnset IP



aboHeHTOB B blackhole, 4To obecne4ynBaeT MaKCUMasibHbIN YPOBEHb 3aLLUTbI
MH(PaCTPYKTYpbl ornepaTtopa. Bxoaawmm Tpaduk Ha gaHHbIX aboHeHTOB oTbpackiBaeTCs
Ha Uplink kaHane.

o ins Toro 4tobbl aboHEeHTHLI, Ha 3ab610KMPOBaHHbIX NYBANYHbLIX IP agpecax, Npoac/HKUAN
nosyyYaTb AOCTYN B MHTEPHET He0BX0AMMO BPEMEHHO NoaMeHnTb mx IP agpec -
BKMOYMTb ycnyry CG-NAT Ha CKAT (ncnonb3oBaTb paHee Ha aHOHCUPOBaHHbIN
ny6anYHBIN Ny agpecos). TeM cambliM HET HeobxoaumMocTn MeHATb IP agpec Ha
yCTponcTBe aboOHEHTa B MOMEHT aTaku, AOCTYN B MHTepHEeT aboHeHT BpeMeHHO byaeT
nosy4aTb Ha gpyrom nybanyHom IP agpece, a npu 3aBePLUEHUN aTaKn BO3BPaALLAETCS
ncxogHbin IP agpec - otkmo4nTb yenyry CG-NAT Ha CKAT.

MpeumywectBa FastMitigator

1. PacnpepeneHHas apxmTekTypa — BbICOKas OTKa30yCTONYMBOCTb
2. ApanTuBHas 3alWuTa — aBTOMaTM4eckoe obHOBNEHWE NpaBu

3. Tnybokas aHaNUTNKa — HelpoceTeBble anropuTMbl + DPI

4. TnbKOCTb — NoAAepKKa pasHbIX cueHapues BI0KNPOBKU

Organic AntiDDoS System

Pa3BuTume peweHuns 3awmnTbl oT DDOS HaLeneHo Ha 04UCTKY TpadrKa eLle [0 ero nornajaHus B CeTb
NHTepHeT. YcTaHoBKa kommiekcoB CKAT AntiDDoS y MHOXXeCTBa onepaTopoB CBA3M NO3BOANT
0CTaHOBUTbL Tpaguk BotNet ewte BHyTpu ceTun onepaTopa. LleHTpanM3oBaHHOe ynpaBieHne vyepes
VAS Cloud gacT BO3MOXXHOCTb pearnpoBaTh Ha Ntobble aTakn MOJHUEHOCHO U OCTaBUTb HETPOHYTbIM
OaXke TPaHCMOoPTHbIE KaHaslbl Mexay onepaTtopamu cBA3n, IX n laTa ueHTpamu. B cnydae
LeTeKTMpOoBaHUS aTaku Ha nobon pecypc, rae ctont CKAT BO3MOXHO nepefaTh napaMeTpbl As
OYMCTKW Ha onepaTopa OT KOTOPOro UCXOOUT HesIerMTUMHbLIN TpaduK.
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