CopepxaHue

OOLLLEE OMMCAHME .....oooiiiiiiiiiii ettt ettt ettt e ettt e et b e e e e a bt e e e s bt e e e o s b bt e e e b bt e e e bbb e e e e bbb e e e enbe e e e anbb e e e anbbeeennnneas
Hanbonee pacnpocTpaHéHHbIe (OPMbl aTaK Ha ONEPATOPOB CBA3M .............cccevevicuvreeiiuenennnn,
Apxutektypa pewweHns AntiDDoS Ha 6a3ze CKAT M QOE ..............c..ccccoveiiiinee i

o T o= 1o s ) PP PP P TP POPPPRP
MpenMyLLecTBa FastMItigator ...
Organic ANEIDDOS SYSLEIM ...ttt e s r e e e e e r e e e e et b e e e e e e s annrreeeas






OOLlee onucaHue

VAS Experts npegnaraet peweHue ansa 6opbbsl ¢ DDOS aTtakaMu Ha onepaTopoB CBA3U U UX
MH(PACTPYKTYpPY, KOTOpPble NPUBOAAT K TOMY, YTO onepaTop CBA3U He MOXKeT 00cnyXuBaTtb
cBoux aboHeHTOB. Kak cnepcTBue MacCoBbiM OTTOK abOHeHTOB, (PMHAHCOBbLIN U
penyTauuoHHbIe NoTepu.

VAS Experts npefnaraeT HeCKoOJIbKO BapvaHTOB 3awwuTbl oT DDOS aTak:

1. Wcnonb3oBaHue Tonbko CKAT ¢ pyHkumen asTo3awmTel oT SYN Flood, UDP Flood n HTTP Flood.
Tpebyetcs CKAT c onuwnen ABTo3awmuTa oT DDoS aTak (onuuns ddos).

2. Ncnonb3osaHue cBA3ku CKAT n QoE gns pnetekTuposaHusa nobbix Tunos DDoS aTak ¢
BO3MOXXHOCTbIO MosIHOM 610KMpoBKKM Bxoaswero Tpaguka (blackhole) n ounctkn Ha CKAT.
Tpebyetcs CKAT c onuwnen Co6op 1 BbIrpy3ka CTaTUCTMKKL NO NPOTOKONAM N HanpaBieHNsaM B
dopmaTe IPFIX (onums ipfix) n QoE ¢ onunen ObHapyxeHue n o4nctka Tpaduka (blackhole
and flowspec) ot BotNet n DDoS-aTak (onuus antiddos). 1ng 04nCTKM Tpadrka BO3MOXKHO
ncnonb3oBaTb Tekylwme CKAT (gocTynHo B Bepcuax: BASE, BRAS c onuumen mark n channels,
COMPLETE), Tak »e BO3MOXXHO NOCTaBUTb BblAesieHHbIn cepep CKAT Bepcun BASE ans
0bpaboTkn YacTn Tpaduka.

Haubonee pacnpoctpaHéHHble (pOpMbl aTaK Ha ONepaTopoB
CBA3M

1. MepenonHeHne BXOOHbIX KaHaNoB

o Amplification attacks (DNS, NTP, UDP flood n npyrue)
3awmTa: blackhole aTakyeMbix agpecoB nav npuMmeHeHmne flowspec Ha anJnMHK KaHase,
Apyrue cnocobbl 3aWwmnThl HEINMHEKTUBHDI.

o BotNet attacks — ka)xabih 60T CO34aeT OTHOCUTENBHO HEDOLLLION MOX0XKNIA Ha
NErmTUMHBIN TpaduK, HO CyMMapPHO TPagUK MPeBbILLAET BO3MOXKHOCTU BXOAALLNX
KaHanoB ornepaTopa, N0OAMEHa UCXOASALWEro afpeca He OCyLecTBAAEeTCS (CM. TakxXe n.2)
OcnoxHeHwue: B KavyecTse LenieBoro IP ons ataku 4acto ourypupyeTt He oA4uH agpec, a
[0 ThICAYM afipecoB
3awwmTa: blackhole aTakyembix agpecos, flowspec Ha ananMHK KaHane (419 HEKOTOPbIX
TUNoB Tpadmka), co3gaHme cnucka agpecos BotNet cetn n nx 6nokmposka Ha CKAT (ans
HEKOTOPbIX TUMOB Tpaduka)

2. ATaka BbICOKUM PPS:

o Flood, SYN flood, 06bI4HO C nogmeHon source IP
3awmTa: nepeHanpasseHne Tpaduka Ha CKAT gna dpunbTpaunm nnm blackhole
aTakKyeMblX aipecoB

3. B3/10M 31eMEHTOB CETW onepaTopa: ONpenenseTcs no Haanymo SSH n NpoYmx ceccun co
cnyxebHbiX aapecoB onepaTopa, KOTopble NpeaBapuTebHO KOHUIYPUPYIOTCSA U agpeca He
BXOOAT B 6€nbl CANCOK
3aWmnTa: 4ETEKTUPOBAHME TaKMX CECCMIN U UX BIOKMPOBKa MO BHELUHEMY afpecy



ApxuTekTtypa peweHusa AntiDDoS Ha base CKAT u QoE

FastMitigator — nHTennekTyanbHasa CUCTEMaA 3aLWMThl OT CETEBbLIX aTak. 9TO pacnpedeNieHHbIN
MOLyJlb aHann3a Tpaduka, obecneymsatowmin obHapyxeHme n 610KMPOBKY LLUMPOKOro CNeKkTpa
Knbepyrpos B pexvmMe peasibHoro BpeMeHMN.
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1. Tnybokun aHanns Tpaduka (DPI) n Bbirpy3ka CTaTUCTUKN

o Becb Tpacuk npoxoaunt Yepe3 DPI (CKAT), paboTatowmm in-line nnu Ha 3epkane
TpaduKa.

o B cuctemy QoE otnpasnseTtcs Full NetFlow B (popmaTe IPFIX ons netanbHoro aHanusa.

2. AHann3 CTaTUCTUKK N POPMUPOBaHME 3TaJIOHa

o AHann3zaTtop obpabaTbiBaeT Full NetFlow 1 co3gaéT "HOpManbHbIN Npodub" — 3TaNoH
"3p0poBoro” Tpaduka (6e3 atak n 6OTHET-aKTUBHOCTMK).

o Mpodunb xpaHUTCA B pacnpefenéHHbix Tabnnuax QoE ana beicTporo gocTyna.

3. BbisiBNeHne aHoOManumn

o J[leTeKTop Ha OCHOBE HerpoceTen N aaropuTMOB MALUNMHHOIO 06yyYeHns obHapyXunBaeT

OTKJIOHEHWS, KnaccuuumpyeT yrposbl 1 onpegenset nx UCTOYHUKMN.
4. O4yucTka Tpaurka No AUHAMUYECKUM NpaBuiam

o MNpwn obHapyxeHnn aTakn B QOE hopmumpyeTca KoHTenHep Attacks, cogepxalimi:

= |P-agpeca aTakylLMX XOCTOB
» [opThl, NCNONb3yeMble AJ1F aTak

o KoHTenHep nepenaétca Ha CKAT DPI, roe co3gatoTca cneunanbHble NpoTokonbl Attacks
(M rpynnbl NPOTOKOJI0B) A KAXXKAOro Tuna yrpo3bl. PekoMeH4yeTCs UCnonb30BaTh
BblgeneHHbln CKAT B pexume in-line, KOTOpbIA MNOCTOAHHO NPOMYCKaeT BeCb TpauK nau
noJslydaeT TOJIbKO YacTb Tpaduka 4518 OYUCTKN.

o Ha DPI 3apaHee HacTpamBatoTCa Npodnan 3awuTsl (Hanpumep, Yepes "18. CeCCUOHHbIN
noancuHr'), roe ona NnpoTokonos Attack NnpuMeHATCA B C/ly4ae ecii eMKOCTb KaHaloM
onepaTopa He ucyepnaHa:

* Drop (nonHas 6n10KMpoBKa)



= [TOANCUHT (OrpaHUYeHne NPONyCKHON crnocobHOCTK)

o KoHTenHep Attacks obHoBNsSieTCA B peasibHOM BPEMEHU: eC/in aTaka npekpawaetcs, IP
XOCTOB MCKJ/IOHMAKTCA U3 CMNNCKA.

5. 3awwmTa cpeacteamm BGP 4epes blackhole n flowspec

o B cnyyanx, Korga eMKOCTb KaHaJsioB onepaTopa ncyepnaHa, KoHTenHep Attacks moxeTt
ObITb NepefaH cneuranbHOMY CKPUMTY, KOTOPLIA aBToMaTuveckn nobasnset IP
aboHeHTOB B blackhole, 4To obecne4ynBaeT MaKCMMasibHbIN YPOBEHb 3aLUUTbI
NH(PaCTPYKTYpbl orepaTtopa. Bxoaawmm Tpaduk Ha gaHHbIX aboHeHTOB oTbpackiBaeTCa
Ha Uplink kaHane.

o nda Toro 4Tobel aboHeHThI, Ha 3a610KMPOBaHHbLIX Ny6ANMYHbIX IP-agpecax, NPOLOIHKNAN
noayyYaTb AOCTYN B MHTEPHET HeOOXOAMMO BPEMEHHO NOAMEHUTb nX IP-agpec —
BKMOYMTb ycnyry CG-NAT Ha CKAT (ncnonb3oBaTb paHee Ha aHOHCUPOBaHHbIN
ny6anYHBIA Ny agpecos). TeM camMbiM HET HeobxoAMMOCTU MeHAThL IP-afpec Ha
yCTponcTee aboOHEHTa B MOMEHT aTakW, AOCTYMN B UHTEPHET aboHEeHT BpeMeHHo byaeT
noayYaTb Ha gpyrom nybnnyHom IP-agpece, a npu 3aBepLleHMN aTak BO3BpaLLaeTCs
ncxogHoin IP-agpec — otka4nTh yenyry CG-NAT Ha CKAT.

MpeumywectBa FastMitigator

1. PacnpepeneHHas apxuTeKkTypa — BbICOKas OTKa30yCTONYMBOCTb
2. AjanTuBHada 3allMTa — aBTOMaTM4eCcKoe 0bHOBIEHNE MpaBu

3. Tnybokas aHaNUTUKa — HelpoceTeBble anropuTMbl + DPI

4. TnbKOCTb — NoJaep»KKa pasHbIxX cueHapues BJI0KNPOBKU

Organic AntiDDoS System

Pa3BuTue peweHuns 3awmutbl 0T DDOS HaueneHo Ha 04MCTKY TpauKa eLle [0 ero nonagaHus B CeTb
NHTepHeT. YcTaHoBKa komniekco CKAT AntiDDoS y MHOXXeCTBa onepaTopoB CBA3M NO3BOANT
0CTaHOBUTbL Tpaguk BotNet ewte BHyTpu ceTun onepaTopa. LleHTpanmM3oBaHHOe ynpaBieHne vyepes
VAS Cloud gacT BO3MOXXHOCTb pearnpoBaTb Ha Jilobble aTakn MOJIHUEHOCHO U OCTaBUTb HETPOHYThIM
JaXke TPaHCMOPTHbIE KaHaslbl Mexay onepaTtopamu cBA3n, IX n laTa ueHTpamu. B cnydae
LEeTeKTUpOoBaHMA aTakn Ha nobon pecypc, rae ctomt CKAT BO3MOXHO nepefaTth napameTpsl Ans
OYMCTKKN Ha onepaTopa OT KOTOPOr0 UCXOAUT HEeNernTUMHBIN TpaguK.



E} CKAT AntiDDoS

Aﬁo HeHTbl
CKAT (knacTtep)
NernTMMHbIR
@ Tpapuk
CeTb onepartopa Coop cTaTUCTUKKM  OuKcTKa Tpaduka ASBR MHTEpHET
*
| | t . '}
KouTeiuep I
523 Attacks :
BGP Blackhole HenerntrmHbii
BGP FlowSpec Tpaguk BotNet
QoE (knactep) |
Web-pecypcbl

AxanusaTtop LHetekTop VAS Cloud



	Содержание
	Общее описание
	Наиболее распространённые формы атак на операторов связи
	Архитектура решения AntiDDoS на базе СКАТ и QoE
	Принцип работы
	Преимущества FastMitigator
	Organic AntiDDoS System



