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HacTpouka napaMeTpoB 3alUUThI

\ ‘) Ycnyry MoXHO HacTpouTb Yepes GUI. MHCTpyKkuKa

AKTVBaUNS faHHOrO BMAa 3alWMThl cpabaTbiBaeT NPy NPEBbILLEHNN O4HOIO 13 NMOPOroB.,
YCTaHOBJIEHHbIX B KOH(pMrypaunoHHoM tanne /etc/dpi/fastdpi.conf

ddos _reqsec _threshold=300
ddos reqsec variation=5

roe ddos regsec_threshold - konM4yecTBO 3aNpoCoOB B CEKYHAY, NPUX0AsLLee Ha 3allnLLLaeMbln CanT,
06bI4HO BbIbBUpPaeTCA MakCMManbHOE 3HaYeHMe, KOTOpon Habnaanocb NpU HopMasbHOWN paboTe
canTa

ddos_reqgsec_variation - 3T0 3aflaHHOe B NMPOLEHTaxX BO3MOXXHOE OTKJIOHEHME OT 3a[laHHOro B
ddos_reqsec_threshold nopora, npy1 KOTOPOM MNPOUCXOAUT COOTBETCTBEHHO BKJIIOYEHNE WU
OTKJ/IIOYEHME 3alnThl, 3afaeTca Ana nsbexaHuns adgpdekTa "apebesra" n no ymonyaHme coctasnseT
5%

ddos pktsec threshold=5000
ddos pktsec variation=5

roe ddos_pktsec_threshold - KoiM4eCcTBO NakeToOB B CEKYHAY, NPUXOAALLEe Ha 3allMLIaeMbIN CanT,
06bI4YHO BbIBUPaETCA MaKCMManbHOE 3HaYeHMe, KOTOpOoN Habnaanocb NPU HopMasbHOWM paboTe
canTa

ddos_pktsec_variation - 370 3afjaHHOe B NpoLeHTax BO3MOXXHOE OTKJIOHEHME OT 3a[,aHHOr0 B
ddos_pktsec_threshold nopora, npy KOTOPOM NPOUCXOANT COOTBETCTBEHHO BKJIKOYEHME UK
OTKJ/IIOYEHME 3alMThl, 3afaeTca Ana nsbexaHuns agpgekTa "apebesra” n no ymon4yaHue coctasnseT
5%

Ecnv 3apaHbl 06a napameTpsbl, To 6osiee npuopnTeTHbIM cynTaeTca ddos reqsec_threshold un
3HaveHue napameTtpa ddos_pktsec_threshold He y4uTbiBaeTcs.

CtpaHunyka ¢ CAPTCHA, Ha KOTOpY0 NPOU3BOAMTCA NepeHanpas/ieHne 415 MPOBepKn, YKa3biBaeTCs B
napameTpe

ddos check server=www.server name.ru/path/page.html?
ddos security key=123567890

roe ddos_security key knio4 WwnpposBaHUs, NCNosib3yeMblil Npy OPMUPOBAHNN TOKEHOB,
NHONUMPYIOWNX AN dpi ycnewHoe npoxoxaeHne npoBepKu

JlormpoBaHue cpabaTbiBaHMA 3aLLMTbl MOXXHO BKJIOYMTb HACTPONKON
ddos trace=1

Mo>XHO 3apaHee cobpaTb CNUCOK AoBepeHHbIX IP agpecoB Ha ocHoBe aHann3a noros WEB-cepeepa
3almMIaemMoro canTta (CKpUnT A5 UX aHasiM3a NUWeTCH CaMOCTOATENbHO nn Ciyxxbon


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:user_guide:ssg_control_section:services:start#защита_от_ddos

TeXI'IO}J,,EI,ep)KKVI) WS Ha OCHOBeE Jiora, Co3aaHHoOro cammm DPI.

Co3paHHbIN TakM 06pa3oM Cnncok 3arpyxaeTtcs B DPl komaHaom
fdpi ctrl load --service 8 --file ip list.txt

roe ip_list.txt cnucok NogpobHee npo komaHAbl fdpi_ctrl n obecnevyeHne NepCUCTEHTHOCTY AaHHbIX
MOXKHO NpoYnTaTh B pa3aesne YnpasrieHne aboHeHTaMun. ABOHeHTaMu B 3TOM CJlyvae CHUTalTCA
nosib30BaTeNN 3allmMLLaeMoro canTa.

DPI MmoXXeT reHepupoBaTb JIOr 4OCTYyMNa CaMOCTOATENbHO, Kak onucaHo B pasgene npo COPM.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:start
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