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Ycnyrn Yenyra 10 DDOS 3awmTta

YnpaBJieHue

YnpaBiieHne gaHHbIM CEPBNCOM Ha YPOBHE OTAesbHbIX aBOHEHTOB OCYLLIECTBASETCA C MOMOLLbIO
fdpi_ctrl

dopMaT KOMaHAabl:
fdpi ctrl komaHpa --service cnucok onuun | [cnncok IP wam login

MoapobHee cMHTaKCMC KoMaHA 1 cnocobbl 3aaaHus IP agpecos onuncaHbl B pa3aene KomMaHabl
yrnpasneHuns

MpumMmepsl:
Co3naHue npouna C UMeHeM 1 NOAKAYEHNE yCnyr 6OKMPOBKK C NPOdUIEM AN HECKONbKNX
aboHeHTOB

fdpi ctrl load profile --service --profile.name test protect --
profile.json '{ "ddos trace" : 1, "ddos regsec threshold" : 100,
"ddos reqsec variation" : 5, "ddos pktsec threshold" : 1000,

"ddos pktsec variation" : 5, "ddos check server" : "captcha.server.ru/?",
"ddos security key" : "123", "syncf protection" : 0 , "syncf trace" : 0 ,
"syncf check tmout" : 0 , "syncf tracking packs time" : 0 ,
"syncf unconfirmed percent" : 0 , "syncf threshold" : 0 }'
fdpi ctrl load --service --profile.name test protect --ip 192.168.0.1
fdpi ctrl load --service --profile.name test protect --ip 192.168.0.2

rae B oopMaTe json 3a4aloTCsa HAaCTPOWKM NPOGUNs ycayru
HacTpoeyHble NapamMmeTpbl OM1caHbl B COOTBETCTBYIOLLIMX pa3fenax:

e ddos_trace, ddos_reqgsec_threshold, ddos_reqgsec_variation, ddos_pktsec_threshold,
ddos_pktsec_variation, ddos_check_server, ddos_security key

e syncf protection, syncf trace, syncf check tmout, syncf tracking packs_time,
syncf_unconfirmed_percent, syncf threshold

B npocnne BO3MOXXHO yKa3aHWe TONbKO YacTU MapaMeTpoB, HaNnpuMep TOJIbKO NapaMeTpoB ANs
ddos 3awmnThl, TOoraa 3awmta o1 syn flood 6ynet HeakTuBHa. OCTaslbHble HeyKa3aHHble NapaMeTpsbl
MNPUMYT 3HAaYEHUS MO YMONYAHWIO.

Monck aboHeHTOB, KOTOPBLIM NOAKJIIOYEHO OMOBELEHNE C 3aaHHbIM UMEHEM Npohuns

fdpi ctrl list all --service --profile.name test protect

YaaneHne uMeHoBaHHOro npoduns (He 8oHKHO BbiITb aDOHEHTOB, KOTOPbLIE €ro NCMOJIb3YI0T)
fdpi ctrl del profile --service --profile.name test protect

3mMeHeHMe HacTpoek (Mpodnns) ycayru (HoBble HACTPOVKM NPUMEHSATCS KO BCEM abOHEHTaM C
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3afaHHbIM npoduneM ycnyru)

fdpi ctrl load profile --service 10 --profile.name test protect --

profile.json '{ "ddos reqsec threshold" : 0, "ddos reqsec variation" : 5,

"ddos pktsec threshold" : 0, "ddos pktsec variation" : 5, "syncf protection"
1, "syncf trace" : 1 , "syncf check tmout" : 500 ,

"syncf tracking packs time" : 180 , "syncf unconfirmed percent" : 25 ,

"syncf threshold" : 100 }'

Cnncok co3aaHHbIX Npodunen Ana ycayrn n ux HacTpoek

fdpi ctrl list all profile --service 10
JeakTuBMpoBaTb 3aWMTy A9 KOHKPETHOr0 aboHeHTa

fdpi ctrl del --service 10 --ip 192.168.0.1
MpocMOTp CTaTyCa 3alnThbl

fdpi ctrl list status --service 10 --ip 192.168.0.1

BblBO4 KOMaHAbI:
192.168.0.1 synf=0 ddos=1

¢ synf=0 syn-flood 3awwuTa He aKTUBHa
e ddos=1 ddos 3aliMTa aKTMBHa

MakcmManbHoe KoJin4ecTBo npodunen ania ddos 3aWmnTbl 3a4aeTCq HaCTPOEYHbIM NapamMeTpoM B
/etc/dpi/fastdpi.conf

max _profiles ddos=32

roe 32 3HayeHme rno ymon4aHuio, a 65535 makcuManbHO BO3MOXXHOE 3Ha4YeHne ITO XO0JI04AHbIN
napameTp u ero nameHeHue TpebyeT pecTapTa.
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