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Ycnyrn Yenyra 19 MoameHa DNS

ObpaboTka DNS-3anpocoB u nogmeHa DNS-
OTBETOB

Ha3HauyeHue

Ycnyra noameHsl DNS-0TBeTOB Mo3BosifeT nsMeHaTh IP-agpeca, Bo3BpallaeMblie DNS-cepsepom ons
ornpenesieHHbIX LOMEHHbIX UMeH. DTO NO3BOJISET BAMATL Ha 0TBeTbl DNS-cepBepoB, nepeonpenenss
IP-afpeca B oTBeTax cepBepa 415 onpenenéHHblix Tunos DNS-3anpocoB, yKa3aHHbIX B HACTPONKax
yCcnyru.

OTa ycnyra adpdekTBHa N KoHTpoas DNS-3anpocoB KNMEHTOB 1 NepeHanpas/ieHns UX Ha
anbTepHaTuBHble IP-agpeca. icnonb3yeTtca ans 6anaHCMpoBKU Tpaduka onpeaeeHHbIX pecypcoB
MeXAy pa3HbIMU CepBepaMmn Ha OCHoBaHuK IP agpeca.

Cxema paboTbl ycnyru

1. KnueHT BbINOMHAET onpefeneHHbln TN 3anpoca kK DNS-cepeepy (HanpumMep, Tun A).

2. DPI aHanu3upyet Bce DNS-3anpochkl 1 npoBepseT, Ha3HavyeHa an ycsiyra noAMeHbl 4J19 3TOro
knveHTa (IP sourse) Ha KOHKPETHbIN pecypc. B cnyyvae ecnn HacTpoeHa 610KMpPOBKa AaHHOMO
3anpoca, To DPI Tonbko oTbpackiBaeT DNS-3anpocC € KOHKPETHbLIM TUMOM 3amnuncu.

3. Ecnm ycnyra Ha3HaveHa, DPI otbpacbiBaeT opurnHanbHbii DNS 3anpoc kiveHTa n hopMupyeTt
oTeeT DNS-cepBepa, B 3aBUCUMOCTM OT YKa3aHHbIX NPaBuJi B yCJyre.

4. DPI nepeHanpaBniseT MOAUMULNPOBAHHLIA OTBET KANEHTY. [py 3TOM KJIMEHT He 3aMevyaeT
MOANMUKALNN N CYATAET OTBET JIErUTUMHBIM.

Mopnep>xnsaemble Tunbl DNS-3anucu:

e A — IPv4-agpec (pnuHa — 32 6uTa);

e AAAA — IPv6-appec (onvHa — 128 6uT);

e HTTPS — Tvn 3anucu npegHa3HayeH Ans npefoctassieHns MHopMaumm 0 OCTYMHbIX
cepsucax, pabotatowmx no npotokony HTTPS. OH No3BONSET yKa3bliBaTb ajlbTEPHATUBHbIE
endpoints, nognepxky HTTP/3, wudposaHue ClientHello n HectaHgapTHble nopTel TCP/UDP;

e MX — txt-3anucb, KOTOpas COAEPXXUT MHGOPMALMIO O MOYTOBLIX CepBepax, obpabaThiBatoLLNX
MnouTYy.

Bo3moxHble gencteus ¢ DNS-3anpocamu:

e ya.ru HTTPS #drop — DPI otbpacbkiBaeT DNS-3anpoc ¢ HTTPS Tunom 3anucu

e ya.ru HTTPS #drop — DPI oTBe4YaeT foMeH He cyweTtcByeT Ha DNS-3anpoc ¢ HTTPS Tunom
3anucu

e ya.ru A #nxdomain — DPI oTnpaBnseT oTBeT 06 OTCYyTCTBMM AOMEHA

e mail.ru MX smtp.googlemail.com — B AaHHOM cJly4ae Ha 3anpoc mail.ru ¢ Tnnom MX
LO/MKeH BbITb MNOMy4YeH OTBET YTO AOMEH Mail.ru UMeeT MoYTOBLIN CepBep No agpecy
smtp.googlemail.co c preference pasHbiM 10.
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HacTtpouka

1. Co3paTb TekCTOBbIN (hann u fobaBnTh B Hero rnpasuna 0bpaboTkm DNS-3anpocos, yKka3as:
AoMeHHoe ums, Tun DNS-3anucn, nnn gencreune, nnu IP-agpec nav SOMeH Aas 3anmcu ¢ TUNoMm
MX, KoTopbIn ByneT yka3aH B OTBETe A5 AaHHOr0 AoMeHa. MNoaaepXmnBaeTcsa ykasaHue * gns
[LOMEHOB.

vi test.txt
google.com A 192.0.2.1
test.ru A #nxdomain
example.com AAAA :db8:85a3: :8a2e:
ya.ru HTTPS #drop
.fb.com A 203.0.113.5
mail.ru MX smtp.googlemail.com

2. YTunutonm dns2dic KOHBEPTMPOBATb TEKCTOBLIN han B BUHAPHLIN hopMaT, MOHATHbLIN ONS
DPI:

cat test.txt|dns2dic test.bin

3. NMoMeCcTUTb NoNyYeHHbIN BUHAPHLIN haln B AUPEKTOPUIO, OTKyAa ero byaet yntate DPI:
cp test.bin /var/lib/dpi/dns.bin

4. Co3paTtb Npounb ycnyru:
fdpi ctrl load profile --service --profile.name test 193 --

profile.json '{ "dns list" : "/var/lib/dpi/dns.bin" }'

max_profiles serv19 — HacTpoiKa MakCUMasibHOro KoanyecTsa npodunen. Mo ymondaHumo —
32.

DNS oTBeT Mo yMOA4aHUIO HanpaBaseTCs B TOT UHTePdENC ¢ KOTOPOro npuLlen
) 3anpoc (IN nHTepgenc ns KoToporo nNpuwen 3anpoc ot aboHeHTa). OTnpaska B OUT
'ﬁ_;) NHTpedenc akTyasbHa ANA acMMMeTpUYHOro pexuma pabotel DPI (ToNbKO Ha
ncxopgawem Tpaduke). HacTpamaetca B fastdpi.conf napameTpom

emit direction=2

YnpasneHue

dopMaT KOMaHAbI:
fdpi ctrl [komaHpa| --service CMNCOK Onuunm login uan vchannel

Moaknto4yeHne ycnyriu:



fdpi ctrl load --service
#umn
fdpi ctrl load --service

OTKNII0YEHUEe yCayrK
fdpi ctrl del --service

#uan
fdpi ctrl del --service

--profile.name test 193 --login test

--profile.name test 193 --vchannel

--profile.name test 193 --login test

--profile.name test 193 --vchannel
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