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Ycnyrn Yenyra 19 MoameHa DNS

NMoapMmeHa DNS-oTBeTOB

Ha3HauyeHue

Ycnyra noameHsl DNS-0TBeTOB rno3BosiseT nsmMeHsATh IP-agpeca, Bo3Bpawaemble DNS-cepsepom ana
onpegeneHHblX JOMEHHbIX UMeH. JTO NO3BOJIAET BJIMATb Ha 0TBeTbl DNS-cepeepos, nepeonpenenss
IP-agpeca B oTBeTax cepBepa ANs onpenenéHHbix Turnos DNS-3anpocoB, yKa3aHHbIX B HACTPOMKaXx
ycayru.

JTa ycnyra addekTnBHa ons KoHTpona DNS-3anpocoB KAVEHTOB 1 NepeHanpas/ieHnsa Ux Ha
albTepHaTuBHble IP-agpeca. Vicnonb3yeTcs ons 6anaHCMPOBKIM Tpadmka onpenefieHHbIX pecypcos
MeXJy pa3HbIMU cepBepaMu Ha ocHoBaHuK IP apgpeca.

CxeMa paboTbl ycnyru

1. KnneHT BbINONHAET onpenenieHHbln Tun 3anpoca k DNS-cepsepy (Hanpumep, Tun A).

2. DPI aHanu3upyet Bce DNS-3anpochkl 1 npoBepseT, Ha3HavyeHa n ycsyra noAMeHbl 4J15 3TOro
KnveHTa (IP sourse) Ha KOHKPETHbIN pecypc. B cnyyvae ecnm HacTpoeHa 6/10KMpOBKa AAHHOMO
3anpoca, To DPI Tonbko oTbpackiBaeT DNS-3anpoc ¢ KOHKPETHLIM TUMOM 3arnncu.

3. Ecnam ycnyra Ha3HayeHa, DPl oTbpackiBaeT opuruHanbHbin DNS 3anpoc knneHTa u hopmunpyeT
otBeT DNS-cepBepa, B 3aBMCUMOCTY OT YKa3aHHbIX Npasu B ycayre.

4. DPI nepeHanpassiseT MOANPULNPOBAHHbLIN OTBET KANEHTY. [1py 3TOM KJIMEHT He 3amevyaeT
MOONMUKALNN N CYATAET OTBET JIErUTUMHBIM.

Mopnepxnsaemble TUnbl DNS-3anucu:

e A — IPv4-agpec (anuHa — 32 buTa);

e AAAA — IPv6-appec (annHa — 128 6uT);

e HTTPS — Tun 3anucu npefHa3HavyeH Ans npefocTasBneHns nHHopMaLnm 0 AOCTYMHbIX
cepucax, paboTtatowmx no npotokony HTTPS. OH N03BONSAET yKa3biBaTb aJibTEPHATMBHbIE
endpoints, nogaepxky HTTP/3, wudposaHue ClientHello n HectaHgapTHble nopTel TCP/UDP. ;

e MX — txt-3anucb, KOTOpas COAEPXXUT MHGPOPMALMIO O MOYTOBLIX CepBepax, 0bpabaTbiBatoLLNX
noyTy.

Bo3MoxHble aenctema ¢ DNS-3anpocamu:

e ya.ru HTTPS #drop — DPI otbpacbiBaeT DNS-3anpoc ¢ HTTPS Tunom 3anucu

e ya.ru HTTPS #drop — DPI oTBe4aeT foMeH He cyweTcByeT Ha DNS-3anpoc ¢ HTTPS Tunom
3anucu

e ya.ru A #nxdomain — DPI oTnpaBnsieT oTBeT 00 OTCYyTCTBMM LJOMEHA

e mail.ru MX smtp.googlemail.com — B AaHHOM C/ly4ae Ha 3anpoc mail.ru ¢ Tmnom MX
[0/KeH BbITb MOJly4eH OTBET YTO AOMEH Mail.ru UMeeT NoYTOBLIN CEPBEP MO afpecy
smtp.googlemail.co c preference pasHbiM 10.
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HacTtpouka

1. Co3paTb TeKCTOBLIN thann n fobaBuTb B Hero npasuna obpaboTkmn DNS-3anpocos, ykasas
foMeHHoe nms, Tun DNS-3anncu, LoMeHHoe ums, nencteue n IP-agpec, KoTopbin byaeT ykasaH
B OTBeTe A/ JAHHOr0 AoMeHa. [oaaepXXunsaeTcs ykasaHue * gna JOMEHOB.

vi test.txt
google.com A 192.0.2.1
test.ru A #nxdomain
example.com AAAA :db8:85a3: :8a2e:
ya.ru HTTPS #drop
.fb.com A 203.0.113.5
mail.ru MX smtp.googlemail.com

2. YTnanton dns2dic KOHBEPTMPOBaTb TEKCTOBLIN (haita B BMHAPHLIN hopMaT, MOHATHLIA ANA
DPI:

cat test.txt|dns2dic test.bin

3. MoMecTuTb NoJsyYeHHbIn BMHapHLIN (ann B ANPEKTOpUIo, 0TKyAa ero byaet ymtaTh DPI:
cp test.bin /var/lib/dpi/dns.bin

4. Co3paTtb Npoub yCIyru:
fdpi ctrl load profile --service --profile.name test 193 --

profile.json '{ "dns list" : "/var/lib/dpi/dns.bin" }'

max profiles serv19 — HacTpoiKa MakCUMasibHOro KoanyecTsa npodunen. Mo ymondaHuo —
32.

DNS oTBeT Mo yMon4yaHWIO HanpasJifneTCca B TOT MHTepdenc ¢ KOToporo npuien
\ 3anpoc (IN nHTepgenc ns kotToporo npuwen 3anpoc ot aboHeHTa). OTnpaska B OUT
.\‘;) NHTpedenc akTyasbHa ANA aCUMMETpPUYHOro pexuma pabotel DPI (ToNbko Ha
ncxopoawem Tpaduke). HacTpaumaetca B fastdpi.conf napameTpom

emit direction=2

YnpaBneHue

dopmMaT KOMaHAb:

fdpi ctrl [komaHpa| --service CANCOK onuunm login uan vchannel

MoAKYeHNEe YCyrit:

fdpi ctrl load --service --profile.name test 193 --login test



#uam
fdpi ctrl load --service 19 --profile.name test 193 --vchannel 1

OTkno4eHne ycnyru
fdpi ctrl del --service 19 --profile.name test 193 --login test

#unan
fdpi ctrl del --service 19 --profile.name test 193 --vchannel 1
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