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Ycnyrn Yenyra 19 MoameHa DNS

NMoapMmeHa DNS-oTBeTOB

Ha3HauyeHue

Ycnyra noameHsl DNS-0TBeTOB rno3BosiseT nsmMeHsATh IP-agpeca, Bo3Bpawaemble DNS-cepsepom ana
onpegeneHHblX JOMEHHbIX UMeH. JTO NO3BOJIAET BJIMATb Ha 0TBeTbl DNS-cepeepos, nepeonpenenss
IP-agpeca B oTBeTax cepBepa ANs onpenenéHHbix Turnos DNS-3anpocoB, yKa3aHHbIX B HACTPOMKaXx
ycayru.

JTa ycnyra addekTnBHa ons KoHTpona DNS-3anpocoB KAVEHTOB 1 NepeHanpas/ieHnsa Ux Ha
albTepHaTuBHble IP-agpeca. Vicnonb3yeTcs ons 6anaHCMPOBKIM Tpadmka onpenefieHHbIX pecypcos
MeXJy pa3HbIMU cepBepaMu Ha ocHoBaHuK IP apgpeca.

CxeMa paboTbl ycnyru

1. KnneHT BbINONHAET onpenenieHHbln Tun 3anpoca k DNS-cepsepy (Hanpumep, Tun A).

2. DPI BMAWT 3anpoc v NpoBepsieT, Ha3HavyeHa n ycayra noAMeHbl 414 3Toro kaveHTa (IP sourse)
Ha KOHKPETHbIN pecypc. B cnyyae ecnm HacTpoeHa 610KMpoBKka AaHHOro 3anpoca, To DPI
TosIbKO 0TbpackiBaeT DNS-3anpoc ¢ KOHKPETHbIM TUMOM 3amnucu.

3. Ecnam ycnyra Ha3HayeHa, DPl oTbpackiBaeT opuruHanbHbin DNS 3anpoc knneHTa u hopmunpyeT
otBeT DNS-cepBepa, B 3aBMCUMOCTY OT YKa3aHHbIX Npasu B ycayre.

4. DPI nepeHanpassiseT MOANPULNPOBAHHbLIN OTBET KANEHTY. [1py 3TOM KJIMEHT He 3amevyaeT
MOONMUKALNN N CYATAET OTBET JIErUTUMHBIM.

Mopnepxnsaemble TUnbl DNS-3anucu:

e A — IPv4-agpec (anuHa — 32 buTa);

e AAAA — IPv6-appec (annHa — 128 6uT);

e MX — txt-3anucb, KOTOpas COAEPXUT MHGOPMALMIO O MOYTOBLIX CepBepax, obpabaTbiBatoLLNX
noyTy.

Bo3moxHble nenctens ¢ DNS-3anpocamu:

e ya.ru HTTPS #drop — DPI otbpacbkiBaeT DNS-3anpoc ¢ HTTPS Tunom 3anucu

e ya.ru A #nxdomain — DPI oTrnpaBnsieT oTBeT 00 OTCYyTCTBMM JOMEHA

e mail.ru MX smtp.googlemail.com — B AaHHOM C/ly4ae Ha 3anpoc mail.ru ¢ Tnnom MX
[0/>KeH BbITb MOJly4eH OTBET YTO AOMEH Mail.ru MMeeT NOYTOBLIN CEPBEP MO afpecy
smtp.googlemail.co c preference pasHbiM 10.

HacTpouka

1. Co3paTb TeKCTOBbIN hana n 4obaBnTbL B HEro npasuia noameHbl 4na DNS, yka3aB gomMeHHoe
nms, Tun DNS-3anucn n IP-agpec, KoTopbin byaeT yka3aH B OTBETE A5 AAHHOrO AOMEHa.
MoopepxnBaeTcs ykasaHue * ons LOMEHOB.


https://wiki.vasexperts.ru/doku.php?id=tag:%D0%A3%D1%81%D0%BB%D1%83%D0%B3%D0%B8&do=showtag&tag=%D0%A3%D1%81%D0%BB%D1%83%D0%B3%D0%B8
https://wiki.vasexperts.ru/doku.php?id=tag:%D0%A3%D1%81%D0%BB%D1%83%D0%B3%D0%B0_19&do=showtag&tag=%D0%A3%D1%81%D0%BB%D1%83%D0%B3%D0%B0_19
https://wiki.vasexperts.ru/doku.php?id=tag:%D0%9F%D0%BE%D0%B4%D0%BC%D0%B5%D0%BD%D0%B0_DNS&do=showtag&tag=%D0%9F%D0%BE%D0%B4%D0%BC%D0%B5%D0%BD%D0%B0_DNS
https://wiki.vasexperts.ru/doku.php?id=tag:%D0%9F%D0%BE%D0%B4%D0%BC%D0%B5%D0%BD%D0%B0_DNS&do=showtag&tag=%D0%9F%D0%BE%D0%B4%D0%BC%D0%B5%D0%BD%D0%B0_DNS

vi test.txt
google.com A 192.0.2.1
test.ru A #nxdomain
example.com AAAA :db8:85a3::8a2e:
ya.ru HTTPS #drop
.fb.com A 203.0.113.5
mail.ru MX smtp.googlemail.com

2. YTunutonm dns2dic KOHBEPTMPOBATb TEKCTOBLIN han B BUHAPHLIN hopMaT, MOHATHbLIN ANS
DPI:

cat test.txt|dns2dic test.bin

3. NoMeCTUTb NoAyYeHHbIN BUHAPHLIN haln B AUPEKTOPUIO, OTKyAa ero byaet yntate DPI:
cp test.bin /var/lib/dpi/dns.bin

4. Co3paTtb Npodunb yCnyru:
fdpi ctrl load profile --service --profile.name test 193 --

profile.json '{ "dns list" : "/var/lib/dpi/dns.bin" }'

max_profiles serv19 — HacTpoiKa MakCUMasibHOro KoanyecTsa npodunen. Mo ymonyaHumo —
32.

DNS oTBeT Mo ymMOn4aHUIO HanpasaseTCs B TOT UHTePMENC C KOTOPOro npuLlern
& 3anpoc (IN nHTepgenc n3 KoToporo npuwen 3anpoc ot aboHeHTa). OTnpaska B OUT
\XJP NHTpedenc akTyasbHa AN aCMMMETPUYHOro pexumma paboTtel DPI (ToNbko Ha
ncxopsauwem Tpaguke). Hactpaumsaetca B fastdpi.conf napameTpom
emit direction=2

YnpasneHue

dopMaT KOMaHAbl:
fdpi ctrl [komaHpa| --service cnucok onuuin| [ Login mam vchannel

MoaknoyeHne ycnyru:

fdpi ctrl load --service --profile.name test 193 --login test
#um
fdpi ctrl load --service --profile.name test 193 --vchannel

OTKNt04YeHne ycnyru

fdpi ctrl del --service --profile.name test 193 --login test
#nam



fdpi ctrl del --service --profile.name test 193 --vchannel
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