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4 Hactpouku FastPCRF pnsa radius-cepsepos

Radius-cepBepa B cnuncke radius_server HepaBHO3Ha4HbI: NEPBbLIN CYUTAETCA INABHLIM
Radius-cepBepoMm, ocTaNbHble - pe3epBHbIMU. Ecnn FastPCRF obHapyxunBaeT, 4To
rnaBHbl radius-cepBep CAWLWKOM [OJITO HE OTBeYaeT, COeAMHEHUE C HUM
cbpacoiBaeTca un FastPCRF nogknoyaeTcs K cnegylowemy radius-cepsepy U3 Crmcka.
Mpwn 3TOM NPOU3BOAATCA NEpPUoAMYecKe NonbITKM NOAKIOYEHMA K rnaBHOMY radius-
cepBepy 40 Tex nop, Noka rnaeHbIn radius-cepBep He CTaHeT AOCTYMHbIM.

MapameTp

dopmat

3Ha4yeHue
no
YMOJI4YaHUIO

OnucaHue

default_reject_policing

CTpOKa

HeT

Nma npoguns
MOJINCUHIa no
yMOJIHaHWUO gns
HEeaBTOPU30BaHHbIX
noJsib30BaTenemn

default_reject whitelist

CTPOKa

HET

Nma npodunsa
ycnyru 5 (benbin
CMUCOK) Mo
YMOJIHaHWUIO And
HeaBTOPU30BaHHbIX
nosib3oBaTenen.

radius_revive_period

CeKyHJbI

120

[epnoOnyHOCTL
3a/a4m
nepenoakIo4yeHmns
K rnaBHomy radius-

cepsepy.

radius_max_pending_requests

4ymncno

1000000

MakcumanbHoe
YMCJI0 OXKMOAOLLMX
BbIMOJIHEHMSA
3anpocos OT
FastDPI-cepBepos.
Mpv NpesblileHnn
3TOro nopora
BXOASALLME 3anpochl
oT FastDPI-
CepBepoB He
obpabaTbiBatoTCA.



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_capture:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_capture:start

MapameTp

dopmar

3HavyeHue
no
YyMON4aHUIO

OnucaHue

coa_max_pending_requests

4yncno

100000

MakcumanbHoe
YMCNO OXKMAAOLLNX
BbinonHeHns CoA-
3anpocos oT radius-
cepBepoB. ITO
3HaYeHne He
NOJIKHO ObITb
BbiLLE, YEM
3HaYeHne
napameTpa
async_queue_size,
pekoMeHayemoe
3Ha4YeHne - He
6onbLie
async_queue_size /
2

radius_server

secret@ip%dev:port{;param=value}*

HeT

3apaeT O4MHOYHBIN
radius-cepsep u ero
KOH(UIypaLNOHHblEe
napameTphbl: secret
- cekpeT radius-
cepsepa; ip - IP-
appec radius-
cepsepa; dev
(Heobsa3aTeNbHbIN) -
nms NHTepgenca,
Ha KOTOPOM
co3faBaTb
coefiHeHune; ecnun
He 3ajaH -
NHTepgenc
BblbMpaeTcs
onepaLoHHON
cucTtemon; port -
nopT; param=value
- nepeYeHsb (Yepes
TOYKY C 3andTon)
KOH(UIypaumMOHHbIX
napameTpoB A4
AaHHoro radius-
cepsepa. Cm.
OnucaHune
napameTpa
radius_server

OnucaHue napameTtpa radius_server

Kaxnabln Radius-cepsep B KOHPUIypaunMoHHOM haisie onmucbiBaeTCs OTAe/IbHbIM NapaMeTpoM
radius_server. ObbI4HO 3a4aeTCA Kak MUHUMYM ABa radius-cepBepa - OCHOBHOW 1 Pe3epBHbIil, B 3TOM
cnyyae fO/MKHO BbITh Kak MUHUMYM ABE CTPOKM C NapaMeTpoM radius_server - gas OCHOBHOMO U
pe3epBHOro cepsepoB. MakcmMasibHoe 4Yncno radius-cepsepos - 16. MNaBHbIM cyuTaeTcs ToT radius-
cepBep, KOTOPbI ONUCaH MePBbIM, OCTaslbHbIE CYUTAIOTCA pe3epBHbIMU. Pe3epBHble cepBepa




MCNOJIb3YOTCS NPU HEAOCTYMHOCTM F1aBHOMO U MMEHHO B TOW NOC/NEL0BATENbHOCTM, B KOTOPOW OHY
OnuncaHbl. B KaXKabli MOMEHT BPEMEHUN aKTWBHbLIM ABASETCA TONbKO OAUH radius-cepsep.

KoHgurypaumnoHHble napameTpbl radius-cepsepa MoryT 6biTb 3aAaHbl TpeMsi cnocobamu:

1. 3Ha4yeHus, ogMHakoBble A4 Bcex Radius-cepBepos, 3afat0Tcs Kak 0bbl4HbIE MapamMeTphbl B
tanne fastpcrf.conf. OCHOBHOe ycnoBue - oHY OJDKHBI ObITh 3a4aHbl Nepej napameTpamm
radius_server, - TOJIbKO B 3TOM CJly4ae OHU MPUMEHSIOTCA KO BCeM radius-cepepam.

2. Ons kaxgoro radius-cepsepa MoXeT ObITb CO34aH CBON KOHDUTYPALMOHHbIA (haitn, nma
KOTOpOro 3agaeTtcs napameTpom conf B cTpoke radius_server, Hanpumep:

radius server=secret@l0.10.3.5:1812;conf=radius-main.conf

B 3TOM npumMepe 3HaveHuns ns3 radius-main.conf uMeOT NpuopuTET Nepes 3HaYeHNAMU 06LLNX

ans Radius-cepsepoB napameTpos.

3. MapaMeTpbl, YHNKanbHble A5 KOHKPeTHOro radius-cepeepa, MOryT 6biTb 3afaHbl NPSAMO B

CTpoke radius_server, Harnpumep:

radius server=secret@l10.10.3.5:1812;conf=radius-

main.conf;msg auth attr=1

B 3ToM npumMepe napameTp msg_auth_attr 3apaH ona koHkpeTHoro cepsepa 10.10.3.5 n
nepeKkpbIiBaeT 3Ha4YeHne COOTBETCTBYIOLLEro napaMeTpa B hanse KoHgurypauum radius-main.conf.
CnepyeT y4ynTbiBaTb, 4TO NOPAAOK NepevncsieHns B radius_server BaXkeH: mapaMeTpbl MPUMEHSI0TCA
MMEHHO B TOM MNopsAaKe, Kak OHN yKa3aHbl B radius_server. ECin B npuMepe Bbille NMOMEHATbL MecTaMu
conf n msg_auth_param un B KOH(UrypaumoHHom tainne radius-main.conf 3agaHo
msg_auth_param=0, To 6yneTt npumeHeH msg_auth_param=0 u3 radius-main.conf.

NupuBupyanbHble napameTpbl Radius-cepsepoB

MapameTp B
fastpcrf.conf

MapameTp B
radius_server

®dopmar

3HayeHue no YMOJ1YaHuIO

OnucaHue

radius_dead_timeout

dead_timeout

CEKYHAbI

60

Ecnn B TeyeHue 3Toro
nepuofa BpeEMEHMN OT
radius-cepsepa He
MPWLLJIO HW OZHOMO
0TBETA, a 3anpochl eCTb,
TO CEpBEp CYNTaETCS
ymepwunm n FastPCRF
nepek/lYyaeTcs Ha
cnepyowmi radius-cepeep
u3 cnucka. Ecam ymep
rnasHbIn radius-cepsep,
TO Ha4YMHaeTCsa OTYeT
radius_revive_period no
OKOHYaHUI0 KOTOPOro
byneT nponsseneHa
nonbiTKa
nepenoaksoHeHms.




MapameTp B
fastpcrf.conf

MapameTp B
radius_server

®dopmart

3Ha4yeHue No yMO4YaHUIO

OnucaHume

radius_max_connect_count

max_connect_count

4yncno

16

MakcuManbHoe 4Yncao
KOHHEKTOB K 0AHOMY
radius-cepsepy. CornacHo
RFC 2865, nog
naeHTudukaTop,
NO3BOJIAOLLNNIA
COMOCTaBUTbL 3anpoc C
O0TBETOM, OTBOAUTCA None
pa3mepomM 1 6aiT, TO eCTb
0QHO COEANHEHNE MOXET
0[HOBPEMEHHO
obcnyxuaTb He Bonee
256 3anpocos. Ons
npeoaosieHns 3Toro
OrpaHnyeHus
cneundgukaums
npepnaraeT co3faBaTb
HECKOMbKO MOAKIIIOYEHNIA
K ogHoMy radius-cepsepy.
dDaKTUYeCKN 3TOT
napameTp 3afaeT Yucno
0[HOBPEMEHHbIX 3amnpocoB
K 0OHOMy radius-cepBepy:
radius_max_connect_count
* 256.

radius_response_timeout

response_timeout

CEKYHbI

30

TaM-ayT 0XXunaaHUs
0TBEeTa Ha 3anpoc Access-
Request K radius-cepsepy.
Ecnm B TeYeHMe 3TOrO
BPEMEHM OTBET Ha 3anpoc
He npwuwwen, 3anpoc
CYMTaeTCs 0TOPOLLEHHBIM
radius-cepsepom
(Hanpumep, No NpUymHe
“CNULWIKOM MHOro
3anpocos”) u fastpcrf
MblITaeTCs NociaTh 3anpoc
3aHOBO.

radius_resend_count

resend_count

4yncno

MakcumanbHoe
KOJIMYECTBO MOMbITOK
NMOBTOPHOMN OTMPaBKM
3anpoca. Ecam yncno
NoMbITOK NOBTOPHOMN
OTMNPaBKK 3anpocoB
nucYepnaHo v oTBeT oT
radius-cepsepa He
nonysyen, fastpcrf Hnyero
He coobuiaeT fastdpi-
cepsepy. Fastdpi B cnyvae
OTCYTCTBMSA OTBETA Ha
aBTOPM3aLMI0 B TeYEHNE
onpeLeneHHoro Tanm-
ayTa (napameTp
auth_resend_timeout
thanna fastdpi.conf)
nowsieT NoBTOPHbIV
3aMpoc Ha aBTOpPM3aLmIo.




MapameTp B
fastpcrf.conf

MapameTp B
radius_server

®dopmart

3Ha4yeHue No yMO4YaHUIO

OnucaHume

radius_status_server

status_server

bynes
T™n

MNapameTp,
noggepXxusaet num radius-
cepsep 3anpoc Status-
Server n3 RFC 5997.
[aHHbIN TN 3anpoca
ncnonb3yetcs fastperf gna
nuHra radius-cepsepa,
ocobeHHo B Ciyvae
BpEeMeHHON
HeLOoCTYMHOCTK
OCHOBHoro radius-
cepBepa. be3 nogaepxku
Status-Server NoHATb, 4YTO
OCHOBHoOW radius-cepsep
BOCCTaHOBWJICA, BECbMa
3aTPYLAHUTENBHO.

radius_user_password

user_password

CTPOKa

VasExperts.FastDPI

3HayeHune aTpubyTta User-
Password 3anpoca Access-
Request.

radius_user_name_auth

user_name_auth

CTpOKa

login,ip,qing

HaunHasa ¢ Bepcum CKAT
7.4, B fastpcrf.conf
napameTp
radius_user_name_auth
3ajlaeT 3Ha4YeHue
aTpnbyTa User-Name B
nopsiike NpPeanoYTeHns:
login - ncnonb3oBaThb
NorvH aboHeHTa ip -
ncnonb3osaTh IP-agpec
aboHeHTa qing -
ncnosb3oBaTh QinQ-Ter B
dopmaTe
«outerVLAN.innerVLAN>»;
HanpuMmep, «101.205»

radius_unknown_user

unknown_user

CTpOKa

VasExperts.FastDPl.unknownUser

JloruH nonb3oBaTens,
€C/IN HaCTOALMIA NOTUH
Heu3gecTeH FastDPI. 3To
3HavyeHue aTtpmbyTa User-
Name 3anpoca Access-
Request, ecnn
radius_user_name_ip=0un
JIOTVH NOnb30BaTeNs
Hen3BecTeH.
MNpepnonaraeTcs, 4To
radius-cepsep B 0TBETE
Access-Accept coobumT
WCTWUHHBLIN JIOTUH
nonb3oBaTens,
onpegLeneHHsIn no ero IP-
agpecy, B3ATOMY 13
aTpubyTa Framed-IP-
Address. CneayeTt
YHUTbIBaTb, YTO AAHHbINA
napameTp TeCHO CBSA3aH C
napameTpom

radius_user name_auth n
NPUMEHAETCS, TONbKO
€CJIN HMKaKoM cnocob
3agaHnsa atpmnbyTta User-
Name He npuMeHuM.



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_bras:bras_steps:radius_auth_server_integration:start#radius_user_name_auth

MapameTp B
fastpcrf.conf

MapameTp B
radius_server

®dopmart

3Ha4yeHue No yMO4YaHUIO

OnucaHume

radius_unknown_user_psw

unknown_user_pws

CTpOKa

VasExperts.FastDPI

3HayeHune aTpubyTta User-
Password gns
Hen3BeCTHOro JIor1Ha
nosib3oBaTens.
MpUMeHseTCs TONbKO
ecnm

radius_user name_ip=0.

radius_msg_auth_attr

msg_auth_attr

bynes
T™In

MNapameTp,
nogaep>xusaet num radius-
cepBep aTpubyT Message-
Authenticator n3 RFC
2869. Ecnn aTpnbyT
NnoALepXXnBaeTcs,
FastPCRF 6ynet
BbIYUCNATD U BKOYATb
Message-Authenticator B
KaXkablin 3anpoc Access-
Request un Status-Server, a
TakXXe aHa/nM3upoBaTh
3TOT aTpubyT B OTBETAX;
ec/in B 0TBeTe NPoBepKa
aTpubyTa Message-
Authenticator
3aKaH4YMBaeTCA OLWNOKOWN,
TO Takou OTBEeT
oTbpacbiBaeTCs.

radius_attr_nas_port_type

attr_nas_port_type

4Yncno

5 (Virtual)

3HayeHune aTpunbyTa NAS-
Port-Type (RFC 2865)
3anpoca Access-Request.

radius_attr service type

attr_service_type

4yncno

2 (Framed)

3HayeHue aTpubyTa
Service-Type n3 RFC 2865
3anpoca Access-Request.

radius_attr_cui

attr_cui

6ynes
™n

MapameTp,
nogaepxusaet nu radius-
cepsep aTpubyT
Chargeable-User-ldentity
(CUI) n3 RFC 4372. Ecnn
3TOT aTpubyT
noAfepXunBaeTcs, To
FastPCRF B 3anpoce
Access-Request nomeltaer
B 3TOT aTpubyT NOrvH
nonb30BaTeNs; eciu
JIOFVMH Hen3BecTeH, TO B
aTpnbyT nomellaeTcs
HyneBon 6anT, 4TO
03Ha4aeT, cornacHo RFC
4372, 3anpocC JIOrTUHa y
radius-cepsepa. B oTBeTe
Access-Accept FastPCRF
0XMAaeT NPMXo[a B 3TOM
aTpubyTe NCTUHHOrO
JIOFMHa noJsib3oBaTens,
KOTopbIn radius-cepaep
MOXET onpefennTb no
ero IP-appecy (aTpunbyT
Framed-IP-Address
3anpoca).




MapameTp B
fastpcrf.conf

MapameTp B
radius_server

®dopmart

3Ha4yeHue No yMO4YaHUIO

OnucaHume

radius_coa_port

coa_port

UDP-nopT

3799

UDP-nopT, Ha KOTOpbIN
noctynatT Change-of-
Authorization (CoA)
onogeLyeHnsa Disconnect-
Request, CoA-Request n3
RFC 5176. Ecnu radius-
cepBep He NoafepxneaeT
CoA, cnepyet 3afiatb
3TOMY MapaMeTpy
3HaveHue 0.

radius_coa_resend_timeout

coa_resend_timeout

CEKYHLbI

TaM-ayT nepenochinkm
CoA-otBeT0B (Disconnect-
ACK, Disconnect-NAK,
CoA-ACK, CoA-NAK) B
cnyyvae npobnem c
cokeToM (06bI4YHO
nepenosiHeEHNe o4yepean
cokeTa). KonnyecTtBo
NMOBTOPHbIX NMOMbLITOK
3aaeTCa NapamMeTpoMm
radius_resend_count.

coa_reauth_ack

coa_reauth_ack

bynes
TIn

Kak oTBeyvyaTb Ha CoA-
Request c Service-Type=8
(Authenticate-Only): 0
(3Ha4yeHne No ymonyaHuio)
- no RFC5176 p.3.2:
otBe4vyaTb CoA-NAK c Error-
Cause=507 (Request
Initiated) 1 -
HecTaHAapTHoe
noBefeHne: oTeeyaeM
CoA-ACK
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