CopepxaHue

COopKa IPFIX MOTOKOB FCOI@CEOr2 ..o
BBEIECHME ...
YCTAHOBKA M OBHOBJIIEHME ............ccevviiiiieii ettt ettt
DANIIBI MOCTABKM ...........ccciiiiiiieeee et e e e e e e e e e e e e e ettt e et e e e e e e e e e e s e e s e e e b b et e et e e e e eeeeeeeeeeeesssnnsasseeeeneees
MapaMeTpPbl 3aMYCKA MPOTPAMMDI  ..................ccouiiuuiiieaaaitiiieaeaaaiiteeae e s s aibrea e e s s s sbbrteaeesabbreeaeesanes
KOHMUIYPALMIA ...ttt e et e e e e ek b e e e e e e e nbb e e e e e e s annrreeaeaann
CTaTUCTUKA PABOTBI MPOTPAMMBI ...............c..ccoiiiiiiiiiiiie ettt






Coopka IPFIX notokoB rcollector2

BBepeHue

YTunnta npefHasHavyeHa ona OnoJHeHUS AaHHbIMU BCMOMOraTeNbHbIX MOTOKOB TakUX Kak
clickstream, SIP 13 notoka ceccuin (netflow). Mo ymMmon4aHuMo NoSly4YeHHbIe AaHHble COXPAHATCS B
(hannbl, HO faHHbIE TaK XXe MOXHO coxpaHaTb 1 B b1 UC COPM-3.

YcTaHOBKa U OOHOBJNIeHMe

1. nopgkno4uTe penosutapum VAS Experts aHanornyHo n.1 MHCTpykumm yctaHoskmu DPI.
2. ycTtaHosuTe rcollector2:

yum install -y rcollector2
3. HacTponTe hannbl KOHGUrypaumm B gupektopun /etc/rcollector2 cm. nanee

O BHumaHKe! Mpu nepexofe ¢ npeabliaywen sepcun rcollector Ha rcollector2 HeobxoAnMO BHECTM
M3MEHEeHWs B CKPUMTbI 3aMycKa.

dansibl NOCTAaBKH

1. npumMepbl KOHGUrypaunu:

etc/rcollector2/rc2flowprocess - npumep ucnoaHsemoro ganna ons obpaboTku
ceccunn (netflow

etc/rcollector2/rc2urlprocess - npumep UcnojaHsemoro ¢anna ana obpaboTku
HTTP ceccun

etc/rcollector2/rc2sipprocess - npumep UcnosHsemoro ¢anna ana obpaboTku
SIP ceccun

etc/rcollector2/rcollector flow.properties - npumep KOHPUIrypPaLMOHHOIO
danna onsa pexunma pabotel flow

etc/rcollector2/rcollector url.properties - npuMep KOHOUrYPaLIMOHHOIO

hanna onsa pexnma pabotel url

etc/rcollector2/rcollector sip.properties - npuMep KOHOUIYPaLMOHHOIO

thannia gns pexuma pabotbl sip

2. UCNOJIHAEeMbIN hann:

bin/rcollector?2


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:rcollector

NMapaMeTpbl 3anycKa nporpamMmmsl

Mporpamma rcollector2 nmeeT cnepytowine napameTpbl 3anycka:
usage: rcollector2 Onuunn

onunn:

e -h, -help oT0bpa3nTbL KPaTKylo CrIPaBKY.

e -fCONFIG, -config-file=CONFIG KOH®UrypaLNOHHbIN (aini.

e -mMODE, -mode=MODE pexum paboTbl nporpammsl. Pexxumbl: flow, urlget, sipget

¢ -UidUNIQUEID, -uniqueid=UNIQUEID yHUKanbHbIN HOMEP TO4KK 06paboTKu.

e -ifINFILE, -infile=INFILE BxogHoWn hainn.

e -ofOUTFILE, -outfile=OUTFILE BbixogHOW thann.

¢ -asnASN, -localasn=ASN CNNCOK NOKasbHbIX aBTOHOMHbIX CUCTEM (pa3AeieHHbIX 3anaTon)

e -oufOUTFILTER, -outfilter=OUTFILTER BbiBOA4 O0TAeNbHbIX 3anucein no dpi protocol id B dawnn.
®opmaT: <outfile>,<protocol>,...<protocol>|[next filter]. NMpumep: telnet.dump,22,23

e -tdUSEFILTER, -tordb=USEFILTER nyTb K thanny c IP agpecamu cetn TOR. Mo ymon4aHuto
/var/data/tor/ip.db.gz.

e -sdbDIR, -sessiondb=DIR nyTb K KaTanory ¢ gaHHbIMW 0 ceccusx. Mo ymonyaHuio
/var/db/rcollector.

e -outmailFILE, -outfilemail=FILE BbixogHOW (hann ons AaHHbIX 0 Mail coeANHEHMAX B pexume
sipget.

e -outftpFILE, -outfileftp=FILE BbIxooHOW thann ona gaHHbIX 0 ftp coegmHeHnsx B pexunme sipget.

e -outimFILE, -outfileim=FILE BbiIxogHOW (hainn ona faHHbIX O im CoefMHEHMAX B pexume sipget.

e -dhINTEGER, -depth=INTEGER rnybuHa noucka anos ¢ faHHbIMN O CeCCuaXx.

e -sdrt, -session-db-read-thread ncnonb3oBaTh HECKONBLKO MOTOKOB MPU 3arpy3ke AaHHbIX O
ceccusx.

O BhHumaHve! B HEKOTOpbIX CAyYasax, HanpuMep, Npu YacTtom cbpoce kewa OC, oaHHasA onums
MOXeT CYLLEeCTBEHHO YBeINYNTb BPeMS 3arpy3Kn SaHHbIX 0 ceccusx. Npu ncnonb3oBaHum SaHHOM
onuuKn, No YMO4aHMK, CO34a0TCA 2 NOTOKA A1 YTEHUS OaHHbLIX. B npuMepax ucnosiHAeMbixX
¢pannoB yKasaHa paHHaa OnuuA.

° -V, -Version BbIBECTU BEPCUIO NMporpamMmmsbl.
KoHdpurypauus

MapameTpbl paboTbl MporpaMMbl 3agatoTcs B .properties danne. Mo ymon4aHuMIo 3arpy>xaeTcs
KOH(MrypaunoHHbIN hainn n3 KaTanora /etc/rcollector2 ¢ umeHem rcollector MODE.properties, roe
MODE 570 BbibpaHHbIN pexuM paboTel. Ans pexuma flow - flow; gna pexuma urlget - url; ans
pexuma sipget - sip.

Onpv scTaske gaHHbIX B BJl, B KOHPUIYPALIMOHHOM (haitsie 0BA3aTeNbHO HOMIKHbI BbiTb 3aAaHbl
cnepyioLLme napameTpbl:

e db.host
e db.port
e db.user



e db.pass

e db.name

e db.telco_code

e db.bad_rows_dir

e db.validation_error_path

MNpwn BCTaBKe AaHHbIX B B[] BbIX0AHbIE halsibl HE CO3A4al0TCA. B calydae OTCYTCTBUSA NOAKIIOYEHUS K
B[ 6ynyT co3naBaTbhCA BbIXOAHbIE (halsibl COMIAaCHO MapaMeTpam KOMaHAHOW CTPOKKW. B npouecce
paboTbl MOXeT co3faBaTbCs (han B KaTanore n3 napametpa db.validation_error_path, koTopbi
KOTOPbIA COAEPXUT KpaTKyto nHGpopMaLmio 06 0TOPOLLEHHbIX AaHHbIX, HE NpoLeLAnX NPOBEPKY Ha
Hann4ne HeobxoamnMbIX nonen. iMa ana cCOOTBETCTBYET MMEHW BXOAHOro hanna ¢ fobanseHnem
paclinmpeHuns .err .

MapameTp cachedb

JlaHHbIA NapaMeTp NO3BOMISIET HACTPOUTbL PaboTy C hatiamMn AaHHbIX O CECCUSIX.

e max_reader_threads - MakCManbHOe KOJINYECTBO NMOTOKOB, 3aMyCKaeMbIX OLHOBPEMEHHO, 14
4YTEeHMA OaHHbIX 0 ceccunsx u3 gannos. Llenoe yncno ot 0 o 6.

© B HekoTOpbIX CYYasX CAULIKOM BOSIBLLIOE KOMNYECTBO MOTOKOB MOXET MPUBECTM K 3aMeLIEHII0
3arpy3ku ainos, 4YTo NpUBELET K 0bLeMy 3amMesieHnto 06paboTKM AaHHbIX.

MapameTp stats

JaHHbIN NapameTp yCTaHaBAMBAET BO3MOXHOCTb OTMPaBKN CTAaTUCTUKKN paboTel NporpaMmbl B
telegraf.

e stats.socket path - nyTb k datagram socket telegraf'a.
e stat.stag - Ter, BbicTaBnseMbln B none rcollector_tag npu oTnpaske cTaTuCTuKK B telegraf.

MapameTtp db

[aHHble napamMeTp NO3BOJISET OPraHN30BaThb BbIBOA MOJy4eHHbIX AaHHbIX B b1 NC COPM-3.

e db.host - agpec cepsepa postgresq|

e db.port - nopT

e db.user - nms nonb3oBaTens

e db.pass - naposb Nosib3oBaTeNs

e db.name - uma B[

e db.bad_rows_dir - kaTanor ona pasmelLeHus gannos ¢ gaHHbIMU B (hopmaTe PGCOPY, KoTopble
Oblnn 0TBEPrHyThbl CepBepoM posgresql

« db.validation_error_path - kaTanor ona ¢anaos ¢ onucaHnem NpUYnHbl AN 06pPOLLEHHbIX
BXOLHbIX AAaHHbIX

e db.copy_threads - K0nM4eCTBO NOTOKOB, KOTOPbIE BCTABASAIOT AaHHbIe B posqresql nCnonb3ys
COPY B briHapHOM ¢hopmaTe, No ymosdaHumio 1

e db.commit_rows - KofIn4eCcTBO CTPOK B 0HOM BJI0KE, OTNPaBASEMOM Ha 3anuck B 64 npu
ncnonb3osaHum COPY, no ymonyanuto 5000



e db.telco_code - nugeHTuUKaTop telco ana 3anucu B COOTBETCTBYIOLLEE noJie 64

e db.llds_id - noeHTUMKaTOP TMa UCTOYHMKA, MO YMOJIHaHWIO YCTaHaBMBAKOTCA ciejyiollee
3Ha4YeHus:

o ona pexuma flow - 309
o ona pexuma urlget - 310
o ANA pexuma sipget - 311

e db.ftp.Idds_Idst id - nvopeHTUMKaTOP TNa UCTOYHMKA ANns pexumos flow n sipget npu BcTaBke
ftp paHHbIX, N0 ymonyaHuo 307

e db.email.ldds_ldst_id - ngeHTUdUKaTOp TMNa NCTOYHUKA ANA PeXuMa sipget npy BCcTaBke email
OaAHHbIX, Mo ymMondaHuio 304

e db.im.ldds_ldst id - noaeHTUUKaTOP TUNa NCTOYHUKA 415 pexuMa sipget npu BCTaBke im
OaHHbIX, Mo ymon4yaHuo 306

e db.terminal.ldds_ldst_id - nuaeHTUdunKaTOpP THMNa NCTOYHMKA ANS pexuMa flow npu BCTaBke
terminal gaHHbIX, No ymon4yaHuio 308

e db.h323.ldds_ldst_id - noeHTMdurKaTOp TMNa NCTOYHUKA AN1A pexumMma flow npu BcTaBke h323
[AaHHbIX, Mo ymon4aHuio 311

e db.ftp_proto - noeHTudmKaTopbl ANA onpeaeneHna AaHHbIX Kak ftp n ux 3aHecenme B B[, no
ymon4yaHuio "20,21,69,115,152,349,574,662,989,990,3713,6620,6621,6622,65086". Ans
OTKJI04eHMA HeobxoAMMO yKasaTb none.

e db.ssh_proto - ngeHTUUKaTOpPLI 4518 ONpefesieHnsa AaHHbIX Kak terminal n nx 3aHeceHue B bJ,
no ymonyaHuio "22,23,3820,992,220". Ins oTKNO4EHNA HE0bX0AMMO yKa3aTb none.

e db.h323 proto - ngeHTUMKaTOPLI AN onpefeneHns AaHHblX Kak h323 v nx 3aHeceHue B b,
no ymonyaHuio "4569,49217". Onda oTkNYeHns HeobxoamMmMo ykasaTb hone.

e db.require_subscriber_id - npoBepaTb Hanu4yme subscriber_id BO BXOAHbIX AaHHbIX, MO
ymonyaHuio true. Ecnm subscriber_id 6yneT oTcyTCTBOBaTbL M NapaMeTp BbICTaBEH B true, TO
3anuce bygeT oTbpolueHa, o 4em byneT coobuieHo B MHDOPMaLIMOHHOM hanne

e db.http.length.htrg_url - MakcumansHoe KonmyecTBO CMMBOIOB 418 nons htrq_url. Mo
ymosidaHuio 1024

e db.ftp.length.ftpc_server name - MakCMManbHOE KOJIMYECTBO CUMBOJIOB /15 NOJIA
ftpc_server_name. o ymonyaHuio 256

e db.ftp.length.ftpc_user name - MakCMMasibHOE KONNYECTBO CMMBOJIOB AJ11 NONA
ftpc_user_name. o ymonyaHuio 64

e db.ftp.length.ftpc_user _password - MakCMasibHOE KOJIMYECTBO CUMBOJIOB A1 MOA
ftpc_user_password. Mo ymon4aHuio 256

e db.email.length.emlc_sender - MakCcMManbHOe KONMYECTBO CUMBOJIOB A1 oS emlic_sender.
Mo ymonyaHuio 256

e db.email.length.emlc_subject - MakcumanbHoe KoNMYeCTBO CMMBOOB Ans nons emic_subject.
Mo ymonyaHuio 256

e db.email.length.emlc_reply to - MakcumanbHoe KoNM4ecTBO CUMBOIOB Aas noas emic_reply to.
Mo ymonyaHuio 256

e db.email.length.emcr_receiver - MakCMMaibHOE KONNYECTBO CMMBOJIOB [J1A MOJ1S €MCr_receiver.
Mo ymonyaHuio 256

e db.email.length.mlcs_server - MakcuMasibHOE KONNMYECTBO CMMBOOB ANd nons mlcs_server. Mo
ymon4aHuo 256

e db.im.length.imcn_user_login - MakcMManbHOE KONNMYECTBO CMMBOJIOB A8 NOS
imcn_user_login. Mo ymonvaHuto 20

e db.im.length.imcn_user_password - MakCManbHOe KOJIN4eCTBO CUMBOJIOB /151 NOJIA
imcn_user_password. Mo ymonyaHuio 16

e db.im.length.imcn_sender_screen_name - MakCMaJibHOE KOJIMYECTBO CMMBOJIOB A1 M0JIA
imcn_sender_screen_name. 1o ymon4yaHuto 32

e db.im.length.imcn_sender_uin - MakCMManbHOE KOJINYECTBO CUMBOJIOB /151 NOJIA


ftp://ftp.length.ftpc_server_name
ftp://ftp.length.ftpc_user_name
ftp://ftp.length.ftpc_user_password

imcn_sender_uin. Mo ymonyaHuio 256

e db.im.length.imcr_receiver_screen_name - MakC/MaJibHOE KOJIN4ECTBO CUMBOJIOB /15 NOJIA
imcr_receiver_screen_name. 1o ymon4yaHuio 32

e db.voip.length.vipc_conference_id - MakcumManbHoe KOM4eCTBO CUMBOJIOB OJ151 MOJS
vipc_conference_id. Mo ymonyaHuto 64

e db.voip.length.vipc_originator_name - MakcumManbHoe KOM4eCTBO CUMBOJIOB A5 MONS
vipc_originator_name. Mo ymon4yaHuio 64

e db.voip.length.vipc_calling_original_number - MakcumanbHoe KOM4eCTBO CUMBOJIOB A5 MOS
vipc_calling_original_number. Mo ymonyaHwuio 128

e db.voip.length.vipc_called _original_number - MakCMasibHOe KOJIMYECTBO CMMBOJIOB A5 N0JA
vipc_called_original_number. Mo ymonyaHuio 128

e db.do_content_id - chnar, no3sonsowmn coxpaHATb dpi session_id B nonsx data_content_id 64.
Mo ymonyanuio false

MapameTp nat

JlaHHble NapaMeTpbl NO3BONSIOT AOMNOJHUTL flow AaHHBIMU O TPAHCAALMAX afPECOB B Cy4Yae nUX
OTCYTCTBMSI BO BXOAHOM chaiine.

 nat.sessions_dir - kaTanor ona noucka annos TpaHcnaunin NAT. Ona obpaboTkm bepyTca
nocsieHue no BpeMeHu co3gaHuns gannsl. Macka novcka tannos url *.dump, url_*.dump.gz.

¢ nat.files_cnt - konnyecTso hannos, KoTopble ByayT ncnonb3oBaHbl Aas 0bpaboTku. Mo
ymon4daHuio 1 cpann.

®ann TpaHCNAUMA fo/KeH BbiTb B (hopMaTe CSV C CMMBOJIOM pa3aeneHns Tabynsums n uMeTb
cnepyowmin hopmaT nonen:

Ne nona OnucaHue

Bpemsa TpaHcnaumm

MNpoTokon

Tun cobbiTus NAT

IP appec NCTo4YHMKa

MopT NCTOYHMKA

IP appec nctoyHmka nocse NAT
MopT ncto4yHmka nocne NAT

N o WIN|KF

MapameTp logging

[laHHbIN NapaMeTp OTBEYAET 3a HACTPOWKY IOrMPOBAHMS NMPOrpPaMMbl.

* logging.loggers.root.level - ypoBeHb IOrMpoBaHus

¢ logging.loggers.root.channel - kaHan gns BbiBoAa Co0bLLEHNN

¢ logging.channels.fileChannel.class - knacc kaHana BblBOAa

¢ logging.channels.fileChannel.path - nyTb K nor-panny

e logging.channels.fileChannel.rotation - napameTp poTauun

¢ logging.channels.fileChannel.archive - napameTp nMeHn apxmBHbIX hannos

¢ logging.channels.fileChannel.purgeCount - KONM4eCTBO apXMBHbIX (hain1oB

¢ logging.channels.fileChannel.formatter.class - knacc hoopmaTMpoBLLNKA

¢ logging.channels.fileChannel.formatter.pattern - wabnoH ana opmaTnpoBLLMKa



O bonee noapobHO 03HAKOMUTBLCA C MapaMeTpaMm NOrMPoBaHNA MOXKHO Mo ccbiike Class

logging.channels.fileChannel.formatter.times - Bpems

FileChannel.

CtaTtuctuka paboTbl NnporpaMmbi

Tunbl NoNen CTaTUCTUYECKUX AaHHbIX 0 paboTe NporpaMmsl.

Pexum sip

read_lines - KONNMYeCTBO NPOYUTAHHBLIX CTPOK BXOLHOro (hanna
sip_bye - konuyecTso 3anncen SIP BYE
Sip_invite - konnyecTso 3anucen SIP INVITE

Sip_MIss - KONNYeCTBO 3anncen, He NMeKLLNX NHPOPMALIMIO B K3LLIe COeANHEHNN

count_ftp - kosinyecTso 3anucen ftp

bad_ftp - KosinyecTBO ftp 3anucen He coxpaHeHHbIX B hann
out_ftp - KonmyecTBo ftp 3anucen ycnewHo COXpaHeHHbIX B (han
dup_ftp - konuyecTso fybnmposaHHbIX ftp 3anucen

count_mail - Kosin4ecTso 3anucen mail

bad_mail - konimyecTBo mail 3anncen He coxpaHeHHbIX B hann
out_mail - konmyecTso mail 3anuncen ycnewHo coXxpaHeHHbIX B (ai
dup_mail - konnyecTso fybampoBaHHbIX Mail 3anucen

count_im - KOIMYeCTBO 3anucert im

bad_im - Konnm4yecTBo im 3anucen He COXPaHEHHbIX B (hain
out_im - KOJIN4eCTBO im 3anucen yCrnewHo COXPaHeHHbIX B hann
bad_sip - KonM4ecTBO Sip 3aNncen He COXPaHeHHbIX B (haln
out_sip - KONMYeCTBO Sip 3anucen ycnewHo COXPaHeHHbIX B (hann
dup_sip - Konm4ecTBo Ay6AMpPOBaHHbIX Sip 3anucen

work_time - Bpema paboTbl NporpamMmbl B MUIINCEKYHAAX

Pe>xum url

read_lines - KONNMYeECTBO NPOYMUTAHHBLIX CTPOK BXOLHOro (hanna

Sess_Mmiss - KONMYeCTBO 3anncen 419 KOTOPbIX HET MHDOPMaLUKN B flaHHbIX O CeCCURX
resp_miss - KoJIM4eCTBO 3anucen o KOTopbIX HET NH(opMaLny B AaHHbIX 06 0TBeTax
resp_skip - Konn4yecTBo OTOPOLLEHHbIX 3anucein (3T 3annucn oTBeTbl OT CepBePOB)

out_lines - KoIMYeCTBO COXPaHEHHbIX CTPOK B BbIXOAHOM (haisie
work_time - Bpems paboTbl NporpamMMbl B MUINCEKYHAAX

Pexum flow

read_lines - KOIMYECTBO NPOYUTAHHBLIX CTPOK BXOAHOMO (hanna
marked_as_tor - KoJin4ecTBO 3anucei, NPOMapKNMpPoBaHHbIX Kak TOR
out_lines - K0NMYeCTBO COXPaHEHHbIX CTPOK B BbIXOAHOM (haisie
work_time - Bpema paboTbl NporpamMmbl B MUINCEKYHAAX


https://pocoproject.org/docs/Poco.FileChannel.html
https://pocoproject.org/docs/Poco.FileChannel.html
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