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Coopka IPFIX notokoB rcollector2

BBepeHue

YTunnta npefHasHavyeHa ona OnoJHeHUS AaHHbIMU BCMOMOraTeNbHbIX MOTOKOB TakUX Kak
clickstream, SIP 13 notoka ceccuin (netflow). Mo ymMmon4aHuMo NoSly4YeHHbIe AaHHble COXPAHATCS B
(hannbl, HO faHHbIE TaK XXe MOXHO coxpaHaTb 1 B b1 UC COPM-3.

YcTaHOBKa U OOHOBJNIeHMe

1. nopgkno4uTe penosutapum VAS Experts aHanornyHo n.1 MHCTpykumm yctaHoskmu DPI.
2. ycTtaHosuTe rcollector2:

yum install -y rcollector2

3. HacTponTe hannbl KOHGUrypaumm B gupektopun /etc/rcollector2 cm. nanee

o BHuMmaHume! Mpn nepexoae ¢ npeablayLen sepcum rcollector Ha rcollector2 Heobxoanmo BHeCTH
N3MEHEHWS B CKPUMTbI 3aMycKa.

daunnbl NOCTAaBKU

1. npumMepbl KOHPUTypaLumnu:

/etc/rcollector2/rc2flowprocess - npuMmep ucnosHsemoro anna ons o06paboTkm
ceccun (netflow)

/etc/rcollector2/rc2urlprocess - npumep UCnNoaHseMoro anna ana obpaboTku
HTTP ceccun

/etc/rcollector2/rc2sipprocess - npuMep ucrnonHsaemoro danna ans obpaboTku
SIP ceccun

/etc/rcollector2/rcollector flow.properties - npumep KOH(PUIrypaunmoHHOro
anna onsa pexunma pabotel flow

/etc/rcollector2/rcollector url.properties - npuMep KOHOUIYPaLIMOHHOIO
thanna onsa pexnma pabotel url

/etc/rcollector2/rcollector sip.properties - npumep KOH(UrypaunoHHOro
thanna ona pexuma pabotel sip

2. UCNonHAeMbI (ainn:

/bin/rcollector2


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:rcollector

NMapaMeTpbl 3anycKa nporpamMmmsl

Mporpamma rcollector2 nmeeT cnepytowine napameTpbl 3anycka:
usage: rcollector2 Onuunn

onunn:

e -h, --help oT0bpa3nTb KPaTKYyIO CPaBKY.

e -fCONFIG, --config-file=CONFIG KOH(UrypaLnoHHbIA (aii.

e -mMODE, --mode=MODE pexum paboTbl nporpammsl. Pexxumbl: flow, urlget, sipget

¢ -UidUNIQUEID, --uniqueid=UNIQUEID yHUKanbHbIN HOMEP TO4YKN 0BpaboTKu.

e -ifINFILE, --infile=INFILE BxogHown chainn.

e -ofOUTFILE, --outfile=OUTFILE BbixogHOW thann.

e -asnASN, --localasn=ASN CN1COK NOKasbHbIX aBTOHOMHbIX CUCTEM (pa34eneHHbIX 3anaTon)

e -oufOUTFILTER, --outfilter=OUTFILTER BbiBOA4 O0TAeNbHbIX 3anucei no dpi protocol id B dawnn.
®opmaT: <outfile>,<protocol>,...<protocol>|[next filter]. NMpumep: telnet.dump,22,23

e -tdUSEFILTER, --tordb=USEFILTER nyTb K channy c IP agpecamu cetun TOR. o ymon4yaHuio
/var/data/tor/ip.db.gz.

e -sdbDIR, --sessiondb=DIR nyTb K KaTanory ¢ AaHHbIMI 0 ceccusx. Mo ymonyaHuio
/var/db/rcollector.

e -outmailFILE, --outfilemail=FILE BbixogHOM (hann Ansa AaHHbIX 0 mail coeAnHeHMAX B pexume
sipget.

e -outftpFILE, --outfileftp=FILE BbIxooHOW hann ona gaHHbIX o0 ftp coegmHeHnsx B pexnme sipget.

e -outimFILE, --outfileim=FILE BbiIxogHOW hann Ana faHHbIX 0 im CoeMHEHNAX B pexume sipget.

e -dhINTEGER, --depth=INTEGER rnybuHa noucka asios C fJaHHbIMN O CeCCUAX.

e -sdrt, --session-db-read-thread ncnonb3oBaTh HECKONBLKO MOTOKOB MPU 3arpy3ke AaHHbIX O
ceccusx.

o BHuMaHme! B HeKoTopbIX Ciy4asax, HanpuMmep, npu YactoMm cbpoce kewa OC, faHHas onuuns
MOXET CYLLECTBEHHO YBEJINYNTb BPEMS 3arpy3ku faHHbIX 0 ceccusix. Mpu ncnonb3oBaHUy SaHHON
onuuu, No yMon4yaHuio, CO34al0TCs 2 NOTOKa ANS YTeHUs AaHHbIX. B npuMepax ncnonHsaeMbix
¢pannoB yKkasaHa paHHas onuus.

® -V, --Version BbIBECTW BEPCUIO NMPOrpaMMbl.
KoHdpurypauus

MapameTpbl paboTbl NporpamMMbl 3a4atoTCca B .properties danse. o ymonyaHuio 3arpyxaercs
KOH(hMrypaLMOHHbIN hann n3 kaTanora /etc/rcollector2 ¢ umeHem rcollector MODE.properties, roe
MODE 370 BbibpaHHbIN pexum paboTel. Ans pexuma flow - flow; ona pexuma urlget - url; ons
pexumMma sipget - sip.

ol'lpm BCTaBKe [aHHbIX B B[l, B KOHUIypaLVOHHOM (haiiie 06sa3aTenbHO [0/KHbI ObITb 3aaHbl
cnepyioLLme napameTpbi:

* db.host



e db.port

e db.user

e db.pass

e db.name

e db.telco_code

e db.bad rows_dir

* db.validation_error_path

Mpwn BCTaBKe faHHbIX B B[] BbIXOAHbIE (halsibl HE CO3[al0TCA. B cnyyae oTCyTCTBMA NOAKIOYEHNS K
bl 6yaoyT co3aaBaThCA BbIXOAHbIE (halsibl COrIaCHO NapaMeTpaM KOMaHAHOW CTPoKK. B npouecce
paboTbl MOXeT co3haBaTbCA (haln B KaTanore n3 napametpa db.validation_error_path, koTopbii
KOTOPbIN COAEPXUT KPaTKyo MH(opMauuio 06 oTOpoLLeHHbIX AaHHbIX, HE NPoLeLANX NPOBEPKY Ha
Hann4ne HeobxoAnMbIX nonen. ViMa anna coOOTBETCTBYET MMEHU BXOAHOro anna ¢ fobanseHnem
paclunpeHus .err .

MapameTtp cachedb

JaHHbI NapamMeTp No3BOASET HACTPOUTb PaboTy ¢ halinamMm AaHHbLIX O CECCUNAX.

e max_reader _threads - MakCManbHOE KOIMYECTBO MOTOKOB, 3aMyCKaeMbIX OAHOBPEMEHHO, ANA
YTEHWUs OaHHbIX 0 ceccnax ns gannos. Llenoe yncno ot 0 go 6.

o B HEKOTOPLIX CNyYasX CAULIKOM 60/bLIOE KOJIMYECTBO NMOTOKOB MOXKET MPUBECTY K
3aMefSIeHMIo 3arpy3Ku (painos, YTo NpuBedeT K oblieMy 3ameneHnto 06paboTKN AaHHbIX.

MapameTp stats

JaHHbIV NapamMeTp yCTaHaB/MBaeT BO3MOXHOCTb OTNPABKN CTaTUCTUKKU paboTbl NporpamMmsl B
telegraf.

e socket path - nyTb k datagram socket telegraf'a.
e tag - Ter, BbiICTaBAsieMbIl B nose rcollector tag npw oTnpaske ctaTncTukuy B telegraf.

MapameTp db

[laHHble MapameTp NO3BONAET OPraHM30BaTb BbIBOA MOJyYeHHbIX AaHHbIX B B[] UIC COPM-3.

e host - agpec cepsepa postgresql

e port - nopT

e user - UMA MoJib30BaTeNs

® pass - NapoJib NoJib3oBaTens

e name - uma b1

e bad rows_dir - kaTanor ons pasmelleHns ¢annos ¢ gaHHeIMKU B hopmaTe PGCOPY, KoTOpble
Oblnn 0TBEPrHyThl CepBepoM posgresql

» validation_error_path - kaTanor ansa ¢annos c onucaHMeM NPUYnHLI 415 06POLLIEHHBIX BXOLHbIX
HaHHbIX

e copy_threads - Kofin4eCcTBO MOTOKOB, KOTOPbLIE BCTABNAT AaHHble B posdresql ncnonb3ya COPY



B BMHapHOM hopMaTe, No yMon4yaHuto 1
e commit_rows - KONNM4eCTBO CTPOK B OAHOM OJ10Ke, 0TNpaBaseMoM Ha 3anucb B 64 npu
ncnonb3osaHum COPY, no ymondanuto 5000
* telco_code - ngeHTUmkaTop telco Ang 3anncy B COOTBETCTBYIOLLEe nose 64
e db.llds_id - ngeHTUdMKATOP THMa UCTOYHMKA, MO YMOJIHAHWUIO YCTaHABNBAIOTCA CliefytoLlee
3HaYeHus:
o ans pexuma flow - 309
o onga pexuma urlget - 310
o Onsa pexuma sipget - 311
e db.ftp.ldds_Idst_id - naeHTUdMKaTOP TUNa NCTOYHUKA ANns pexnmoB flow u sipget npn BcTaBke
ftp gaHHbIX, N0 ymonyaHuio 307
e db.email.ldds_ldst id - npeHTUdUKaTOp TMNa NCTOYHUKA 4119 pexuMa sipget npy BcTaBke email
[AaHHbIX, N0 ymondaHuo 304
e db.im.ldds_ldst id - noeHTUMKaTOP TMa NCTOYHMKA 418 pexnmMa sipget npu BCTaBke im
OaHHbIX, 1Mo ymondaHuio 306
e db.terminal.ldds_Idst id - ngeHTUMKaTOP TNA UCTOYHMKA AN pexuma flow npu BcTaske
terminal gaHHbIX, No ymonyaHuio 308
e db.h323.ldds_ldst id - npeHTUdUKaTOp TMNa NCTOYHUKA AN1a pexuMma flow npu BcTaBke h323
AaHHbIX, Mo ymon4yaHuio 311
e db.ftp_proto - naeHTudmKaTopbl 4Na onpeaeneHna faHHbIX Kak ftp u ux 3aHecexve B BJl, no
ymosyaHuio "20,21,69,115,152,349,574,662,989,990,3713,6620,6621,6622,65086". Ans
OTK/4YeHMA HeobxoAnMOo yKasaTb none.
e db.ssh_proto - ugeHTUdUKaTOpPLI 4119 ONpeaeneHnsa AaHHbIX Kak terminal n ux 3aHeceHue B bJ,
no ymon4yaHuio "22,23,3820,992,220". Ansa oTKN04eHUs HeobXoaMMO yKa3aTb hone.
e db.h323 proto - ngeHTUUKaTOPLI AN18 ONpefeneHnsa gaHHbIX Kak h323 n nx 3aHeceHue B b/,
no ymonyanuio "4569,49217". Onda oTkNoYeHns Heobxoammo ykasaTb none.
e db.require_subscriber_id - npoBepaTb Hann4yme subscriber_id BO BXOAHbIX AaHHbIX, MO
ymon4daHuio true. Ecnm subscriber_id 6yneT oTcyTCTBOBaTb M MapaMeTp BbiCTaB/eH B true, To
3anunce bygeT oTbpolueHa, o Yem byneTt coobLieHo B MHhOPMaLMOHHOM hanne

MapamerTp logging

JaHHbI NapamMeTp OTBEYaAET 3a HAaCTPOWKY IOrMPOBaHUS NPOrpaMMmsl.

* logging.loggers.root.level - ypoBeHb nornposaHus

* logging.loggers.root.channel - kaHan gna BbiBOAa CO06LLEHNI

¢ logging.channels.fileChannel.class - knacc KaHana BbiBOAa

¢ logging.channels.fileChannel.path - nyTb K nor-panny

e logging.channels.fileChannel.rotation - napameTp poTauun

e logging.channels.fileChannel.archive - napameTp umMmeHn apxmBHbIX hainios

* logging.channels.fileChannel.purgeCount - K0IM4eCTBO apXMBHbIX hanios

¢ logging.channels.fileChannel.formatter.class - knacc hoopmaTMpOBLLNKaA

¢ logging.channels.fileChannel.formatter.pattern - wabnox ans popmaTmMpoBLLMKa
¢ logging.channels.fileChannel.formatter.times - Bpems

o Bonee noapobHO 03HAaKOMUTLCS C MapamMeTpPaMn JIOrMpPoBaHMA MOXHO Mo ccbisike Class
FileChannel.


https://pocoproject.org/docs/Poco.FileChannel.html
https://pocoproject.org/docs/Poco.FileChannel.html

CtatucTtuka paboTbl nporpaMmmbl

Tunbl NoONen CTaTUCTUYECKUX AaHHbIX O pa60Te nporpamMmel.

PeXum sip

read_lines - KOIM4ECTBO NPOYUTAHHBIX CTPOK BXOAHOrO (hansia
sip_bye - konnyecTso 3anucen SIP BYE

Sip_invite - konnyecTso 3anucen SIP INVITE

Sip_MIsS - KONNMYECTBO 3anncen, He NMELLNX NHGOPMALIMIO B K3LLIE COeANHEHMNI
count_ftp - konmyecTso 3anucen ftp

bad_ftp - konmyecTBo ftp 3anncen He coxpaHeHHbIX B hann

out_ftp - konmyecTso ftp 3anucern ycnewHo coxpaHeHHbIX B (ai
dup_ftp - konnyecTBo AybnmposaHHbIX ftp 3anucen

count_mail - konnyecTso 3anucen mail

bad_mail - konnyecTBo mail 3anucen He COXpaHeHHbIX B (hans
out_mail - konnyecTso mail 3anucen ycnewHo COXpaHeHHbIX B (ait
dup_mail - konuyecTso fybnmMpoBaHHbIX Mail 3anucen

count_im - KONIM4eCTBO 3anucer im

bad_im - Konnm4yecTBo im 3anucen He COXPaHEeHHbLIX B (ain

out_im - KoJIN4eCTBO im 3anucen yCnewHo COXpPaHeHHbIX B (hann
bad_sip - Konn4ecTBO Sip 3aNnCen He COXPaHEHHbIX B (haln

out_sip - KONMYeCTBO Sip 3anuncern ycnewHo COXPaHeHHbIX B (ain
dup_sip - konm4ecTBo AY6AMPOBaHHbIX Sip 3anucei

work_time - Bpems paboTbl NporpaMMbl B MUINCEKYHAAX

Pexxum url

read_lines - KOMYECTBO NPOYUTAHHBLIX CTPOK BXOAHOMO (hansa

Sess_Mmiss - KOMYeCTBO 3anncen 419 KOTOPbIX HeT MHOPMaLUKN B laHHbIX O CeCCUsIx
resp_miss - KoJIM4eCcTBO 3anncen aas KOTOPbIX HET MHDOPMaLMK B AaHHbIX 06 oTBeTax
resp_skip - Konn4ecTBO OTOPOLLEHHbIX 3aNnCen (3TK 3anncK OTBEThI OT CepBepoB)
out_lines - KOIMYeCTBO COXPaHEHHbIX CTPOK B BbIXOAHOM hainsie

work_time - Bpema paboTbl NporpamMmbl B MUIINCEKYHAAX

Pexum flow

read_lines - KOSIN4ECTBO NPOYUTAHHBLIX CTPOK BXOAHOrO (hansia
marked_as_tor - KonmM4ecTBO 3anucen, NPOMapKUpoBaHHbIX kak TOR
out_lines - KOIMYeCTBO COXPaHEHHbIX CTPOK B BbIXOAHOM haisie
work_time - Bpema paboTbl NporpamMmbl B MUIINCEKYHAAX
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