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Coopka IPFIX notokoB rcollector2

BBepeHue

YTunnta npefHasHavyeHa ona OnoJHeHUS AaHHbIMU BCMOMOraTeNbHbIX MOTOKOB TakUX Kak
clickstream, SIP 13 notoka ceccuin (netflow). Mo ymMmon4aHuMo NoSly4YeHHbIe AaHHble COXPAHATCS B
(hannbl, HO faHHbIE TaK XXe MOXHO coxpaHaTb 1 B b1 UC COPM-3.

YcTaHOBKa U OOHOBJNIeHMe

1. nopgkno4uTe penosutapum VAS Experts aHanornyHo n.1 MHCTpykumm yctaHoskmu DPI.
2. ycTtaHosuTe rcollector2:

yum install -y rcollector2

3. HacTponTe hannbl KOHGUrypaumm B gupektopun /etc/rcollector2 cm. nanee

o BHuMmaHume! Mpn nepexoae ¢ npeablayLen sepcum rcollector Ha rcollector2 Heobxoanmo BHeCTH
N3MEHEHWS B CKPUMTbI 3aMycKa.

daunnbl NOCTAaBKU

1. npumMepbl KOHPUTypaLumnu:

/etc/rcollector2/rc2flowprocess - npuMmep ucnosHsemoro anna ons o06paboTkm
ceccun (netflow)

/etc/rcollector2/rc2urlprocess - npumep UCnNoaHseMoro anna ana obpaboTku
HTTP ceccun

/etc/rcollector2/rc2sipprocess - npuMep ucrnonHsaemoro danna ans obpaboTku
SIP ceccun

/etc/rcollector2/rcollector flow.properties - npumep KOH(PUIrypaunmoHHOro
anna onsa pexunma pabotel flow

/etc/rcollector2/rcollector url.properties - npuMep KOHOUIYPaLIMOHHOIO
thanna onsa pexnma pabotel url

/etc/rcollector2/rcollector sip.properties - npumep KOH(UrypaunoHHOro
thanna ona pexuma pabotel sip

2. UCNonHAeMbI (ainn:

/bin/rcollector2


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:rcollector

NMapaMeTpbl 3anycKa nporpamMmmsl

Mporpamma rcollector2 nmeeT cnepytowine napameTpbl 3anycka:
usage: rcollector2 Onuunn

onunn:

e -h, --help oT0bpa3nTb KPaTKYyIO CPaBKY.

e -fCONFIG, --config-file=CONFIG KOH(UrypaLnoHHbIA (aii.

e -mMODE, --mode=MODE pexum paboTbl nporpammsl. Pexxumbl: flow, urlget, sipget

¢ -UidUNIQUEID, --uniqueid=UNIQUEID yHUKanbHbIN HOMEP TO4YKN 0BpaboTKu.

e -ifINFILE, --infile=INFILE BxogHown chainn.

e -ofOUTFILE, --outfile=OUTFILE BbixogHOW thann.

e -asnASN, --localasn=ASN CN1COK NOKasbHbIX aBTOHOMHbIX CUCTEM (pa34eneHHbIX 3anaTon)

e -oufOUTFILTER, --outfilter=OUTFILTER BbiBOA4 O0TAeNbHbIX 3anucei no dpi protocol id B dawnn.
®opmaT: <outfile>,<protocol>,...<protocol>|[next filter]. NMpumep: telnet.dump,22,23

e -tdUSEFILTER, --tordb=USEFILTER nyTb K channy c IP agpecamu cetun TOR. o ymon4yaHuio
/var/data/tor/ip.db.gz.

e -sdbDIR, --sessiondb=DIR nyTb K KaTanory ¢ AaHHbIMI 0 ceccusx. Mo ymonyaHuio
/var/db/rcollector.

e -outmailFILE, --outfilemail=FILE BbixogHOM (hann Ansa AaHHbIX 0 mail coeAnHeHMAX B pexume
sipget.

e -outftpFILE, --outfileftp=FILE BbIxooHOW hann ona gaHHbIX o0 ftp coegmHeHnsx B pexnme sipget.

e -outimFILE, --outfileim=FILE BbiIxogHOW hann Ana faHHbIX 0 im CoeMHEHNAX B pexume sipget.

e -dhINTEGER, --depth=INTEGER rnybuHa noucka asios C fJaHHbIMN O CeCCUAX.

e -sdrt, --session-db-read-thread ncnonb3oBaTh HECKONBLKO MOTOKOB MPU 3arpy3ke AaHHbIX O
ceccusx.

o BHuMaHme! B HeKoTopbIX Ciy4asax, HanpuMmep, npu YactoMm cbpoce kewa OC, faHHas onuuns
MOXET CYLLECTBEHHO YBEJINYNTb BPEMS 3arpy3ku faHHbIX 0 ceccusix. Mpu ncnonb3oBaHUy SaHHON
onuuu, No yMon4yaHuio, CO34al0TCs 2 NOTOKa ANS YTeHUs AaHHbIX. B npuMepax ncnonHsaeMbix
¢pannoB yKkasaHa paHHas onuus.

® -V, --Version BbIBECTW BEPCUIO NMPOrpaMMbl.
KoHdpurypauus

MapameTpbl paboTbl NporpamMMbl 3a4atoTCca B .properties danse. o ymonyaHuio 3arpyxaercs
KOH(hMrypaLMOHHbIN hann n3 kaTanora /etc/rcollector2 ¢ umeHem rcollector MODE.properties, roe
MODE 370 BbibpaHHbIN pexum paboTel. Ans pexuma flow - flow; ona pexuma urlget - url; ons
pexumMma sipget - sip.

ol'lpm BCTaBKe [aHHbIX B B[l, B KOHUIypaLVOHHOM (haiiie 06sa3aTenbHO [0/KHbI ObITb 3aaHbl
cnepyioLLme napameTpbi:

* db.host



e db.port

e db.user

e db.pass

e db.name

e db.telco_code

e db.bad rows_dir

* db.validation_error_path

Mpwn BCTaBKe faHHbIX B B[] BbIXOAHbIE (halsibl HE CO3[al0TCA. B cnyyae oTCyTCTBMA NOAKIOYEHNS K
B[ 6ynyT co3naBaTbCsa BbIXOAHbIE (halibl COrlacHO NapaMeTpam KOMaHLHON CTPOKMW.

MapameTp cachedb

[laHHbIA NapaMeTp No3BOJISET HAaCTPOUTL PaboTy C hannamm faHHbIX O CECCUSAX.

e max_reader_threads - MakcManbHOe KOSIMYECTBO NMOTOKOB, 3aMyCKaeMbIX OAHOBPEMEHHO, AN
4YTEeHUs OaHHbIX 0 ceccnax ns gpannos. Llenoe yncno ot 0 go 6.

o B HEKOTOPbIX C/lyYasix CANWKOM 60SbLIOE KOSMYECTBO MOTOKOB MOXET NPUBECTU K
3aMe[JIeHNIo 3arpy3ku Pannos, YTo NpuBedeT K obLiemMy 3amenneHnto 06paboTKn AaHHbIX.

MapameTp stats

JaHHbIN NapameTp yCTaHaBAMBAET BO3MOXHOCTb OTMPaBKN CTAaTUCTUKKN paboTel NporpaMmbl B
telegraf.

e socket path - nyTb kK datagram socket telegraf'a.
e tag - Ter, BbICTaBAsieMbI B noJsie rcollector_tag npw oTrnpaske cTaTucTukuy B telegraf.

MNapameTtp db

[aHHbIe NapaMeTp NO3BONSET OpraHnU30BaTh BbIBOA MNOJy4eHHbIX AaHHbIX B B[] UC COPM-3.

e host - agpec cepsepa postgresq|

e port - nopT

e user - UMS Nonb30BaTENS

® pass - NapoJib NoJib3oBaTens

e name - uma bl

e bad rows_dir - kKaTtanor ons pasmelleHms ¢annos ¢ gaHHbiMKU B hopmaTe PGCOPY, KoTOpble
6bl1M OTBEPrHYThLI CepBEPOM posgresql

* validation_error_path - kaTanor ansa gansios c onucaHMeM NPUYUHLI 415 0OPOLLIEHHbIX BXOA4HbIX
LaHHbIX

e copy_threads - Konn4ecTBO NOTOKOB, KOTOPbLIE BCTaBAAT AaHHble B posqresql ncnonb3sysa COPY
B BMHapHOM hopMaTe, No yMon4aHuto 1

e commit_rows - KOJIM4eCTBO CTPOK B 04HOM 6/10Ke, 0OTNpaBAseMOM Ha 3anuck B 64 npw

ncnonb3osaHum COPY, no ymonyanuto 5000

telco_code - noeHTumkaTop telco gns 3anucu B cooTBeTCTBYIOLEE NoJie 64



e db.llds_id - noeHTUMKaTOP TMA UCTOYHMKA, MO YMOHAHWIO YCTaHaBAMBAOTCA ciefyiollee
3HaYeHUs:
o ans pexuma flow - 309
o Onsa pexuma urlget - 310
o Ond pexuma sipget - 311
e db.ftp.ldds_Idst id - noeHTUMKaTOP TNa UCTOYHMKA ANns pexunmos flow n sipget npu BcTaBke
ftp paHHbIX, N0 ymonyaHuo 307
e db.email.ldds_ldst_id - npeHTUduKaTOp TMNa NCTOYHUKA ANA peXuMa sipget npy BCcTaBke email
OaHHbIX, 1Mo ymondaHuio 304
e db.im.ldds_ldst_id - naeHTUUKaTOP TUNa NCTOYHUKA 415 pexuMa sipget npu BCTaBke im
AaHHbIX, Mo ymon4yaHuo 306
e db.terminal.ldds_ldst_id - nuaeHTUdunKaTOp THNa NCTOYHMKA ANS pexuma flow npu BCTaBke
terminal gaHHbIX, No ymonyaHuio 308
e db.h323.ldds_ldst_id - npeHTUduKaTOp TMNa NCTOYHUKA AN1A pexuMma flow npu BCTaBke h323
OaAHHbIX, Mo yMon4aHuio 311
e db.ftp_proto - naeHTudmkaTopbl 4Na onpeaeneHna faHHbIX Kak ftp n ux 3aHecenme B b[l, no
ymon4daHuio "20,21,69,115,152,349,574,662,989,990,3713,6620,6621,6622,65086"
e db.ssh_proto - ugeHTUuKaTOpPLl 4119 ONpeaeneHnsa AaHHbIX Kak terminal n ux 3aHeceHue B bJ,
no ymoJsidaHumio "22,23,3820,992,220"
e db.h323 proto - nugeHTUUKaTOpPLI AN18 ONpefeneHns daHHbIX Kak h323 n nx 3aHeceHue B b/,
no ymonyanuto "4569,49217"

MapameTp logging

JaHHbI NapaMeTp OTBEYAET 3a HACTPOWMKY IOrMPOBAHUS NPOrPaMMBl.

* logging.loggers.root.level - ypoBeHb JlorMpoBaHus

e logging.loggers.root.channel - kaHan gns BbiBOAa Co0bLLEHNN

¢ logging.channels.fileChannel.class - Knacc kaHana BbIBOAA

e logging.channels.fileChannel.path - nyTb K nor-panny

¢ logging.channels.fileChannel.rotation - napameTp poTauuu

¢ logging.channels.fileChannel.archive - napameTp MMeHN apXMBHbIX (hansioB

¢ logging.channels.fileChannel.purgeCount - K0oIM4eCTBO apXMBHbIX a0

e logging.channels.fileChannel.formatter.class - knacc (hoopMaTUpPOBLLMKA

e logging.channels.fileChannel.formatter.pattern - wabnoH ana opmaTnpoBLLMKa
¢ logging.channels.fileChannel.formatter.times - Bpems

0 bonee noapobHO 03HAaKOMUTLCS C MapamMeTpaMn JIOrMpPoBaHMA MOXHO No ccblsike Class
FileChannel.

CraTtucTuka paboTbl NnporpaMmbi

Tunbl Nonen CTaTUCTUYECKUX AaHHbIX 0 paboTe NporpaMMmsl.

PeXum sip


https://pocoproject.org/docs/Poco.FileChannel.html
https://pocoproject.org/docs/Poco.FileChannel.html

e read_lines - KONNMYECTBO NPOYUTAHHbBIX CTPOK BXOLHOr0O (hanna

e sip_bye - konnyecTBo 3anucen SIP BYE

e sip_invite - konimyecTso 3anucen SIP INVITE

* Sip_MIsSS - KONNYECTBO 3anncen, He NMEeKLLMX NHDOPMALIMIO B KILLIE COeANHEHMNN
e count_ftp - konnyecTso 3anucen ftp

e bad ftp - konnyecTso ftp 3anucen He coxpaHeHHbIX B (hann

e out_ftp - KosimyecTBo ftp 3anncen ycnewHo coxpaHeHHbIX B hai

e dup_ftp - konnyecTBo fybnuposaHHbIX ftp 3anucen

e count_mail - Konn4yecTso 3anucer mail

e bad _mail - konnyecTBo mail 3anncen He COXpaHeHHbIX B hann

e out_mail - konnyecTBo Mail 3anuncen ycrnewHo COXpaHeHHbIX B han
e dup_mail - konnyecTso fybnmpoBaHHbIX Mail 3anucen

e count_im - KONMYeCTBO 3anucer im

e bad_im - KOIN4ECTBO iM 3anncen He COXPaHEeHHbIX B (halnn

e out_im - KOJINYECTBO iM 3anncen yCrnewHo COXPaHeHHbIX B hann

e bad_sip - KOIN4eCTBO Sip 3anncen He COXpPaHeHHbIX B (han

e out_sip - KONNYECTBO Sip 3anmncern yCnewHo COXPaHEeHHbIX B (ainn

e dup_sip - Kosin4ecTBO AY6AMPOBaAHHbLIX Sip 3anucen

e work _time - Bpemsa paboTbl NporpamMmbl B MUIINCEKYHAX

Pexxum url

e read_lines - KONNYECTBO NPOYUTAHHbLIX CTPOK BXOLHOr0O (hanna

® SesS_MIsS - KOMYeCTBO 3anncen 419 KOTOPbIX HeT MHOPMaLUKN B laHHbIX O CeCCUsX
® resp_miss - KOMY4eCTBO 3anncen 419 KOTOPbIX HeT UH(OpMaLUM B flaHHbIX 06 oTBeTax
e resp_skip - KonM4eCcTBO OTOPOLLEHHbIX 3annCen (3TK 3annMcK OTBETHI OT CepBepOB)

e out_lines - KONMYeCTBO COXPaHEHHbIX CTPOK B BbIXOAHOM (haisie

e work_time - Bpems paboTbl MporpaMMbl B MUIJIMCEKYHAAX

Pexum flow

read_lines - KOSIN4ECTBO NPOYUTAHHBLIX CTPOK BXOAHOrO (hansia
marked_as_tor - KoJIn4ecTBO 3anucei, NPOMapKMpoBaHHbIX Kak TOR
out_lines - KOIMYECTBO COXPaHEHHbIX CTPOK B BbIXOAHOM haisie
work_time - Bpema paboTbl NporpamMmbl B MUIINCEKYHAAX
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