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Coopka IPFIX notokoB rcollector2

BBepeHue

YTunnta npefHasHavyeHa ona OnoJHeHUS AaHHbIMU BCMOMOraTeNbHbIX MOTOKOB TakUX Kak
clickstream, SIP 13 notoka ceccuin (netflow). Mo ymMmon4aHuMo NoSly4YeHHbIe AaHHble COXPAHATCS B
(hannbl, HO faHHbIE TaK XXe MOXHO coxpaHaTb 1 B b1 UC COPM-3.

YcTaHOBKa U OOHOBJNIeHMe

1. nopgkno4uTe penosutapum VAS Experts aHanornyHo n.1 MHCTpykumm yctaHoskmu DPI.
2. ycTtaHosuTe rcollector2:

yum install -y rcollector2
3. HacTponTe hannbl KOHGUrypaumm B gupektopun /etc/rcollector2 cm. nanee

O BHumaHKe! Mpu nepexofe ¢ npeabliaywen sepcun rcollector Ha rcollector2 HeobxoAnMO BHECTM
M3MEHEeHWs B CKPUMTbI 3aMycKa.

dansibl NOCTAaBKH

1. npumMepbl KOHGUrypaunu:

/etc/rcollector2/rc2flowprocess - npumep ucrnonHsemoro ganna ons obpaboTku
ceccun (netflow)

/etc/rcollector2/rc2urlprocess - npuMep UcrnonHsemoro anna ans obpaboTku
HTTP ceccun

/etc/rcollector2/rc2sipprocess - npumep UCnojaHsemoro ¢anna ana obpaboTku
SIP ceccun

/etc/rcollector2/rcollector flow.properties - npumep KOHPUIrypaunoHHOro
danna onsa pexunma pabotel flow

/etc/rcollector2/rcollector url.properties - npumep KOH(PUrypaunoHHOro
hanna onsa pexnma pabotel url

/etc/rcollector2/rcollector sip.properties - npuMep KOHOUIYpaLMOHHOIO
thannia gns pexuma pabotbl sip

2. UCNOJIHAEeMbIN hann:

/bin/rcollector?2


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:rcollector

NMapaMeTpbl 3anycKa nporpamMmmsl

Mporpamma rcollector2 nmeeT cnepytowine napameTpbl 3anycka:
usage: rcollector2 Onuunn

onunn:

e -h, -help oT0bpa3nTbL KPaTKylo CrIPaBKY.

e -fCONFIG, -config-file=CONFIG KOH®UrypaLNOHHbIN (aini.

e -mMODE, -mode=MODE pexum paboTbl nporpammsl. Pexxumbl: flow, urlget, sipget

¢ -UidUNIQUEID, -uniqueid=UNIQUEID yHUKanbHbIN HOMEP TO4KK 06paboTKu.

e -ifINFILE, -infile=INFILE BxogHoWn hainn.

e -ofOUTFILE, -outfile=OUTFILE BbixogHOW thann.

¢ -asnASN, -localasn=ASN CNNCOK NOKasbHbIX aBTOHOMHbIX CUCTEM (pa3AeieHHbIX 3anaTon)

e -oufOUTFILTER, -outfilter=OUTFILTER BbiBOA4 O0TAeNbHbIX 3anucein no dpi protocol id B dawnn.
®opmaT: <outfile>,<protocol>,...<protocol>|[next filter]. NMpumep: telnet.dump,22,23

e -tdUSEFILTER, -tordb=USEFILTER nyTb K thanny c IP agpecamu cetn TOR. Mo ymon4aHuto
/var/data/tor/ip.db.gz.

e -sdbDIR, -sessiondb=DIR nyTb K KaTanory ¢ gaHHbIMW 0 ceccusx. Mo ymonyaHuio
/var/db/rcollector.

e -outmailFILE, -outfilemail=FILE BbixogHOW (hann ons AaHHbIX 0 Mail coeANHEHMAX B pexume
sipget.

e -outftpFILE, -outfileftp=FILE BbIxooHOW thann ona gaHHbIX 0 ftp coegmHeHnsx B pexunme sipget.

e -outimFILE, -outfileim=FILE BbiIxogHOW (hainn ona faHHbIX O im CoefMHEHMAX B pexume sipget.

e -dhINTEGER, -depth=INTEGER rnybuHa noucka anos ¢ faHHbIMN O CeCCuaXx.

e -sdrt, -session-db-read-thread ncnonb3oBaTh HECKONBLKO MOTOKOB MPU 3arpy3ke AaHHbIX O
ceccusx.

O BhHumaHve! B HEKOTOpbIX CAyYasax, HanpuMep, Npu YacTtom cbpoce kewa OC, oaHHasA onums
MOXeT CYLLEeCTBEHHO YBeINYNTb BPeMS 3arpy3Kn SaHHbIX 0 ceccusx. Npu ncnonb3oBaHum SaHHOM
onuuKn, No YMO4aHMK, CO34a0TCA 2 NOTOKA A1 YTEHUS OaHHbLIX. B npuMepax ucnosiHAeMbixX
¢pannoB yKasaHa paHHaa OnuuA.

° -V, -Version BbIBECTU BEPCUIO NMporpamMmmsbl.
KoHdpurypauus

MapameTpbl paboTbl MporpaMMbl 3agatoTcs B .properties danne. Mo ymon4aHuMIo 3arpy>xaeTcs
KOH(MrypaunoHHbIN hainn n3 KaTanora /etc/rcollector2 ¢ umeHem rcollector MODE.properties, roe
MODE 570 BbibpaHHbIN pexuM paboTel. Ans pexuma flow - flow; gna pexuma urlget - url; ans
pexuma sipget - sip.

Onpv scTaske gaHHbIX, B B B KOHPUIYPALIMOHHOM (haitsie 06A3aTeNbHO HOIKHbI GbiTb 3aAaHbl
cnepyioLLme napameTpbl:

e db.host
e db.port
e db.user



e db.pass

e db.name

e db.telco_code

e db.bad_rows_dir

e db.validation_error_path

MNpwn BCTaBKe AaHHbIX B B[] BbIX0AHbIE halsibl HE CO3A4al0TCA. B calydae OTCYTCTBUSA NOAKIIOYEHUS K
B[ 6ynyT co3naBaTbCA BbIXOAHbIE (halsibl COrIAaCHO NapaMeTpam KOMaHLHON CTPOKM.

MapameTp cachedb

[laHHbIA NapaMeTp No3BONSET HAaCTPOUTb PaboTy C hainamm AaHHbIX O CECCUSIX.

e max_reader_threads - MakcManbHOE KOJIMYECTBO NOTOKOB, 3aMyCKaeMblX OAHOBPEMEHHO, AN
YTEeHWUs AaHHbIX 0 ceccuax u3 gannos. Llenoe yncno ot 0 0o 6.

Os HEKOTOPbIX CAyYasXx CAULWKOM 60SbLIOE KOIMYECTBO MOTOKOB MOXET MPUBECTM K 3aMeaIeHNIO
3arpy3ku ansoBs, 4TO nNpueeneT K 0buiemy 3amegneHunio 06paboTky OaHHbIX.

MapameTp stats

JaHHbIN NapameTp yCTaHaBAMBAET BO3MOXHOCTb OTMPaBKN CTAaTUCTUKKN paboTel NporpaMMbl B
telegraf.

e socket path - nyTb kK datagram socket telegraf'a.
e tag - Ter, BbICTaBAsieMbIn B noJie rcollector_tag npw oTrnpaske cTaTUCTUKK B telegraf.

MapameTtp db

IaHHbIe MapaMeTp NO3BONSET OpraHM30BaTh BbIBOA MNOJly4eHHbIX AaHHbIX B B[] UC COPM-3.

¢ host - agpec cepsepa postgresql

e port - nopT

e user - UMA NoJsib3oBaTeNs

* pass - Naposb MNosnb3oBaTeNs

e name - uma b[

e bad rows_dir - kKaTtasnor ons pasmelleHms ¢annos c gaHHoIMKU B hopmaTe PGCOPY, KoTOpble
Oblnn 0TBEPrHYTHI CEPBEPOM posgresql

* validation_error_path - kaTanor gna ¢annos c onucaHneM NpMYnHbI 4N 06POLLIEHHbBIX BXOAHbIX
AaHHbIX

e copy_threads - KonM4ecTBO NOTOKOB, KOTOPbIE BCTaBNAT AaHHble B posqresql ucnonbsysa COPY
B BuHapHOM (hopmaTe, No ymonyaHumio 1

e commit_rows - KOJIM4eCTBO CTPOK B 04HOM 6/10Ke, 0OTNpaBAseMOM Ha 3anuce B 64 npw
ncnonb3osaHun COPY, no ymonyanuio 5000

e telco _code - ngeHTngurkaTop telco ons 3anncy B COOTBETCTBYIOLEe none 64

e db.llds_id - noeHTUMKaTOP THMA UCTOYHMKA, MO YMOHaHWIO YCTaHaBAMBAOTCA ciefyiollee
3HaYeHUs:

o ans pexuma flow - 309



o ansa pexuma urlget - 310
o AN pexuMma sipget - 311
e db.ftp.ldds_ldst id - nopeHTUdMKaTOP TNa UCTOYHMKA ANns pexunmos flow n sipget npu BcTaBke
ftp gaHHbIX, N0 ymMonyaHuio 307
e db.email.ldds_ldst_id - naeHTUMKaTOP TUNA NCTOYHUKA 415 pexuMa sipget npu BcTaBke email
[AaHHbIX, N0 ymMmonyaHuio 304
e db.im.ldds_ldst id - noeHTUMKaTOP TMa UCTOYHMKA 419 pexnmMa sipget npu BCTaBke im
[AaHHbIX, N0 ymondaHuio 306
e db.terminal.ldds_ldst_id - naeHTUduMKaTOp TMNa NCTOYHUKA 4N1A pexrMa flow npu BCTaBke
terminal gaHHbIX, N0 ymonyaHuio 308
e db.h323.ldds_ldst_id - noaeHTUUKaTOp TUNA NCTOYHUKA ANs pexuma flow npu BcTaBke h323
AaHHbIX, Mo ymon4yaHuio 311
e db.ftp_proto - noeHTudmKaTopsl 4Na onpeaeneHna faHHbIX Kak ftp u ux 3aHecexme B BJl, no
ymon4yaHuio "20,21,69,115,152,349,574,662,989,990,3713,6620,6621,6622,65086"
e db.ssh_proto - ngeHTUdUKaTOpPLI AN18 ONpefesieHnsa AaHHbIX Kak terminal n nx 3aHeceHue B bJ,
no ymonyanuio "22,23,3820,992,220"
e db.h323 proto - nugeHTUUKaTOPLI 4114 ONpeaeneHnsa AaHHbIX Kak h323 n nx 3aHeceHue B b/,
no ymosiqaHuio "4569,49217"

MapamerTp logging

JaHHbI NapamMeTp OTBEYAET 3a HAaCTPOWKY IOrMPOBaHUS NPOrpaMMmsl.

e logging.loggers.root.level - ypoBeHb nornposaHus

* logging.loggers.root.channel - kaHan gna BbiBOAa CO06LLEHNI

¢ logging.channels.fileChannel.class - knacc KaHana BbiBOAa

¢ logging.channels.fileChannel.path - nyTb K nor-panny

¢ logging.channels.fileChannel.rotation - napameTp poTauuu

e logging.channels.fileChannel.archive - napameTp umeHn apxmBHbIX hainioB

* logging.channels.fileChannel.purgeCount - K0In4eCTBO apXmBHbIX hanios

¢ logging.channels.fileChannel.formatter.class - knacc hoopmaTMpOBLLNKa

¢ logging.channels.fileChannel.formatter.pattern - wabnox ans opmaTmMpoBLLMKa
¢ logging.channels.fileChannel.formatter.times - Bpems

O bonee noApobHO 03HaKOMUTBLCS C MapaMeTpamu JIOrMpPoBaHUSA MOXHO Mo ccbiyike Class
FileChannel.

CraTtucTuka paboTbl NnporpaMmbi

Tunbl Nonen CTaTUCTUYECKUX AaHHbIX 0 paboTe NporpaMMmsl.

PeXum sip

read_lines - KONMYECTBO NPOYMUTAHHbLIX CTPOK BXOLHOro (hanna

e sip_bye - konuyectso 3anucen SIP BYE

Sip_invite - konnyecTso 3anucen SIP INVITE

Sip_MIss - KONNMYECTBO 3anncen, He NMeKLLNX NHPOPMALIMIO B K3LLIe COeANHEHNN


https://pocoproject.org/docs/Poco.FileChannel.html
https://pocoproject.org/docs/Poco.FileChannel.html

e count ftp - KonimyecTso 3anucen ftp

e bad ftp - konnyecTso ftp 3anucen He coxpaHeHHbIX B (hann

e out_ftp - KosinyecTBo ftp 3anncen ycnewHo coXxpaHeHHbIX B hai
e dup_ftp - konnyecTBo fybnuposaHHbIX ftp 3anucen

e count_mail - konnyecTso 3anuncen mail

e bad_mail - konnyecTBo mail 3anucen He coxpaHeHHbIX B (hann

e out_mail - Konim4ecTBo Mail 3anncen ycnewHo COXpaHeHHbIX B hai
e dup_mail - konnyecTso AybamMpoBaHHbIX Mail 3anucen

e count_im - KONMYeCTBO 3anucen im

e bad_im - KONMYECTBO iM 3anucen He COXPaHEHHbIX B (hann

e out_im - KOJIN4eCTBO iM 3anucen yCnewHo COXPaHeHHbIX B (ann
e bad _sip - KONMYeCTBO Sip 3anucent He COXPaHEHHbIX B han

e out_Sip - KONNYECTBO Sip 3anuncern ycnewHo COXpaHeHHbIX B (ain
e dup_sip - Konn4ecTBo AyHAMPOBaHHbIX Sip 3anucen

e work_time - Bpems paboTbl NporpaMMbl B MUJIMCEKYHAAX

Pexxum url

e read_lines - KONNMYECTBO NPOYUTAHHbLIX CTPOK BXOLHOI0O (hanna

® SesS_Miss - KOIMYeCTBO 3anncen 419 KOTOPbIX HET MHOPMaLUN B laHHbIX O CeCCUAX
® resp_Mmiss - KOJIM4ECTBO 3anucen AN KOTOPbIX HET MHOPMaLMK B faHHbIX 06 oTBeTax
e resp_skip - KOIM4eCTBO OTOPOLLEHHbIX 3aMnUCeN (3TU 3annucK OTBETHI OT CEPBEPOB)

e out_lines - KONMYECTBO COXPaAHEHHbIX CTPOK B BbIXOAHOM hainsie

e work _time - Bpemsa paboTbl NnporpamMmbl B MUIINCEKYHAAX

Pexum flow

read_lines - KONNMYeCTBO NPOYMUTAHHBLIX CTPOK BXOLHOro (hanna
marked_as_tor - KonnM4ecTBO 3anucen, NPOMapKUpoBaHHbIX kak TOR
out_lines - KONIMYeCTBO COXPaHEHHbIX CTPOK B BbIXOAHOM haisie
work_time - Bpema paboTbl NporpamMmbl B MUIINCEKYHAAX
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