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Coopka IPFIX noTtokoB rcollector

BBepeHue

YTunnta npefHasHavyeHa ona OnoJHeHUS AaHHbIMU BCMOMOraTeNbHbIX MOTOKOB TakUX Kak
clickstream, SIP n3 notoka ceccuin (netflow).

NHcTannauua m obHoBneHue

1. nopgkntoyuTe penosutapum VAS Experts aHanornyHo n.1l MHCTpykumMm ycTaHoskmu DPI.
2. ycTaHoBuTe rcollector:

yum install -y rcollector

3. HacTpouTe hannbl KOHUrypaumm B gupekTopun /etc/rcollector cm. panee

dansibl NOCTAaBKH

1. npumepbl KOHGUrypauuu:

/etc/rcollector/ipfixreceiver2.conf - npumep koHpurypaumm gns clickstream
(http 3anpocsl)

/etc/rcollector/ipfixreceiverflow2.conf - npumep KOHGpUrypauum ons
nosyyYyeHna nHgopMauum o ceccnsax (aHanor netflow)
/etc/rcollector/ipfixreceiversip2.conf - npumep KOHGUrypauum Ans noayyvyeHuns
MH(OpMaLMM 0 Sip COeaMHEeHUsX

/etc/rcollector/rcflowprocess - npumep McnoaHsemoro ganna gna o6paboTkm
ceccun (netflow)

/etc/rcollector/rcurlprocess - npumep ucnoaHsemoro ¢anna ong obpabotkn HTTP
ceccum

/etc/rcollector/rcsipprocess - npumep ncnonHsemoro ganna gna obpabotkn SIP
ceccui

2. hanbl NporpaMMbl pacnosiaratoTcsa B AUPEKTOPUN:
/usr/local/lib/rcollector.d/
3. BCnomoraTesibHble (halbl:

/etc/dpiui/port proto.txt - wHdopMauus o TpaHCAALUN NAEHTUDUKaTOPA
NPOTOKONA B HAMMEHOBaHMeE,
NCNOJb3YeTCHA B YTUAUTE ANS MONYYEHUA TEKCTOBOIrO MMEHM NPOTOKOA

4. CCbIIKM Ha NCNONHAEMbIN MOoLOy/b:

/usr/local/bin/rcollector -> nAWHK Ha
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/usr/local/lib/ipfixreceiver.d/rcollector

HacTpouka KoHdurypauum

1. co3panTe gupekTopun ANna pasMeweHuns gannos ipfixreceiver n rcollector

npumMep ons yctponcrtsa 111:<code>

mkdir -p /var/dump/111/ipfixflow
mkdir -p /var/dump/111/ipfixsip
mkdir -p /var/dump/111/ipfixurl

mkdir -p /var/collector/111/email

mkdir -p /var/collector/111/ftp

mkdir -p /var/collector/111/http requests
mkdir -p /var/collector/111/raw flow
mkdir -p /var/collector/111/sip

mkdir -p /var/collector/111/ssh

2. CKOMMpymnTe npumMepbl KOHOUrypaLunoHHbIX (hannos /etc/rcollector B gupekTopuio
Jetc/rcollector/<NNN>, <NNN> - ngeHTngmkaTop yCTPONCTBa

npumMep ons ycrponcrtea 111:<code>

mkdir -p /etc/rcollector/111

cp /etc/rcollector/* /etc/rcollector/111
chmod a+x /etc/rcollector/111/rc*

3. HacTpouTe KOHUrypaLmnoHHble annbl ipfixreceiver:

B pannax ipfixreceiver2.conf, ipfixreceiverflow2.conf,
ipfixreceiversip2.conf:<code>

1. ycTaHaBAMBaeM [aHHble MOPTOB MpMemMa NOTOKOB B 3aBUCMMOCTM OT KOHpurypauun DPI,
Hanpumep ans clickstream 1501:

port=1501

2. yCTaHOBUTE 06paboTymK NpuHATOro anna, Hanpumep gns clickstream ycTtponcTea
111:

processcmd=/etc/collector/111/rcurlprocess %%s

3. yCTaHOBUTE ANPEKTOPUIO 4SS NOJYyYEeHHbIX (hannos, Hanpumep ana clickstream:
dumpfiledir=/var/dump/111/ipfixurl/

4. HacTpomTe KOH(UrypaunoHHble annel rcollector. Mpumep ang yctponctea 111, nokanbHble
ASN=47438,57451,56613,65535 ycTaHaB/iMBaeM cnefytolmne 3Ha4eHNsa nepeMeHHbIX B
dannax rcflowprocess, rcurlprocess, rcsipprocess:

chome="/var/collector/111"

cipfix="/etc/rcollector/111"
localASN="47438,57451,56613,65535"

devuid="111"

roe

chome - kopHeBas gMpekTopus pesynbTUpyLwnx ¢hanaos KoAIeKTopa
cipfix - KopHeBas gmpekTopus (ainsioB KOHpUrypaumm


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2

localASN - nokanbHble aBTOHOMHbIE CUCTEMbI OMepaTopa CBA3N
devuid - Homep yCTponcTBa

5. co3panTe hann ona potauunm noros

cat /etc/logrotate.d/ipfix
/var/log/dpiui*. log
/var/log/rflowcollector. log
{

rotate 5

missingok

notifempty

compress

size 10M

daily

copytruncate

nocreate

postrotate

endscript

}

6. co3fanTe 3aflaHnNa nepemMeLlaloLne Gannbl B apxXuB UK yaansiolWme nx Kak B npumepe:

# dell collector data after 1.5 and 1 days

15 * * * * /pin/find /var/collector/ -name url_\*gz -cmin +2160 -delete
> /dev/null 2>&1

05 * * * * /pin/find /var/db/rcollector/ -name \*.val -cmin +120 -
delete > /dev/null 2>&1

15 * * * * /pin/find /var/dump/ -name url \*gz -cmin +1440 -delete >
/dev/null 2>&1
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