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MpuemM IPFIX paHHbIX ipfixreceiver

BBepeHue

YTunuta npefHa3HavyeHa A5 npreMa noTtoka AaHHbIX OT YCTPONCTB No NpoTokoy IPFIX 1
COXpaHeHMeM JaHHbIX B BUAe hanna Ana nocnenywouien ob6paboTku nx gpyruMm cpeacrTsamm.

NHcTannauua m obHoBneHue

Cent0OS6

1. noagkntoymTe penosutopuint VAS Experts
rpm --import http://vasexperts.ru/centos/RPM-GPG-KEY-vasexperts.ru
rpm -Uvh
http://vasexperts.ru/centos/6/x86 64/vasexperts-repo-1-0.noarch.rpm
2. ycTaHoBuTe ipfixreceiver:

yum install -y ipfixreceiver

3. NpoBepbTEe U3MEHEHUS B KOH(DUTYPaLMOHHBIX (haisiax Ha COOTBETCTBME BEPCUM CM. pa3aen
"Ba)KHble nameHeHmnsa"

Cent0S7

1. noagknoymTe penosutopuint VAS Experts
rpm --import http://vasexperts.ru/centos/RPM-GPG-KEY-vasexperts.ru
rpm -Uvh
http://vasexperts.ru/centos/6/x86 64/vasexperts-repo-1-0.noarch.rpm
2. yCTaHoBMTe peno3uTtopuin epel
yum -y install epel-release
3. ycTaHoBka peno3utopus forencis:
rpm --import https://forensics.cert.org/forensics.asc
rpm -Uvh
https://forensics.cert.org/cert-forensics-tools-release-el7.rpm

4. yctaHosuTe ipfixreceiver:

yum -y install libfixbuf --disablerepo=forensics
yum -y install netsa-python netsa silk



yum -y install ipfixreceiver --disablerepo=forensics

5. npoBepbTe U3MEHEHUS B KOHDUTYPaLMOHHBIX (haiiax Ha COOTBETCTBME BEPCUM CM. pa3aen
"BaHble n3meHeHns"

Ba)kHble u3aMeHeHusa B Bepcum 1.0.3 no oTHoweHuo K 1.0.2

1. n3MeHeH KoHUrypaumnoHHbIn hann B YacTu npeobpasosaHus IP agpecos, ¢ Bepcun 1.0.3
Heobxoamnmo yka3biBaTb decodeipv4, decodeipv6 B 3KCMOPTHOW MOaenn, NpuMep:

source ip4, decodeipv4

destination ip4, decodeipv4

2. CoXpaHeHue nHhopMaLnn B haitn BbIHECEHO B OTAENbHbIN NPOLECC, YHUTbIBANTE YTO NpU
60/1bLLIOM KoMYecTBe ceccun (>25k cec/cek) npouecc byaeT NOMHOCTbLIO 3arpyxaTb 2 4pa
npoueccopa. Ans npoBepkKu, 4TO npouecc ycnesaeT 06paboTaTh BECb MOTOK AaHHbLIX B pEXUMe
DEBUG pob6aBneHbl coobuieHns
(a)cnt=NNNNN - oTnpasneH bydep ¢ AaHHLIM HOMEPOM
(b)ent=YYYYY - coxpaHeH bydep ¢ AaHHbIM HOMEPOM.

3. BBefeH napameTp buffer_size - pa3mep bydepa obMeHa Mexy NpoLeccom npuema 1 3anncu B
thann, ncnonblyetca B pasgene [dump], no ymonyaHuio 3HavyeHme napametpa 100000 3anucen
(opueHTMpoBaHO Ha 20I6uT Tpaduka unm 25 000 ceccun B cek). ECm KONMYECTBO CeCCUin B
CEeKYHAY 3Ha4yMTeNbHO MeHbLUEe, TO 06583aTeNbHO NPONOPLNOHANLHO N3MEHUTE AAHHLIN
napameTp.

dansibl NOCTaBKH

1. npumepbl KOHGUrypauuu:

/etc/dpiui/ipfixreceiver.conf - npumep KoHpurypauum gna clickstream (http
3anpochbl)

/etc/dpiui/ipfixreceiverflow.conf - npumMep KoOHUrypauuu ons NosyvyeHus
NHopMaumn o ceccmax (aHanor netflow)

/etc/dpiui/ipfixreceiversip.conf - npumep KoHUrypauum gns noayvyeHus
MHOpMaLWKM 0 Sip CoeAMHEeHUsX

2. (palnbl NPOrpaMMbl pacnosaratTCcs B AUPEKTOPUN:
/usr/local/lib/ipfixreceiver.d/
3. BCnomoraTesibHble (halbl:

/etc/dpiui/port proto.txt - wuHpopmauus o TpaHCAALUN NAEeHTUDUKaTOPa
NPOTOKOJIa B HAMMEHOBaHMe,
NCMosb3yeTCs B YTUINTE A5 NOJlyYeHUs TEKCTOBOr0 MMEHMN NPOTOKO1a

4. CCbIIKM Ha NCNONHAEMbIN Mooy b:



/usr/local/bin/ipfixreceiver -> nUHK Ha
/usr/local/lib/ipfixreceiver.d/ipfixreceiver

AononHuTesNbHbIe HacTpouku OC

1. HacTpownTe iptables ona npuema BHELWHUX AaHHbIX
Ons paboTbl ipfixreceiver'a TpebyeTcs OTKPbITb NOPTLI KOTOPbLIE Tak e byAyT NCNoJIb30BaTbCH
B KOH(Urypauuu B pasaene [connect]
Hanpvmep Bamu ncnosb3yotcsa npotokoa TCP, 1500 nopT 1 IP=212.12.11.10

[connect]
protocol=tcp
host=212.12.11.10
port=1500

Inda npuema IPFIX noToka y Bac B /etc/sysconfig/iptables gomxHo 6biTb Cnenytoliee NpaBuIo:
-A INPUT -p tcp -m state --state NEW -m tcp --dport 1500 -j ACCEPT
He 3abyabTe 4TO nocne BHeceHMs npasua B iptables TpebyeTca nepesanyck:

service iptables restart

2. HaACTpOWTEe poTaLmio JIOroB
Mpumep poTauun ansa nor canna /var/log/dpiuiflow.log, co3nante B agupekTopun
/etc/logrotate.d/ pann flowlog cneaytouiero coagepxaHums

/var/log/dpiui*.log {
rotate 5
missingok
notifempty
compress
size 10M
daily
copytruncate
nocreate
postrotate
endscript

ObpaTnTe BHUMaHME Ha NCMONb30BaHNe MeToda copytruncate, nHaye tann byaeT nepecosgaH
M 3anucb Jiora 13 npoLecca npekpaTuTCs.

CooTBeTCTBEHHO B KOH(Urypaumm ipfixreceiver y Bac B pasgene [handler _ipfixreceiverlogger]
yKa3aHo ciefyiollee:

args=('/var/log/dpiuiflow.log', 'a+"')



3. HacTponTe yganeHue cTapbix hansos. Hanpumep, yaaneHne ctapbiXx apxusoB (bonee 31 gHA)
C 3anNUCAMN 0 CECCUAX 3aMaKoBaHHbIX gzip:

15 4 * * * /pbin/find /var/dump/dpiui/ -name url \*.dump.gz -cmin +44640
-delete > /dev/null 2>&1

N3meHuTe cTpoyKy nopa Bawwm TpeboBaHusa n nobasbTe B hann /var/spool/cron/root.

NMapaMeTpbl 3anycKa nporpamMmmsl

YTunuta ipfixreceiver umeeT cnegyiowime napameTpbl 3anycka:

usage: ipfixreceiver start|stop|restart|status|-v [-f <config file>]
roe

start 3anyCK B peXxume cepBuca

stop - OCTaHOB CepBucCa

state COCTOsiHME paboThl cepBuCa

restart - nepesanyck cepsuca

-V - BbIBECTU UH(OPMaLNIO O BEpCUn

-f <config file> - ykasaTb haiia KOHUrypaumm gns 3anycka cepeuca

MNpumep:
ipfixreceiver start -f /etc/dpiui/ipfixreceiverflow.conf

KoHdurypauus

Mo ymon4yaHuio ncrnonb3syetcs ann KoHdurypauum /etc/dpiui/ipfixreceiver.conf.
Oconbwe NHOPMaLMN O KOHDUTYPMUPOBAHMM JIOTMPOBAHUSA MOXXHO HanWTK No ccolike Logging

CnyxeOHble pa3pensl

1. loggers - onpefenseT UCNoJsib3yemMble N0r NAEHTU(DUKATOPbI
2. handlers - onpepenseTt ncnonb3lyemble 06paboTynKu 45 COXpaHeHMs nora
3. formatters - onpenensieT ncnosb3lyemole hopMaThl 415 fora

logger_root

1. level - onpegensieT ypoBeHb SI0rMpoBaHMa (BepXHU YPOBEHbD)
B0o3MOXXHbIe 3Ha4YeHuns:

CRITICAL - TOJIbKO KpUTMYeCKUe OWMOKM, MUHUMAbHBIN YPOBEHb COOOLLEHMI
ERROR - BKJIt0Yasa owmnbKku
WARNING - BKJI0YaA npenynpexaeHns

INFO - BKJIlOYaa MHMOopMaLmio


https://docs.python.org/2.6/library/logging.html

DEBUG - BKJ1l0YMas OT/lago4yHble

NOTSET - Bce, MaKcuManbHbIA ypoBEHb COOBLLLEHNI (BKIOHAs BCE BbiLUe
nepevyncieHHble)
Mpumep:

level=DEBUG

2. handlers - ncnonb3yemblie 06paboTymKkmn coobLieHnin
Mpumep:

handlers=ipfixreceiverlogger

handler _ipfixreceiverlogger

1. class - knacc obpaboTymka
Mpumep:

class=FileHandler

2. level - ypoBeHb coobLieHni
level=DEBUG

3. formatter - HaumeHoBaHMe opmaTa coobLleHNI
formatter=ipfixreceiverlogger

4. args - napameTpbl 0bpaboTymKa

args=('/var/log/dpiuiflow.log', 'a+')

formatter _ipfixreceiverlogger

1. format - onucaHne topmaTta coobLieHus
Mpumep:

format=%(asctime)s - %(name)s - %(levelname)s - %(message)s

roe
%(name)s - M4 fora

%(levelname)s - ypoBeHb coobweHns ('DEBUG', 'INFO', 'WARNING', 'ERROR',
"CRITICAL'").

%(asctime)s - [paTa, no ymonyaHuo opmat “2003-07-08 16:49:45,896” (none

3anATaon ykasaHbl MUIJINCEKYHbI).
%(message)s - coobuieHmne

2. datefmt - onucaHue popmaTta gaThl
Mpumep:



datefmt="'%m-%d %H:%M'

connect

1. protocol - npoTokon (tcp nan udp).
protocol=udp

2. host - IP unn nmsa cepsepa
host=localhost

3. port - HOMep nopTa.

port=9996

dump

1. rotate_minutes - nepvof B MUHyTax, No NPOLUECTBUN KOTOPOro BPEMEHHbLIN (haiis B
dumpfiledir/<port>.url.dump byaeT nepemelleH B apxmB (Mv) 1 co3aaH HOBbI BPEMEHHbIN
hann.

rotate minutes=10

2. processcmd - KOMaHAa, KoTopas byaeT 3anyLleHa No OKOHYaHUW poTauun daina, napameTp
UMs haiina c NyTeM K HeMmy.

processcmd=gzip %%S
3. dumpfiledir - gupekTopus Kyaa byayT COXpaHATLCA halsibl C NPUHATHIMU AaHHbIMMK.
dumpfiledir=/var/dump/dpiui/ipfixflow/

4. buffer_size - pasmep 6ydepa obmeHa Mexay npoueccom npvema u 3anucu B gais, no
YMOJI4aHMI0 3HaYeHne napameTpa 100000 3anucen (opneHTUpoBaHo Ha 20I6uT Tpadurka nnm
25 000 ceccun B cek). ECm KonnM4eCcTBO CECCUI B CEKYHAY 3HAYUTESIbHO MEHbLUE, TO
0653aTeNbHO NPONOPLMOHANLHO U3MEHUTE AaHHLIN NapaMeTp.

InfoModel

BJIOK onunceiBaeT noJsiy4aemMble AaHHble no IPFIX npoTokony.

1. InfoElements - napameTp C onncaHneM 371eMeHTOB UH(OPMaLIMOHHON Moaenu ans IPFIX

InfoElements = octetDeltaCount, 0, 1, UINT64, True
packetDeltaCount, 0, 2, UINT64, True
protocolIdentifier, 0, 3, UINTS8

session id, 43823, 2000, UINT64, True



roe,

session _id - HaumeHoBaHwue rnons u3 onucaHma IPFIX cMm. pa3genbl
43823 - yHWMKanbHbIN HOMep opraHusaunn (enterprise number)
1 - yHVMKanbHbIN HOMep nons
UINT64 - Tumn nons

- MCNoJsib30BaTb 0bpaTHLIN Nopagok 6ant (endian).

True

nycTo.
Tunbl nonen:
Type Length | Type IPFIX
OCTET_ARRAY |VARLEN|octetArray
UINT8 1 unsigned8
UINT16 2 unsignedl6
UINT32 4 unsigned32
UINT64 8 unsigned64
INT8 1 signed8
INT16 2 signed16
INT32 4 signed32
INT64 8 signed64
FLOAT32 4 float32
FLOAT64 8 float64
BOOL 1 boolean
MAC_ADDR 6 macAddress
STRING VARLEN|string
SECONDS 4 dateTimeSeconds
MILLISECONDS |8 dateTimeMilliseconds
MICROSECONDS|8 dateTimeMicroseconds
NANOSECONDS |8 dateTimeNanoseconds
IPAADDR 4 ipv4Address
IP6ADDR 16 ipv6Address

HavmeHoBaHMe nonen n onncaHme MOXXHO B3ATb MO CCblIKaM:

1. Wa6noH akcnopTa Netflow B hopmaTe IPFIX
2. WabnoHbl akcnopTa clickstream un SIP
3. WabnoH skcnopTa AAA B chopmaTe IPFIX

HdononHuTtenbHas nHpopMauns:

Information Model for IP Flow Information Export

ExportModel

3HavyeHunss - True wnan

onpenensdaeT napaMeTpbl MOLENIN ANA SKCMOPTa, 3ape3epPBNPOBaHO A4 6y)1yLuero NCnosib3oBaHNA.

1. Mode - TUnN Ncnonb3yemoro 3KcrnopTa


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix
https://tools.ietf.org/html/rfc5102.html

Mode = File

ExportModelFile

OnucaHue mopenu skcnopTa File.
1. Delimiter pa3genutens nonen B cTpoke ( \t - Tabynauus, ewe npumeps - |,;)
Delimiter = \t
2. ExportElements - onnucaHme nonen KoTopble ByayT coXxpaHeHbl B hann.

ExportElements = timestamp, seconds, %%Y-%%m-%%d %%H:%%M:%%S.000+03
login
source ip4
destination ip4
host, decodehost
path, decodepath
referal, decodereferer
session_id
roe rnoss B Ka)Kaomn CTPOoKe:
NM$ - HaUMeHOBaHMe nons n3 nHhpopmaunoHHon mogenn [InfoModel] (login,
session id wuT.n.)
0bpaboTyumk - Nnpouenypa obpaboTkn Nons nepen BoIBOLOM

seconds - noJjie B CeKyHAax, oxxugaetcs opmaT

milliseconds - none B MUANCEKYHAAX, MUKPOCEKYHAOAX,
HaHOCEKyHAax oXuaaerca hopmaTt

decodehost - nepekoauposaTb U3 punycode B UTF-8

decodepath - nepekoauposaTb U3 urlencoding B UTF-8

decodereferer - nepekogmposaTb n3 (punycode,urlencoding) B
UTF-8

decodeproto - NepekoampoBaTb MOEHTUMUKATOP NPOTOKOA B
CTPOKY

opmaT - onucaHme chopmata ona seconds, milliseconds.
Mpumep: %%Y -%%M-%%d %%H : %%M: %%S . %%T+0300
PesynbTaT: 2016-05-25 13:13:35.621000+0300

Co3spnaem cepsuc B CentOS7

Co3paHue cepsuca B CentOS7 no waram, HasBaHue cepsuca ipfixl, ncnonb3syemas KOHOUrypaLums
/etc/dpiui/ipfixreceiver.conf, ncnonb3syembin nopt 1500.
Co3paem thann /etc/systemd/system/ipfix1.service cnegytowero cogep>xaHus:

[Unit]

Description=ipfix test restart
After=network.target
After=syslog.target



[Service]

Type=forking
PIDFile=/tmp/ipfixreceiver.1500.pid
ExecStart=/usr/local/bin/ipfixreceiver start -f

/etc/dpiui/ipfixreceiver.conf
ExecStop=/usr/local/bin/ipfixreceiver stop -f /etc/dpiui/ipfixreceiver.conf

ExecReload=/usr/local/bin/ipfixreceiver restart -f
/etc/dpiui/ipfixreceiver.conf

Restart=always

RestartSec=10s

[Install]
WantedBy=multi-user.target

BeinosiHAeM:
systemctl enable ipfixl.service

systemctl start ipfixl.service
systemctl daemon-reload

lpoBepsem:
systemctl status ipfixl.service -1

Ohue 3abyabTe npoBepuTh NOAHATHE CEPBUCA NOC/IE NEpPe3arpysKu

Mpobnembl u pewseHuns

1. KaK nosy4ynmTb BEPCUIO YTUANTBI?
Ncnonb3ynTe cnepyolwime KoMaHabl:
ipfixreceiver -v
yum info ipfixreceiver

2. MOXXHO /I Ha OAWH NopT oTnpasaaTh IPFIX noTokn ¢ pa3Hbix DPI?
Ja. EAMHCTBEHHOE B 3anncbiBaeMOM NMOTOKe ux OyaeT He pasnnymnTb.
3. KaK MOHATb, 4TO yTuUAnTa pabotaeT?

a) NpoBepbTE, 4TO MNOPT U3 KOHDUTYpaLMK NPOCNYLLIMBAETCA YTUANTON, HanpuMmep 1500:
netstat -nlp | grep 1500

b) npoBepbTe nor, HeT n ownbok

¢) MpoBepbTe, 4TO 3aNNUCb B MPOMEXYTOYHbIN haitn NPoMCXoanT, Hanpumep ansa 9996 nopta
(oupekTopua ans gannos - /var/dump/dpiui/ipfixurl):

tail -f /var/dump/dpiui/ipfixurl/9996.url.dump

4. BCe NPOBEPEHO, HO NpueMa coobLieHnn HeT?



a) 3abbliM OTKPbITL NOPT B iptables.

b) uHuumannsmposanu ipfixreceiver c HeBepHbIM IP cepsepa.

. C DPI npet 60nbLUOE KONMYECTBO ceccuin (bonee 2 MAH ceccuin/mMnH), npu BkntoyeHHom DEBUG
peXxnme BMAHO, 4TO cHeTHYMK obmeHa Bydhepamm He ycneBaeT 3anncaTh 40 NOJyHeHUs
cnegytowlero 60Ka 3anmcen, 4To MOXXHO caenaTb?

a) yoanuTe npeobpa3oBaHue faTbl B CTPOKY, 3TO YMEHbLUMT NPOLECCOPHOE BpeMS Ha
06paboTKy 1 LONONHUTESNIbHO NOJy4YnUTe YMeHbLUeHe obbeMa pesybTupyloLlero gpanna

b) ynanute npeobpa3zoaHue decodeipv4, HE3HAYMTESIbLHO, HO TaK Xe Moay4nuTe yCKopeHue
3anucuK ganna

¢) HacTponTe buffer size npu k-Be cec /cek 6onee 30k coBMecTHO ¢ n.d

d) yBennybTe 4acToTy npoueccopa 1 06beEM NamMaTy
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