CopepxaHue

IPFIX/NetflowV9 KonnekTop ipfiXreCeiVer2 ...
BBEIAECHME ...t a e e e e e e e e e et e e e rrrnn
YCTAQHOBKQ@ M OBHOBJIICHME ............cccevvieiiiiie ettt a e e et e e e st e e e s e e e s nnae e e e nneeeas

O] 010 1 S
L E 170 Y I Lo Lo - 114 PRSP
MapaMeTpPbl 3aMYCKa MPOTPAMMDI ................uvuueiiiiieieaasiiiiiiiira ettt e e e e e e e rraaaaaaaaaas
KOH@UIYPALIMA ...ttt e e e e e e e e e bbb rar e e e e e e e e ee s
O0PABOTKA CUTHAMA HUP .................co e e e eeeeeee s
TIPUMEPBI KOHMUIYPALME .............covvviiiiiiiiiiiie ettt e ettt e e e et e e e e et e e e e e s nbbreeaeesanes






IPFIX/NetflowV9 konnekTop ipfixreceiver2

BBepeHue

ipfixreceiver2 npenctasnseT us cebs IPFIX/NetflowV9 konnekTop co cnegyimm yHKLNOHANOM:

e [103BOJSIAET COXPaHATb MOJIy4YEHHbIE faHHble B HE0OX0AMMOM (hopMaTe B TEKCTOBLIV han.
e [lo3BONSAET penanumpoBaTb NoJly4eHHble AaHHbIe Ha apyrue IPFIX KonnekTopsl.

YcTaHOBKa U OOHOBNIeHUe

CentOS

1. NMogknoyute penosutopuinn VAS Experts
rpm --import http://vasexperts.ru/centos/RPM-GPG-KEY-vasexperts.ru
rpm -Uvh
http://vasexperts.ru/centos/6/x86 64/vasexperts-repo-1-0.noarch.rpm

2. MNopgkntoymTe peno3utopuin EPEL
3. YctaHosuTe ipfixreceiver2:

yum install -y ipfixreceiver2
4. Onsa obHoBneHus ipfixreceiver2 BbINOJHUTE KOMaHAY:

yum update -y ipfixreceiver2

daunnbl NOCTAaBKU

e ®aisibl C ONUCaHWEM TUMOB Nnosen AaHHbIX ipfix:

/etc/rcollector/xml/ipfix raw.xml - Twnbl nonen gaHHbix ipfix ang
fullflow.
/etc/rcollector/xml/ipfix_url.xml
clickstream (http 3anpocsl).

/etc/rcollector/xml/ipfix_sip.xml

Tunbl nonen fgaHHblx ipfix ons

Tuvnbl nonen gaHHbiXx ipfix ansa sip

COeAINHEHU.

/etc/rcollector/xml/ipfix aaa.xml - Twunbl nonen fgaHHbiXx ipfix gnd aaa
cobbITnn.

/etc/rcollector/xml/ipfix _nat.xml - Tunbl nonen faHHbix ipfix gng nat
cobbITnN.

e MprMepbl KOHPUrYPALMOHHbBIX (aI0B C ONUCAHNEM MOAENEN UMMOPTA W KCMOPTA AaHHbIX


https://fedoraproject.org/wiki/EPEL

ipfix:

/etc/rcollector/ipfixreceiver raw.ini
fullflow.
/etc/rcollector/ipfixreceiver raw new.
ana fullflow gna CKAT Bepcum 8.1 u BbliLLeE.
/etc/rcollector/ipfixreceiver url.ini
clickstream.
/etc/rcollector/ipfixreceiver sip.ini
Sip coeguHeHUN.
/etc/rcollector/ipfixreceiver_aaa.ini
aaa cobbiTmn.
/etc/rcollector/ipfixreceiver nat.ini
nat cobbiTum.

e icnonHaembln (ain:

/usr/bin/ipfixreceiver2

CentOS 6

- WmMnopT n akcnopT gaHHbix ipfix onsd

ini - MMMopT u 3KCNopT AaHHbIX ipfix

MMnopT 1 a3kcnopT AaHHbiX ipfix gns

AMnopT n akcnopT gaHHbix ipfix ond

MMnopT 1 3kcnopT gaHHbix ipfix ans

AMMopT u 3KCnopT faHHbIXx ipfix gng

e CKpUNTbI AN15 3anyCka NPoLLeccCoB MMMOPTa ¥ 3KCNopTa AaHHbIX ipfix:

/etc/init.d/ipfix raw - Ckpunt 3anycka ipfixreceiver2 c KOH(pUrypaunoHHbIM
tannom /etc/rcollector/ipfixreceiver raw.ini.
/etc/init.d/ipfix url - CkpunT 3anycka ipfixreceiver2 ¢ KOH(pUIrypaunoHHbLIM
annom /etc/rcollector/ipfixreceiver url.ini.
/etc/init.d/ipfix sip - CkpwunT 3anycka ipfixreceiver2 c KoH(UrypaunmoHHbIM
annom /etc/rcollector/ipfixreceiver sip.ini.
/etc/init.d/ipfix aaa - Ckpunt 3anycka ipfixreceiver2 ¢ KOH(pUrypaunoHHbIM
annom /etc/rcollector/ipfixreceiver aaa.ini.

CentOS 7

e CepBUCHble (hannbl a5 3anycka NpoueccoB MMMNOPTa M 3KCNopTa AaHHbIX ipfix:

/usr/lib/systemd/system/ipfix raw.service

CepBUCHbIV (hann oNs 3anycka

ipfixreceiver2 c KOH(pUrypaLnoHHbIM (hanaom

/etc/rcollector/ipfixreceiver raw.ini.
/usr/lib/systemd/system/ipfix url.service

CepBUCHbIN haln Ansa 3anycka

ipfixreceiver2 c KOH(pUrypauUMOHHbLIM haitiom

/etc/rcollector/ipfixreceiver url.ini.
/usr/lib/systemd/system/ipfix sip.service

CepBunCHbIV (hann ons 3anycka

ipfixreceiver2 c KOH(pUrypaLnoHHbIM (haniom

/etc/rcollector/ipfixreceiver sip.ini.
/usr/lib/systemd/system/ipfix aaa.service

CepBUCHbIV (hann ons 3anycka

ipfixreceiver2 c KOH(UrypauUMOHHbLIM (haitsiom



/etc/rcollector/ipfixreceiver aaa.ini.

NMapaMmeTpbl 3anycKa nporpamMmmsl

Mporpamma ipfixreceiver2 nmeeT cneayowine napaMeTpsl 3anycka:

usage: ipfixreceiver2 <-f config file> [options]

roe

- -daemon 3anyck nporpamMmmel B )OHOBOM pexume.

- -umask=mask YcTaHoBUTL umask (BOCbMUPUYH., N0 ymMon4aHuo 027).
--pidfile=path MNyTb K pid danny.

-h, --help BbIBECTW KpPaTKYIO CrpaBKy.

-fFILE, --config-file=FILE TlyTb K KOH(UrypaLnoOHHOMY hanny.

-v, --version BbIBECTV BEPCUIO NPOrpaMMbl.

KoHndurypauus

MapameTpbl paboTkl MporpaMmbl 3a4atoTcsa B .ini (aine.

Cekuus [connect]

B maHHOW cekUUM 3aAat0TCa NapaMeTpbl 415 NpuemMa AaHHbIX ipfix.

e protocol - IP npoTokon (tcp nnn udp)

Mpy ncnonb3oBaHUK NPoToKoa udp Heobxoanmo ybeauTbcs, 4To pa3mep ipfix 3anucn
He npesblwaeT pa3mep MTU (clickstream gaHHble MOXHO MPUHUMaTL TOJILKO MO NPOTOKONY
tcp).

host - nHTep@enc, Ha KoTopoM ByaeT OCYLLEeCTBAATLCSA NMPUeM OaHHbIX

port - HoOMep nopTa

flow_type - Tun npuHumaemoro noToka: ipfix nam netflow9. B cnyyae ncnosnb3sosaHusa netflow9
protocol moxeT 6bITb TONbKO udp.

tcp_idle_time - Bpems npocTos ans tcp coeanHeHus, B cekyHgax. Mo ymonyanuio 10
tcp_keep_cnt - Konn4ecTBO 3aNpPOCOB Ha NPOBEPKY coefuHeHUs. 1o ymonyaHuio 5
tcp_keep_interval - nHTepBan mexay 3anpocamm Ha NPoBepKy, B ceKyHaax. 1o ymonyaHuio 2

Cekuusa [dump]

B maHHOW cekLMM 3a4at0TCs NapaMeTpbl AaMna NPUHATLIX AaHHBIX B hali.

e delimiter - cumBon pasgenuTenei OaHHbIX B hanne.

e rotate_minutes - Yepe3 CKONbKO MUHYT 3aKpblBaTb BPEMEHHbLIN (Paisl U NeperMeHoBbLIBaTb ero
B MNOCTOSAHHbIN.

e rotate flows - 4yepes kKakoe Kosim4ecTBo ipfix 3anncen 3akpbiBaTb BPEMEHHbLIN hann 1



nepenMeHOBbIBaTb €ro B MOCTOSAHHbBIA. 0 - OTKNOYEHVe LaHHOr0 BuAa poTauuu.

e dumpfiledir - kaTanor gns pasmewleHns anaos ¢ faMnoM. B ciyvae oTCyTCTBUS LaHHOMO
napameTpa Bo3MOXHa paboTa nporpamMmsbl B pexxume penamkauum ipfix gaHHbIX (Ha4mMHasa C
Bepcum 0.2.6) 6e3 coxpaHeHus B hansbi.

e fileprefix - npemkc nmeHn hanna ¢ gamnom.

e rotateformat - hopmupyeT ums anna ¢ gamnom.

e extension - paclwmpeHune anna c gamnom.

e temp file_suffix - cydpdumkc nmeHn spemeHHoro ganna.

e processcmd - KOMaHAa AN15 3anyCcKa Npu poTauunmn danna. %s 3agaeT MMa NOCTOAHHOrO anna
C AAMIMOM.

e detach_child - ecnu true, To npouecc processcmd 0TBA3bIBaeTCA OT npouecca ipfixreceiver'a.

e decode_url - nekognposaTb cUMBOJIbI B Url npu ncnonb3osaHuu decodepath.

e decode_host - nekonnposaTh idna B UMeHU xocTa npu decodehost.

e decode_referer - pekogupoBaTb idna B referer npu decodereferer.

* reopen_time - Yepe3 CKOIbKO CekyHA ByaeT npeanpuHaTa NOMNbITKa OTKPbLITh haia Ans 3anmcu

AaMna nocne BO3HMKLLEN owmnbku ¢ dhannom. Mo ymondanHuo 30 cekyHa,.

e checkdir - npoBepaTb M Ha cywecTeoBaHue dumpfiledir n B cnyyae oTcyTCTBMA CO34aTh
KaTasnor (cosgatoTcs Bce kaTanorun us dumpfiledir). Mo ymonyanuio true.

e fw_max_elements_in_queue - KONNYECTBO 3/1IEMEHTOB, MPU KOTOPOM OHW OTNPABJIAOTCA B
odyepepb Ha 3anucb B hann. Mo ymonyanumio 100000.

e fw_max_queue_size - MaKCMasibHOE KOJIMYECTBO MaCCUMBOB 3/1EMEHTOB B ovepeamn. Ecnum Ha
MOMeHT fobaBfieHnsa B 04epelb KOJIMYECTBO HaXoAALWMXCA B odepean byneT bonblie, TO
nobasnsemble faHHble OyayT oTOpoLeHsbl. 10 ymonyaHuio 2.

e bad characters - cMBOJIbI, KOTOPbIE HE HYXXHO BbIBOAUTL MpKU 3anucu B hann. MoryT bbiTb
YyKa3aHbl 04NHOYHbIE CUMBOJIbI N escape nocnenoBaTesibHOCTU. o ymondanuo “\t\r\n;\x00".

Cekuus [InfoModel]

B naHHOM cekumm 3apgaeTca xml hann c onncaHneM Tuna faHHbIX B MPUHUMaeMoM noToke ipfix.
e XMLElements - nyTb K xml ¢anny ¢ onncaHmem Tuna gaHHbix B hopmaTe IANA IPFIX Entities
registry.
Cekuus [Template]
B naHHOM cekumMmM 3a4aeTca NOPSAOK CNefoBaHNA AaHHbIX B MPUHMMaeMoM noToke ipfix n npu
HebxoauMOCTN PUALTP NPUHUMAEMbIX AAHHbIX MO MAEHTUDUKATOPY.

e Elements - cnncok NnpvHMMaeMbIX faHHbIX (Yepes 3ansTyio).
e filter_tid - ToNbKO faHHbIE C AaHHBIM naeHTUdUKaTopoM BynyT obpabaTbiBaTbCA, @ C MHLIMY
6ynyT oTOHpOLLEHBI.

Cekuus [ExportModel]

B oaHHOM ceKkumn onpenenseTcs Nnopsanok 1 oopmaT BbiBOAA MOJTYYEHHbIX AaHHbIX.

e Elements - CNMCOK AaHHbIX, KOTOPblE HEOOXOAMMO COXPaHATb B halne (4epes 3andaTyto).
BO3MOXXHO M3MEeHUTb NpefonpenenieHHbIN hopMaT BbiIBOAA B (halni 4S8 KaXX40ro Tuna


https://www.iana.org/assignments/ipfix/ipfix.xml
https://www.iana.org/assignments/ipfix/ipfix.xml

AaHHbIX, UICMOMb3YA CefyloWwnin hopMaT: UMsi_nons:chopMaT_BbiBoAa[:onums]. Bo3aMoXHbI
cnepyloLme TUMbl BbIBOLA AAHHbIX:

®dopmaT_BbiBOAa |(OnucaHue

decode_unsigned |dekoanpoBaTb Kak unsinged

decode_signed JekoanposaTb Kak signed
decodeipv4 HekoanposaTb Kak IPv4 agpec
decodeipv6 lekoauposaTb Kak IPv6 agpec
decode_string [ekoanpoBaTb Kak CTPOKY

HekognpoBaTb Kak gaTy v Bpema B CeKyHAax. PopMaT BbIBOAA MO YMOJIHAHUIO

decode_seconds %Y-%mM-%d %H:%M:%S'. B onumn MOXHO 3afaTb CBOM (hopMaT BblBOAA.

[lekoampoBaTb Kak AaTy v BpeMsa B MUINCeKyHAax. PopmaT BbIBOAA MO
decode_milliseconds|ymonyanuio '%Y-%m-%d %H:%M:%S'. B onunn MoXXHO 3afaTb CBON hopMmaT

BbIBOZA.
decodehost [lekoampoBaTb Kak UMS X0CTa
decodepath [ekoanpoBaTb Kak NyTb B url
decodereferer lekoanposaTb Kak referer

Cekuus [stats]

B naHHOM cekuMu 3afat0TCsA MapaMeTpbl BbiBOA4A CTAaTUCTUKKU paboTel nporpaMmel B telegraf.

e socket path - nyTb K datagram socket telegraf'a.
e interval - Yyepe3 CKOJIbKO CEKyH OTNPaBAATb CTAaTUCTUKY B telegraf.
e tag - Ter, BbiICTaBnsieMbIn B noJie ipfix_tag npu oTnpaBke cTaTUCTUKK B telegraf.

Cekuus [export]

e t0 - 3a4at0TCA agpeca KOJUIEKTOPOB A5 IKCMOPTa NonyyeHHbix ipfix 3anuncen. dopmat
ip/port/protol,ip/port/proto]. Hanpumep:

[export]
t0=10.0.0.2/9921/tcp, 10.0.0.3/3444/udp

®  TMpwu ncnonb3oBaHMK NPOTOKoAa udp Heobxoammo ybeanTbCs YTO ofAHa ipfix 3annch He
npesblwaeT pasmep MTU.

* queue_size - KOJINYEeCTBO 3JIEMEHTOB B oYepean (411 KaXX40ro agpeca Ha3HavyeHusa 13 to csos
o4yepenb) Ha oTnpasky. Mo ymonyanumio 50000.
e domain - ngeHTUGUKaTOpP LoMeHa. o ymonyaHumio 1.

Cekuus [logging]

B maHHOM cekLMK 3aal0TCA NapaMeTpbl JIOrMPOBaHMS NPOrPaMMbl.

e loggers.root.level - ypoBeHb flornpoBaHus
e loggers.root.channel - kaHan ans BeiBOAa COOBLLEHWI



¢ channels.fileChannel.class - knacc KaHana BblBOAa

e channels.fileChannel.path - nyTb K nor-cpanny

e channels.fileChannel.rotation - napameTp poTauuu

¢ channels.fileChannel.archive - napamMeTp UMeHN apX1BHbIX hansioB

e channels.fileChannel.purgeCount - KoNM4eCTBO apXMBHbIX (hais1oB

e channels.fileChannel.formatter.class - knacc hopmaTUpOBLLMKA

e channels.fileChannel.formatter.pattern - wabnoH gna opmaTnposLLmKa
e channels.fileChannel.formatter.times - Bpems

®*  bonee NnoapobHO 03HAKOMUTLCA C MapaMeTpamMmn NOrMpoBaHNS MOXHO o ccbinke Class
FileChannel.

ObpaboTka curHana HUP

MNpwn nony4yeHnn curHana HUP 0CHOBHbIM NPOLLECCOM NPOrpamMmmbl MPON3BOANTCA NPUHYAUTENbHOE
3aKpbITUE BPEMEHHOI0 (hana 1 NepenMeHoBbIBaHNE ero B MOCTOSAHHbLIA (ainn (BbINOSIHAETCS
poTauus ¢annos).

MpumMmepsbl KOHUrypauum
Mpuém ipfix paHHbIX

B thamnax /etc/rcollector/ipfixreceiver *.ini npuBefeHbl NpuMepbl HACTPONKW A5 NOJyYeHUs
pa3fnyHbIX MOTOKOB AaHHbIX ipfix. Mepen 3anyckom nporpaMMbl HEOBX0AMMO N3MEHUTb
KOH(MrypaLMOHHbIA (hainn nof Bawu TpebosaHms.

* [pn HeobX0aMMOCTN BHECTW N3MEHEHMA B CEKLMIO [connect], yka3aB nHTepdeinc, nopT u
NPoOTOKON AN npueMa ipfix AaHHBbIX.
e B cekumn [dump] yKasaTb:
o dumpfiledir - kaTanor, roe 6yayT co34aBaTbCsA BPEMEHHbIN (hann 1 hannbl C LaHHbIMK.
o rotate_minutes - BpeMs, 4epes KOTOPOe 3aKpblBaTb BPEMEHHbIN (haisi, NeperMeHoBbIBaTb
ero B pan C NOCTOAHHLIM UMEHEM 1 BbINOJIHATL KOMaHAy U3 napameTpa processcmd
AN 0eNCTBUA HaL NOJyYEHHbIM haniom.
o processcmd - kKoMaHAy, HebXxoAMMYI0 BbINOJIHUTL HaA (hanioM C AaHHbIMU.
o delimiter - cumBon paspenuTens Mexay NoAAMN AaHHbIX.
e B cekuun [ExportModel] ykasaTb HeobxoauMmbln NOPAAOK Cief0BaHNS NOJIen B COXPaHAEMOM
thanne.

OKcnopT ipfix paHHbIX

Ons skcnopTa nosydaemsbix ipfix AaHHbIX HE0BX0AMMO BHECTN U3MEHEHUS B KOH(PUIYPaLMOHHbIN
tann, nytem nobasneHnsa cekuum [export] n ykasaHua agpecos HazHaveHus. Hanpumep, ans
oTnpasku ipfix gaHHbIX Ha ipfix KonnekTop ¢ agpecom 10.0.0.5:1501 no npoTokoy tcp, anemMeHT
KOH(Mrypauum byneT BoirnsgeTs cnegyowmnm obpasom:


https://pocoproject.org/docs/Poco.FileChannel.html
https://pocoproject.org/docs/Poco.FileChannel.html

[export]
to = 10.0.0.5/1501/tcp

Ecnm HeobxonMo 3aaTh HECKOJIbKO ipfix KONINEKTOPOB, TO X MOXHO yKa3aTb Yepes 3andaTylo.
Hanpumep:

[export]
to = 10.0.0.5/1501/tcp, 192.168.1.200/1501/tcp
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