CopepxaHue

IPFIX/NetflowV9 KonnekTop ipfiXreCeiVer2 ...
BBEIAECHME ...t a e e e e e e e e e et e e e rrrnn
YCTAQHOBKQ@ M OBHOBJIICHME ............cccevvieiiiiie ettt a e e et e e e st e e e s e e e s nnae e e e nneeeas

O] 010 1 S
L E 170 Y I Lo Lo - 114 PRSP
MapaMeTpPbl 3aMYCKa MPOTPAMMDI ................uvuueiiiiieieaasiiiiiiiira ettt e e e e e e e rraaaaaaaaaas
KOH@UIYPALIMA ...ttt e e e e e e e e e bbb rar e e e e e e e e ee s
O0PABOTKA CUTHAMA HUP .................co e e e eeeeeee s
TIPUMEPBI KOHMUIYPALME .............covvviiiiiiiiiiiie ettt e ettt e e e et e e e e et e e e e e s nbbreeaeesanes






IPFIX/NetflowV9 konnekTop ipfixreceiver2

BBepeHue

ipfixreceiver2 npenctasnseT us cebs IPFIX/NetflowV9 konnekTop co cnegyimm yHKLNOHANOM:

e [103BOJSIAET COXPaHATb MOJIy4YEHHbIE faHHble B HE0OX0AMMOM (hopMaTe B TEKCTOBLIV han.
e [lo3BONSAET penanumpoBaTb NoJly4eHHble AaHHbIe Ha apyrue IPFIX KonnekTopsl.

YcTaHOBKa U OOHOBNIeHUe

CentOS

1. NMogknounte penosutopuin VAS Experts aHasnormyHo n.1 nHcTpykumm yctaHosku DPI.
2. Mopknio4yuTe penosutopmmn EPEL
3. YctaHosuTe ipfixreceiver2:

yum install -y ipfixreceiver2
4. Onsa obHoBneHus ipfixreceiver2 BbINOSHUTE KOMaHAY:

yum update -y ipfixreceiver2

daunnbl NOCTAaBKM

e ®aisibl C ONUCaHWEM TUMOB Nnosier AaHHbIX ipfix:

/etc/rcollector/xml/ipfix raw.xml - Twnbl nonen gaHHbix ipfix ang
fullflow.
/etc/rcollector/xml/ipfix_url.xml
clickstream (http 3anpocsl).

/etc/rcollector/xml/ipfix sip.xml

Tunbl nonen fgaHHblx ipfix ons

Tunbl nonen gaHHbiXx ipfix ansa sip

COeVHEHM.

/etc/rcollector/xml/ipfix aaa.xml - Tunbl nonem faHHbix ipfix gnd aaa
cobbITun.

/etc/rcollector/xml/ipfix _nat.xml - Tunbl nonen gaHHbix ipfix gng nat
cobbiTnn.

e [MpuMepbl KOHDUIYPALMOHHbBIX (PaiioB C ONUCaHMEM MoLener UMMNopTa 1 3KCNopTa AaHHbIX
ipfix:

/etc/rcollector/ipfixreceiver raw.ini - WMNopT v 3KCnopT AaHHbIX ipfix nns
fullflow.
/etc/rcollector/ipfixreceiver raw new.ini - WMMoOpT 1 3KCNopT AaHHbIX ipfix


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://fedoraproject.org/wiki/EPEL

ana fullflow gna CKAT Bepcum 8.1 u BbiLLE.
/etc/rcollector/ipfixreceiver url.ini
clickstream.
/etc/rcollector/ipfixreceiver sip.ini
Sip coeguHeHUN.
/etc/rcollector/ipfixreceiver aaa.ini
aaa cobbiTun.
/etc/rcollector/ipfixreceiver nat.ini
nat cobbiTun.

AMnopT u 3kcnopT faHHbix ipfix gng

AMnopT v akcnopT gaHHbIX ipfix ans

MMnopT 1 3kcnopT AaHHbIX ipfix gns

AMnopT u 3kcnopT faHHbix ipfix gng

e licnonHaembln ainn:

/usr/bin/ipfixreceiver2

CentOS 6

o CKpUNTbI AN15 3anyCka NPoLLecCoB MMMOPTa ¥ 3KCNopTa AaHHbIX ipfix:

/etc/init.d/ipfix raw - CkpunT 3anycka ipfixreceiver2 c KOH(pUrypaunoHHbIM
annom /etc/rcollector/ipfixreceiver raw.ini.
/etc/init.d/ipfix url - CkpunT 3anycka ipfixreceiver2 ¢ KOH(pUIrypaunOHHbLIM
annom /etc/rcollector/ipfixreceiver url.ini.
/etc/init.d/ipfix sip - CkpwunT 3anycka ipfixreceiver2 c KOH(UrypaunoHHbIM
amnom /etc/rcollector/ipfixreceiver sip.ini.
/etc/init.d/ipfix aaa - Ckpunt 3anycka ipfixreceiver2 c KOH(pUrypaLunOHHbIM
tdannom /etc/rcollector/ipfixreceiver aaa.ini.

CentOS 7

e CepBUCHble (haibl ANS 3aMyCKa NPoLLEeccoB MMMNOPTa U 3KCNopTa AaHHbIX ipfix:

/usr/lib/systemd/system/ipfix raw.service - CepBUCHbIN hana 4N1a 3anycka
ipfixreceiver2 c KOH(pUrypaLnoHHbIM (haniom
/etc/rcollector/ipfixreceiver raw.ini.
/usr/lib/systemd/system/ipfix url.service
ipfixreceiver2 c KOH(UrypauUMOHHbLIM aitsiom
/etc/rcollector/ipfixreceiver url.ini.
/usr/lib/systemd/system/ipfix sip.service
ipfixreceiver2 c KOH(pUrypaLnoHHbIM (haniom
/etc/rcollector/ipfixreceiver sip.ini.
/usr/lib/systemd/system/ipfix _aaa.service
ipfixreceiver2 c KOH(UrypauUMOHHbLIM (haitiom
/etc/rcollector/ipfixreceiver aaa.ini.

CepBUCHbIN haln Ans 3anycka

CepBuCHbIV (hann ons 3anycka

CepBUCHbIV (hann oNns 3anycka



NMapaMeTpbl 3anycKa nporpamMmmsl

MporpammMa ipfixreceiver2 umeeT cneaytoLime napaMeTpbl 3anycka:

usage: ipfixreceiver2 <-f config file> [options]

roe

- -daemon 3anyck nporpaMMbl B POHOBOM pexume.

- -umask=mask YcTaHoBMTb umask (BOCBMUPKYH., MO ymon4vaHuo 027).
--pidfile=path MyTb K pid danny.

-h, --help BbIBECTW KpPaTKYIO CMPaBKY.

-fFILE, --config-file=FILE T[lyTb K KOH(MrypaLNOHHOMY hanny.

-v, --version BbIBECTY BEpCMIO NPOrpaMMbl.

KoHdurypauus

MapameTpbl paboTbl NporpamMmmbl 3af4ak0TCA B .ini hanne.

Cekuus [connect]

B maHHOM cekLMM 3a4at0TCs NapaMeTpbl 418 npuemMa aaHHbIX ipfix.

e protocol - IP npoTokon (tcp nan udp)

Mpwn ncnonb3oBaHMM NpoTokoaa udp Heobxoanmo ybeamnTbcs, 4To pasmep ipfix 3anucu
He npesblwaeT pa3mep MTU (clickstream faHHbIe MOXXHO MPUHUMATL TONLKO MO NPOTOKOJY
tep).

host - nHTep@enc, Ha KoTopoM ByaeT OCYLLEeCTBAATLCA NPUeM AaHHbIX

port - HoMep nopTa

flow_type - Tun npuHmmaemoro notoka: ipfix nam netflow9. B cnyvae ncnons3sosaHma netflow9
protocol MoxeT BbITb TOSIbKO udp.

tcp_idle_time - Bpemsa npocTos ansa tcp coeguHeHns, B cekyHpax. Mo ymonyanuio 10
tcp_keep_cnt - Konn4ecTBO 3aNpoOCOB Ha NPOBEPKY coefnHeHus. 1o ymonyaHuio 5
tcp_keep_interval - nHTepBan mexay 3anpocammn Ha NPoBepKY, B CeKyHaax. 1o ymonyaHuio 2

Cekuusa [dump]

B oaHHOM ceKumn 3agatoTcsa NnapaMeTpbl gaMmna NPUHATBLIX OaHHbIX B han.

e delimiter - cumBon pasgenutenein gaHHbIX B hanne.

e rotate_minutes - Yepe3 CKONbKO MUHYT 3aKpbiBaTb BPEMEHHbLIN (hail 1 NeperMeHoBbIBaTb ero
B MOCTOSIHHbIN.

e rotate flows - Yyepes kakoe Kosim4ecTBo ipfix 3anncen 3akpblBaTb BPEMEHHbLIN (hains 1
nepenMeHOBbIBaTb €ro B MOCTOAHHbBIA. 0 - OTK/OYeHWe JaHHOr0 BuAa poTauuu.

e dumpfiledir - kaTanor onsa pasmelleHns gannos ¢ gamnom. B ciyvyae oTCyTCTBUS OAHHOMO
napameTpa BO3MO)XHa paboTa nporpaMmbl B pexume pennunkaumm ipfix gaHHbIX (Ha4nHas c



Bepcuun 0.2.6) 6e3 coxpaHeHns B haiibl.

e fileprefix - npeukc nMeHn anna ¢ famnom.

e rotateformat - opmupyet nms anna c gamnom.

e extension - pacwmpeHne ganna c 4aMnom.

e temp _file_suffix - cythdpmkc nmeHn BpemeHHoOro ganna.

e processcmd - KOMaHZa A4n4 3anycka nNpu poTauum anna. %s 3afaeT UMsA NOCTOSAHHOroO aina
C LLaMMOoM.

e detach_child - ecnn true, To npouecc processcmd 0TBA3bIBaETCA OT npouecca ipfixreceiver'a.

e decode_url - pekogunposaTb cUMBOJIbI B url npu ncnonb3osaHumn decodepath.

e decode_host - pekognposaThk idna B uMeHn xocTa rnpu decodehost.

e decode referer - pekoguposaTs idna B referer npu decodereferer.

e reopen_time - Yepes CKONbKO CeKyH[ byaeT npeAnpuHATaA NONbITKA OTKPbITh hana 4S8 3anmcu
flamna nocne BO3HMKLLEeN ownbku ¢ gpannom. Mo ymonydanuio 30 cekyHA.

e checkdir - npoBepATb M Ha cywecTBoBaHne dumpfiledir n B ciiy4ae oTCyTCTBMSA CO34aThb
KaTanor (co3patoTcs Bce KaTanoru n3 dumpfiledir). Mo ymonyaHutio true.

e fw_max_elements_in_queue - KOANYECTBO IN1EMEHTOB, MPU KOTOPOM OHW OTMPABAATCH B
o4yepenb Ha 3anucb B hann. Mo ymonyanmo 100000.

e fw_max_queue_size - MaKCMMasibHOE KONMYECTBO MacCUBOB 3/1eMEHTOB B o4epeaun. Ecam Ha
MOMeHT fobaBneHnsa B 04epelb KOIMHYECTBO HaXOAALWMXCA B odepean byneT 6onblie, TO
nobasnsemble gaHHble 6yayT oTbpoweHsbl. 1o yMonyaHuio 2.

e bad characters - cuMBOJIbI, KOTOPbIE HE HY>XXHO BbIBOAUTb MPKU 3annucy B hann. MoryT bbiTb
yKa3saHbl 0JMHOYHbIE CMMBOJIbI U escape nocaenoBaTenbHOCTU. o yMmondanuio "\t\r\n;\x00".

Cekuus [InfoModel]

B naHHOM cekumu 3apaetcs xml pann ¢ onucaHnem Tuna AaHHbIX B MPUHMMaeMOM noToke ipfix.
e XMLElements - nyTb K xml ¢hanny c onncaHmem Tuna faHHbIx B hopmaTe IANA IPFIX Entities
registry.
Cekuusa [Template]
B naHHOM cekumn 3afaeTcs NOPSALOK CIeloBaHMA AaHHbIX B MPMHMMaeMoM noToke ipfix n npu
HebXoANMOCTU UNbTP NPUHUMAEMBIX LaHHbIX N0 MAEHTUMUKATOPY.

e Elements - cnncok NnpuHMMaeMsblX AaHHbIX (Yepe3 3anaTylo).
e filter tid - ToNbKO faHHbIE C AaHHBIM naeHTUdUKaTopom byayT obpabaTbiBaThCA, @ C MHLIMY
O6ynyT oTHpoLLEHbI.

Cekuus [ExportModel]

B maHHOM cekLmun onpeaenseTcs nopspok n opMaT BbIBOAA NMOAYYEHHbIX AaHHbIX.

e Elements - cnUCOK AaHHbIX, KOTOpPble HEOOXOAMMO COXPaHATL B hanse (Yepes 3ansaTyio).
BO3M0OXHO M3MeHUTb NpefonpenesieHHbIn hopMaT BbiIBOAA B (han A1 KaXX40ro Tuna
LaHHbIX, NCMONb3YyA Cnefyowmnin opmaT: UMa_nons:chopmaT_BbiBoAa[:0numa]. BO3MOXHbI
cnefytowne TUnbl BbIBOAA AAHHbIX:


https://www.iana.org/assignments/ipfix/ipfix.xml
https://www.iana.org/assignments/ipfix/ipfix.xml

®dopmaT_BbiBOAA

OnucaHue

decode_unsigned

JekoampoBaTh Kak unsinged

decode_signed

[lekoanpoBaTb Kak signed

decodeipv4

JekoanposaTb Kak IPv4 agpec

decodeipv6

lekoanposaTb Kak IPv6 agpec

decode_string

JlekoanpoBaTh Kak CTPOKY

decode_seconds

[lekoanpoBaTb Kak faTy 1 BpeMsa B cekyHaax. dopMaT BbiBOAA MO YMOAYAHUIO
"%Y-%m-%d %H:%M:%S'. B onumn MOXXHO 3afaTb CBOM hopMaT BbIBOAA.

decode_milliseconds

[lekoampoBaTb KaK AaTy 1 BpeMs B MuaamMcekyHaax. dopmat BbiBOAA MO
ymMon4aHuio '‘%Y-%m-%d %H:%M:%S'. B onumm MOXXHO 3a4aTb CBOM hopMaT
BbIBOAA.

decodehost [lekoampoBaTb Kak UMS X0CTa
decodepath [lekoanpoBaTb Kak nyTb B url
decodereferer lekoaupoBaTb Kak referer

Cekuus [stats]

B maHHOM cekLMM 3a4at0TCs NapaMeTpbl BbIBOAA CTaTUCTUKKM paboTbl NporpamMmel B telegraf.

e socket path - nyTb k datagram socket telegraf'a.
e interval - Yyepe3 CKONIbKO CEKYHA OTNPaBNATb CTAaTUCTUKY B telegraf.
e tag - Ter, BbiICTaBnsieMbInn B nose ipfix_tag npu oTnpaske cTaTuCTuKK B telegraf.

Cekuus [export]

e t0 - 3a4at0TCA agpeca KOJUIEKTOPOB A1 IKCMopTa nonyyeHHblx ipfix 3anucen. dopmat
ip/port/proto[,ip/port/proto]. Hanpumep:

[export]

t0=10.0.0.2/9921/tcp, 10.0.0.3/3444/udp

*  TMpw ncnonb3oBaHuM NpoTokona udp Heobxoanmo ybeamTbca 4To ofHa ipfix 3anuce He
npesblaeT pa3mep MTU.

e queue_size - KOJINYEeCTBO 3JIEMEHTOB B oYepean (411 KaXX40oro agpeca Ha3HavyeHns ns3 to csos
oyepenb) Ha oTnpasky. Mo ymonyanumio 50000.
e domain - ngeHTUMKaTop AomeHa. Mo ymonyaHuio 1.

Cekums [logging]

B naHHOM cekumm 3apat0TCs NnapaMeTpPbIl JIOrMpoBaHUA NPoOrpaMmel.

* loggers.root.level - ypoBeHb flormpoBaHuns

loggers.root.channel - kaHan ons BbiBOAA COOOLLEHNIA
channels.fileChannel.class - knacc kaHana BblBOAa
channels.fileChannel.path - nyTb K nor-canny
channels.fileChannel.rotation - napameTp poTauun




channels.fileChannel.archive - napamMeTp UMeHN apXMBHbIX Painios
channels.fileChannel.purgeCount - Konn4ecTBO apXUBHbIX (hannoB
channels.fileChannel.formatter.class - knacc popmaTupoBLLnKa
channels.fileChannel.formatter.pattern - wabnoH gna gopmaTNpoOBLLMKaA
channels.fileChannel.formatter.times - Bpems

®  bonee Nnoapo6bHO 03HAaKOMUTLCS C NapaMeTpaMm JI0rMpoBaHNA MOXHO Mo ccbisike Class
FileChannel.

Obpabotka curHana HUP

Mpun nonyyeHun curHana HUP 0CHOBHbLIM NpOLLECCOM NporpamMmMbl MPOU3BOAUTCA MPUHY AUTENbHOE
3aKpbITME BPEMEHHOr O (haia n NepenMeHOBbIBaHNE ero B MOCTOSAHHbBIA (haln (BbINOAHAETCS
poTaumsa ¢annos).

anMepbl KOchurypau,m“n
Mpuém ipfix paHHbIX

B hannax /etc/rcollector/ipfixreceiver *.ini npnBefeHbl NpyMepbl HACTPONKK AN NOJyYeHns
pa3nYHbIX NOTOKOB AaHHbIX ipfix. Mepen 3anyckom nporpaMmMbl HEOOX0ANMO U3MEHUTH
KOH(MIypaLMOHHbINA hain noj Bawwm TpebosaHums.

e [pn HeobX04MMOCTN BHECTU N3MEHEHMNA B CEKLMIO [connect], yka3aB nHTepdeinc, nopT u
NpoTOKON N4 npmema ipfix gaHHbIX.
e B cekuun [dump] yKka3aTb:
o dumpfiledir - kaTanor, roe 6yayT co3aaBaTbCA BPEMEHHbIN hantn 1 daninbl C JaHHbIMA.
o rotate_minutes - BpeMs, 4epe3 KOTOPOe 3aKpbliBaTb BPEMEHHbIN (haif, NeperMeHoBbIBaTb
ero B haia C NOCTOSAHHLIM UMEHEM W BbINONHUTL KOMaHAY 13 NapaMeTpa processcmd
ANS AeNCTBUIA Hag NoslyyYeHHbIM haniomM.
o processcmd - KOMaHAy, He6X0AMMYI0 BbIMOJIHATL Hal (hansioM C AaHHbLIMU.
o delimiter - cumBon pasgenuTens Mexay nNoaaMn faHHbIX.
e B cekumn [ExportModel] yka3aTb HeobxoauMbI NOPAAOK CIeA0BaHUSA MNOJIEN B COXPAHAEMOM
hanne.

3kcnopT ipfix paHHbIX

Ana skcnopTa nonyvyaemblx ipfix 4aHHbIX HEOOXOANMO BHECTU U3MEHEHUS B KOH(PUIYPaLMOHHbIN
thann, nytem gobasneHns cekumm [export] n ykasaHus agpecos HazHavyeHnUs. Hanpumep, ons
oTnpasku ipfix AaHHbIX Ha ipfix KonnekTop ¢ agpecom 10.0.0.5:1501 no npoTokony tcp, anemMeHT
KOH(Mrypaunum 6yneT BoirnageTb cnegyowmnm obpasom:

[export]
to = 10.0.0.5/1501/tcp


https://pocoproject.org/docs/Poco.FileChannel.html
https://pocoproject.org/docs/Poco.FileChannel.html

Ecnm Heobxo4MMO 3afiaTb HECKOJIbKO ipfix KONIIEKTOPOB, TO UX MOXHO yKa3aTb Yepes 3andaTylo.
Hanpumep:

[export]
to = 10.0.0.5/1501/tcp, 192.168.1.200/1501/tcp
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