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IPFIX/NetflowV9 konnekTop ipfixreceiver2

BBepeHue

ipfixreceiver2 npenctasnseT us cebs IPFIX/NetflowV9 konnekTop co cnegyimm yHKLNOHANOM:

e [103BOJSIAET COXPaHATb MOJIy4YEHHbIE faHHble B HE0OX0AMMOM (hopMaTe B TEKCTOBLIV han.
e [lo3BONSAET penanumpoBaTb NoJly4eHHble AaHHbIe Ha apyrue IPFIX KonnekTopsl.

YcTaHOBKa U OOHOBNIeHUe

CentOS

1. NMogknounte penosutopuin VAS Experts aHasnormyHo n.1 nHcTpykumm yctaHosku DPI.
2. Mopknio4yuTe penosutopmmn EPEL
3. YctaHosuTe ipfixreceiver2:

yum install -y ipfixreceiver2
4. Onsa obHoBneHus ipfixreceiver2 BbINOSHUTE KOMaHAY:

yum update -y ipfixreceiver2

daunnbl NOCTAaBKM

e ®aisibl C ONUCaHWEM TUMOB Nnosier AaHHbIX ipfix:

/etc/rcollector/xml/ipfix raw.xml - Twnbl nonen gaHHbix ipfix ang
fullflow.
/etc/rcollector/xml/ipfix_url.xml
clickstream (http 3anpocsl).

/etc/rcollector/xml/ipfix sip.xml

Tunbl nonen fgaHHblx ipfix ons

Tunbl nonen gaHHbiXx ipfix ansa sip

COeVHEHM.

/etc/rcollector/xml/ipfix aaa.xml - Tunbl nonem faHHbix ipfix gnd aaa
cobbITun.

/etc/rcollector/xml/ipfix _nat.xml - Tunbl nonen gaHHbix ipfix gng nat
cobbiTnn.

e [MpuMepbl KOHDUIYPALMOHHbBIX (PaiioB C ONUCaHMEM MoLener UMMNopTa 1 3KCNopTa AaHHbIX
ipfix:

/etc/rcollector/ipfixreceiver raw.ini - WMNopT v 3KCnopT AaHHbIX ipfix nns
fullflow.
/etc/rcollector/ipfixreceiver raw new.ini - WMMoOpT 1 3KCNopT AaHHbIX ipfix


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://fedoraproject.org/wiki/EPEL

ana fullflow gna CKAT Bepcum 8.1 u BbiLLE.
/etc/rcollector/ipfixreceiver url.ini
clickstream.
/etc/rcollector/ipfixreceiver sip.ini
Sip coeguHeHUN.
/etc/rcollector/ipfixreceiver aaa.ini
aaa cobbiTun.
/etc/rcollector/ipfixreceiver nat.ini
nat cobbiTun.

AMnopT u 3kcnopT faHHbix ipfix gng

AMnopT v akcnopT gaHHbIX ipfix ans

MMnopT 1 3kcnopT AaHHbIX ipfix gns

AMnopT u 3kcnopT faHHbix ipfix gng

e licnonHaembln ainn:

/usr/bin/ipfixreceiver2

CentOS 6

o CKpUNTbI AN15 3anyCka NPoLLecCoB MMMOPTa ¥ 3KCNopTa AaHHbIX ipfix:

/etc/init.d/ipfix raw - CkpunT 3anycka ipfixreceiver2 c KOH(pUrypaunoHHbIM
annom /etc/rcollector/ipfixreceiver raw.ini.
/etc/init.d/ipfix url - CkpunT 3anycka ipfixreceiver2 ¢ KOH(pUIrypaunOHHbLIM
annom /etc/rcollector/ipfixreceiver url.ini.
/etc/init.d/ipfix sip - CkpwunT 3anycka ipfixreceiver2 c KOH(UrypaunoHHbIM
amnom /etc/rcollector/ipfixreceiver sip.ini.
/etc/init.d/ipfix aaa - Ckpunt 3anycka ipfixreceiver2 c KOH(pUrypaLunOHHbIM
tdannom /etc/rcollector/ipfixreceiver aaa.ini.

CentOS 7

e CepBUCHble (haibl ANS 3aMyCKa NPoLLEeccoB MMMNOPTa U 3KCNopTa AaHHbIX ipfix:

/usr/lib/systemd/system/ipfix raw.service - CepBUCHbIN hana 4N1a 3anycka
ipfixreceiver2 c KOH(pUrypaLnoHHbIM (haniom
/etc/rcollector/ipfixreceiver raw.ini.
/usr/lib/systemd/system/ipfix url.service
ipfixreceiver2 c KOH(UrypauUMOHHbLIM aitsiom
/etc/rcollector/ipfixreceiver url.ini.
/usr/lib/systemd/system/ipfix sip.service
ipfixreceiver2 c KOH(pUrypaLnoHHbIM (haniom
/etc/rcollector/ipfixreceiver sip.ini.
/usr/lib/systemd/system/ipfix _aaa.service
ipfixreceiver2 c KOH(UrypauUMOHHbLIM (haitiom
/etc/rcollector/ipfixreceiver aaa.ini.

CepBUCHbIN haln Ans 3anycka

CepBuCHbIV (hann ons 3anycka

CepBUCHbIV (hann oNns 3anycka



NMapaMeTpbl 3anycKa nporpamMmmsl

MporpammMa ipfixreceiver2 umeeT cneaytoLime napaMeTpbl 3anycka:

usage: ipfixreceiver2 <-f config file> [options]

roe

- -daemon 3anyck nporpaMMbl B POHOBOM pexume.

- -umask=mask YcTaHoBMTb umask (BOCBMUPKYH., MO ymon4vaHuo 027).
--pidfile=path MyTb K pid danny.

-h, --help BbIBECTW KpPaTKYIO CMPaBKY.

-fFILE, --config-file=FILE T[lyTb K KOH(MrypaLNOHHOMY hanny.

-v, --version BbIBECTY BEpCMIO NPOrpaMMbl.

KoHdurypauus

MapameTpbl paboTbl NporpamMmmbl 3af4ak0TCA B .ini hanne.

Cekuus [connect]

B maHHOM cekLMM 3a4at0TCs NapaMeTpbl 418 npuemMa aaHHbIX ipfix.

e protocol - IP npoTokon (tcp nan udp)

Mpwn ncnonb3oBaHMM NpoTokoaa udp Heobxoanmo ybeanTbcs, 4To pa3mep ipfix 3anucu
He npesblwaeT pa3mep MTU (clickstream faHHbIe MOXXHO MPUHUMATL TONLKO MO NPOTOKOJY
tep).
e host - uHTepdenc, Ha KOTopom ByaeT OCyLLeCTBAATLCA NPUEM AaHHbIX
e port - HomMep nopTa
e flow_type - Tun npuHumMaemoro notoka: ipfix nam netflow9. B cnyyvae ncnons3sosaHma netflow9
protocol MoxeT BbITb TOSILKO udp.

Cekuusa [dump]

B maHHOM cekLMK 3aal0TCA NapaMeTpbl AaMna NPUHATLIX AaHHbIX B ali.

e delimiter - cumBON pasfenuTtenein faHHbIX B hanne.

e rotate_minutes - Yepe3 CKONbKO MUHYT 3aKpblBaTb BPEMEHHbIN (haisl 1 NeperMeHoBbIBaTb ero
B NMOCTOSAHHbIN.

e rotate_flows - Yyepes Kakoe Kosin4ecTBo ipfix 3anncen 3akpbiBaTb BPEMEHHbLIN (hail 1
nepeMMeHOBbIBaTb €ro B MNOCTOAHHBIN. 0 - OTK/0YeHNe JaHHOro BAa poTauuu.

e dumpfiledir - kaTanor gns pasmewleHns anaos ¢ JamnoM. B ciiyyae OTCYyTCTBUS LaHHOMO
napameTpa BO3MOXHa paboTa nporpamMmel B pexxunme penamkauum ipfix gaHHbIX (Ha4MHasda ¢
Bepcum 0.2.6) 6e3 coxpaHeHus B asbl.

* fileprefix - npegunkc nMeHn hanna c gamnom.

e rotateformat - hopmupyet nmsa anna c gamnom.



e extension - paclwmpeHne anna c gamnom.

e temp file_suffix - cydpdumkc nmeHn BpemeHHoro ganna.

e processcmd - KOMaHAa Oa4 3anycka npu poTaunn anna. %s 3agaetT UMa NOCTOSHHOMO (hanna
C Jamnom.

e detach_child - ecnu true, To npouecc processcmd 0TBA3bIBaeTCA OT npouecca ipfixreceiver'a.

e decode_url - nekoanposaTb cUMBOJIbI B Url npu ncnonb3osaHuu decodepath.

e decode_host - nekonnposaTb idna B UMeHU xocTa npu decodehost.

e decode_referer - pekogupoBaTs idna B referer npu decodereferer.

 reopen_time - Yyepes cKONbKO CeKyHA ByaeT npeanpuvHATa NOMbITKa OTKPbITh hann Ans 3anucu
[aMna nocne BO3HMKLLEN owmnbKku ¢ dhannom. Mo ymonydanHuto 30 cekyHa,.

e checkdir - npoBepATb M Ha cywecTBoBaHne dumpfiledir n B ciiy4ae oTCYTCTBMA CO34aThb
KaTanor (co3gatoTtcs Bce kaTanorun us dumpfiledir). Mo ymonyanuio true.

e fw_max_elements_in_queue - KONNYECTBO 3/1IEMEHTOB, MPU KOTOPOM OHW OTNPABJIAOTCA B
oyepenb Ha 3anucb B han. Mo ymonyanumio 100000.

e fw_max_queue_size - MaKCMMaJsIbHOE KONNYECTBO MacCUBOB 3/1eMEHTOB B o4epeaun. Ecam Ha
MOMeHT fobaBneHuns B o4epeab KOMYECTBO HAX0AALWMNXCA B ovepeamn bynet 6onblue, TO
nobasnsemble faHHble OyayT oTOpoLeHbl. 10 ymonyaHuio 2.

e bad characters - cMBOJIbI, KOTOPbIE HE HYXXHO BbIBOAUTL MpKU 3anucu B hann. MoryT bbiTb
yKa3aHbl OHOYHbIe CMMBOJIbI U escape nocaenoBaTenbHOCTU. o ymondanuio "\t\r\n;\x00".

Cekuus [InfoModel]

B naHHom cekumn 3agaetcs xml hann ¢ onncaHnem Tuna AaHHbIX B MPUHMMaeMoM noToke ipfix.

e XMLElements - nyTb K Xxml thanny ¢ onucaHmem Tuna faHHblx B hopmaTte IANA IPFIX Entities
registry.

Cekuus [Template]

B maHHOM cekL MK 3aaeTcs NOpAAoK CNeloBaHMS AaHHbIX B NPMHMMaeMoM noToke ipfix u npu
HeBX0aMMOCTU PUNLTP NPUHUMAEMBIX AAHHbLIX MO UAEHTUGMKATOPY.

e Elements - cnnCcok NnpvHMMaeMbIX faHHbIX (Yepes 3ansTyio).
e filter_tid - ToNbKO faHHbIE C faHHBIM naeHTUdUKaTopoM bynyT obpabaThiBaTbCA, @ C MHLIMY
6yoyT oTOpPOLLEHDI.

Cekuus [ExportModel]

B naHHOM cekumn onpeaenseTcs Nopsaaok 1 oopmaT BbiBOAA MOJTYYEHHbIX AaHHbIX.

e Elements - CNMCOK AaHHbIX, KOTOPble HEOOXOAMMO COXPaHATb B halne (4epe3 3andaTyo).
BO3MOXXHO M3MEHUTb NpefonpenenieHHbIn hopMaT BbiBOAA B hanf AN KaXX40ro Tuna
LaHHbIX, UCMONb3YS Cnepyowmin opmaT: UMa_nons:opmaT_BbiBoAa[:0numa]. BO3MOXHbI
cnepytolime TUNbl BbiIBOAA OAHHbIX:

®opmaTt_BbiBOAa |OnucaHue
decode_unsigned |dekoampoBaTb Kak unsinged
decode_signed [lekoanpoBaTb Kak signed



https://www.iana.org/assignments/ipfix/ipfix.xml
https://www.iana.org/assignments/ipfix/ipfix.xml

®dopmaT_BbiBOAA

OnucaHue

decodeipv4

JekoanposaTb Kak IPv4 agpec

decodeipv6

HekognpoBaTb Kak IPv6 agpec

decode_string

[lekoanpoBaTb Kak CTPOKY

decode_seconds

[lekoampoBaTb KaK gaTy U BpeMs B cekyHAax. ®opmaT BbiBOAA MO YMOAYAHMUIO
"%Y-%m-%d %H:%M:%S'. B onumn MOXXHO 3a4aTb CBOM hopMaT BbIBOAA.

decode_milliseconds

[lekoampoBaTb Kak faTy v BpeMsa B MUNCeKyHAax. dopmaT BbIBOAA MO
ymon4daHuio '‘%Y-%m-%d %H:%M:%S'. B onumn MOXHO 3afaTb CBOM (hopMaT
BbIBOJA.

decodehost [lekoanpoBaTb Kak UMS X0oCTa
decodepath JekoanpoBaTb Kak NyTb B url
decodereferer llekoaupoBaTb Kak referer

Cekuus [stats]

B paHHOM cekumn 3afatoTCA MapaMeTpbl BbIBOAA CTaTUCTUKKU paboTel nporpamMmbl B telegraf.

e socket path - nyTb K datagram socket telegraf'a.
e interval - Yepes CKOJIbKO CEKYHA OTMPaBaATb CTaTUCTUKY B telegraf.
e tag - Ter, BbiCTaBAseMbIn B nose ipfix_tag npu oTnpaBke ctaTUcTukK B telegraf.

Cekuus [export]

e t0 - 3a4at0TCA agpeca KOJUIEKTOPOB A1 IKCMOpTa nonyyeHHblx ipfix 3anucen. dopmat
ip/port/proto[,ip/port/proto]. Hanpumep:

[export]

t0=10.0.0.2/9921/tcp, 10.0.0.3/3444/udp

o Mpy ncnonb3oBaHUKM NPoTOKoa udp Heobxoanmo ybeanTbca 4To ofHa ipfix 3anucb He
npesbiwaeT pasmep MTU.

Cekums [logging]

B mnaHHOM cekumMm 3apat0TCs NnapaMeTpPbIl JIOrMpoBaHUA NPorpaMmel.

e loggers.root.level - ypoBeHb fIOrnpoBaHus

e loggers.root.channel - kaHan ana BeiBo4a CO0BLLEHNI

e channels.fileChannel.class - knacc kaHana BbiBOAa

e channels.fileChannel.path - nyTb K nor-panny

¢ channels.fileChannel.rotation - napameTp poTauuu

¢ channels.fileChannel.archive - napameTp UMeHM apXMBHbIX (palnsioB

e channels.fileChannel.purgeCount - KoNM4eCTBO apXUBHbIX (hannoB

e channels.fileChannel.formatter.class - knacc hopmaTupoBLLMKa

¢ channels.fileChannel.formatter.pattern - wa6a0H gns opmaTpoBLLMKa
¢ channels.fileChannel.formatter.times - Bpems




o bonee noapobHO 03HAKOMUTLCS C MapaMeTpPaMn JIOrMpPoBaHMA MOXHO No ccblnike Class
FileChannel.

Obpabotka curHana HUP

Mpwn nony4yeHnn curHana HUP 0CHOBHbLIM NPOLLECCOM NPOrpamMmbl MPON3BOAUTCA NPUHYAUTENbLHOE
3aKpbITe BPEMEHHOr 0 (haisia n NepenMeHOoBbIBaHWE ero B MOCTOSAHHbBIA (haln (BbINOJHAETCS
poTauus ¢annos).

MpumMmepsbl KOHUrypauum
Mpuém ipfix paHHbIX

B thamnax /etc/rcollector/ipfixreceiver *.ini npuBefeHbl NpuMepbl HACTPONKY A5 NOJyYEeHUSs
pa3J/InyHbIX NOTOKOB AaHHbIX ipfix. Mepen 3anyckoM nporpamMmbl HEOOXOAUMO U3MEHUTb
KOH(MrypaunoHHbIN hann non Bawwm TpeboBaHums.

e [1py He0bXO0ANMMOCTN BHECTU N3MEHEHNS B CeKLMIo [connect], yka3aB nHTepdeic, mopT u
npoToKoa Ana npuema ipfix gaHHbIX.
e B cekuumn [dump] yKkasaTb:
o dumpfiledir - kaTanor, roe 6yayT co34aBaTbCsA BPEMEHHbIN (hann 1 hannbl C LaHHbIMK.
o rotate_minutes - BpeMs, 4epe3 KOTOpOe 3aKpblBaTb BPEMEHHbIN (haisl, NeperMeHoBbIBaTb
ero B haia C NOCTOAHHLIM UMEHEM W BbINOJIHUTL KOMaHAY 13 napameTpa processcmd
AN 0eNCTBUA Had NOJyYEHHbIM haniom.
o processcmd - KOMaHAy, He6X0AMMYIO BbIMOJHUTL Hak (haloM C LaHHbIMK.
o delimiter - cumBoN pasgennTenb MeXAy MnoJi My OaHHbIX.
e B cekumn [ExportModel] ykazaTb Heo6XxoaUMbIA NOPAAOK CIeA0BaHNSA NOJIEN B COXPAHAEMOM
thanne.

OkcnopT ipfix paHHbIX

Ons skcnopTa nosyvaembix ipfix AaHHbIX HE0BX0AMMO BHECTN U3MEHEHUS B KOH(PUIYPALMOHHbBIN
tann, nytem fobasneHnsa cekunm [export] n ykasaHua agpecos HazHayveHus. Hanpumep, ans
oTrnpasku ipfix AaHHbIX Ha ipfix KonnekTop ¢ agpecom 10.0.0.5:1501 no npoTokony tcp, anemeHT
KOH(Mrypauum byneT BoirnageTs cnegyowmnm obpasom:

[export]
to = 10.0.0.5/1501/tcp

Ecnm HeobxoanMo 3aaTh HECKOJIbKO ipfix KONIIEKTOPOB, TO X MOXHO yKa3aTb Yepes 3andaTylo.
Hanpumep:

[export]
to = 10.0.0.5/1501/tcp, 192.168.1.200/1501/tcp


https://pocoproject.org/docs/Poco.FileChannel.html
https://pocoproject.org/docs/Poco.FileChannel.html
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