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IPFIX konnekTtop ipfixreceiver2

BBepeHue

ipfixreceiver2 npenctasnseT us cebs IPFIX/NetflowV9 konnekTop co cnegyimm yHKLNOHANOM:

e [103BOJSIAET COXPaHATb MOJIy4YEHHbIE faHHble B HE0OX0AMMOM (hopMaTe B TEKCTOBLIV han.
 [lo3BONAET NepeHanpasiaTb NoJjly4eHHble aHHbIe Ha Apyrue IPFIX KonnekTopbl.

YcTaHOBKa U OOHOBNIeHUe

CentOS

1. NMogknounte penosutopuin VAS Experts aHasnormyHo n.1 nHcTpykumm yctaHosku DPI.
2. Mopknio4yuTe penosutopmmn EPEL
3. YctaHosuTe ipfixreceiver2:

yum install -y ipfixreceiver2
4. Onsa obHoBneHus ipfixreceiver2 BbINOSHUTE KOMaHAY:

yum update -y ipfixreceiver2

daunnbl NOCTAaBKM

e ®aisibl C ONUCaHWEM TUMOB Nnosier AaHHbIX ipfix:

/etc/rcollector/xml/ipfix raw.xml - Twnbl nonen gaHHbix ipfix ang
fullflow.
/etc/rcollector/xml/ipfix_url.xml
clickstream (http 3anpocsl).

/etc/rcollector/xml/ipfix sip.xml

Tunbl nonen fgaHHblx ipfix ons

Tunbl nonen gaHHbiXx ipfix ansa sip

COeVHEHM.

/etc/rcollector/xml/ipfix aaa.xml - Tunbl nonem faHHbix ipfix gnd aaa
cobbITun.

/etc/rcollector/xml/ipfix _nat.xml - Tunbl nonen gaHHbix ipfix gng nat
cobbiTnn.

e [MpuMepbl KOHDUIYPALMOHHbBIX (PaiioB C ONUCaHMEM MoLener UMMNopTa 1 3KCNopTa AaHHbIX
ipfix:

/etc/rcollector/ipfixreceiver raw.ini - WMNopT v 3KCnopT AaHHbIX ipfix nns
fullflow.
/etc/rcollector/ipfixreceiver raw new.ini - WMMoOpT 1 3KCNopT AaHHbIX ipfix


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://fedoraproject.org/wiki/EPEL

ana fullflow gna CKAT Bepcum 8.1 u BbiLLE.
/etc/rcollector/ipfixreceiver url.ini
clickstream.
/etc/rcollector/ipfixreceiver sip.ini
Sip coeguHeHUN.
/etc/rcollector/ipfixreceiver aaa.ini
aaa cobbiTun.
/etc/rcollector/ipfixreceiver nat.ini
nat cobbiTun.

AMnopT u 3kcnopT faHHbix ipfix gng

AMnopT v akcnopT gaHHbIX ipfix ans

MMnopT 1 3kcnopT AaHHbIX ipfix gns

AMnopT u 3kcnopT faHHbix ipfix gng

e licnonHaembln ainn:

/usr/bin/ipfixreceiver2

CentOS 6

o CKpUNTbI AN15 3anyCka NPoLLecCoB MMMOPTa ¥ 3KCNopTa AaHHbIX ipfix:

/etc/init.d/ipfix raw - CkpunT 3anycka ipfixreceiver2 c KOH(pUrypaunoHHbIM
annom /etc/rcollector/ipfixreceiver raw.ini.
/etc/init.d/ipfix url - CkpunT 3anycka ipfixreceiver2 ¢ KOH(pUIrypaunOHHbLIM
annom /etc/rcollector/ipfixreceiver url.ini.
/etc/init.d/ipfix sip - CkpwunT 3anycka ipfixreceiver2 c KOH(UrypaunoHHbIM
amnom /etc/rcollector/ipfixreceiver sip.ini.
/etc/init.d/ipfix aaa - Ckpunt 3anycka ipfixreceiver2 c KOH(pUrypaLunOHHbIM
tdannom /etc/rcollector/ipfixreceiver aaa.ini.

CentOS 7

e CepBUCHble (haibl ANS 3aMyCKa NPoLLEeccoB MMMNOPTa U 3KCNopTa AaHHbIX ipfix:

/usr/lib/systemd/system/ipfix raw.service - CepBUCHbIN hana 4N1a 3anycka
ipfixreceiver2 c KOH(pUrypaLnoHHbIM (haniom
/etc/rcollector/ipfixreceiver raw.ini.
/usr/lib/systemd/system/ipfix url.service
ipfixreceiver2 c KOH(UrypauUMOHHbLIM aitsiom
/etc/rcollector/ipfixreceiver url.ini.
/usr/lib/systemd/system/ipfix sip.service
ipfixreceiver2 c KOH(pUrypaLnoHHbIM (haniom
/etc/rcollector/ipfixreceiver sip.ini.
/usr/lib/systemd/system/ipfix _aaa.service
ipfixreceiver2 c KOH(UrypauUMOHHbLIM (haitiom
/etc/rcollector/ipfixreceiver aaa.ini.

CepBUCHbIN haln Ans 3anycka

CepBuCHbIV (hann ons 3anycka

CepBUCHbIV (hann oNns 3anycka



NMapaMeTpbl 3anycKa nporpamMmmsl

MporpammMa ipfixreceiver2 umeeT cneaytoLime napaMeTpbl 3anycka:

usage: ipfixreceiver2 <-f config file> [options]

roe

- -daemon 3anyck nporpaMMbl B POHOBOM pexume.

- -umask=mask YcTaHoBMTb umask (BOCBMUPKYH., MO ymon4vaHuo 027).
--pidfile=path MyTb K pid danny.

-h, --help BbIBECTW KpPaTKYIO CMPaBKY.

-fFILE, --config-file=FILE T[lyTb K KOH(MrypaLNOHHOMY hanny.

-v, --version BbIBECTY BEpCMIO NPOrpaMMbl.

KoHdurypauus

MapameTpbl paboTbl NporpamMmmbl 3af4ak0TCA B .ini hanne.

Cekuus [connect]

B maHHOM cekLMM 3a4at0TCs NapaMeTpbl 418 npuemMa aaHHbIX ipfix.

e protocol - IP npoTokon (tcp nan udp)

Mpwn ncnonb3oBaHMM NpoTokoaa udp Heobxoanmo ybeanTbcs, 4To pa3mep ipfix 3anucu
He npesblwaeT pa3mep MTU (clickstream faHHbIe MOXXHO MPUHUMATL TONLKO MO NPOTOKOJY
tep).
e host - uHTepdenc, Ha KOTopom ByaeT OCyLLeCTBAATLCA NPUEM AaHHbIX
e port - HomMep nopTa
e flow_type - Tun npuHumMaemoro notoka: ipfix nam netflow9. B cnyyvae ncnons3sosaHma netflow9
protocol MoxeT BbITb TOSILKO udp.

Cekuusa [dump]

B maHHOM cekLMK 3aal0TCA NapaMeTpbl AaMna NPUHATLIX AaHHbIX B ali.

e delimiter - cumBON pasfenuTtenein faHHbIX B hanne.

e rotate_minutes - Yepe3 CKONbKO MUHYT 3aKpblBaTb BPEMEHHbIN (haisl 1 NeperMeHoBbIBaTb ero
B NMOCTOSAHHbIN.

e rotate_flows - Yyepes Kakoe Kosin4ecTBo ipfix 3anncen 3akpbiBaTb BPEMEHHbLIN (hail 1
nepenMeHOBbIBaTb €ro B MOCTOSAHHbBIA. O - OTKAOYEHWE aHHOM0 BUAa poTauuu.

e dumpfiledir - kaTanor gna pasmeweHuns ¢ansios C JaMMNOM.

« fileprefix - npeukc nMeHn arnna ¢ gamnom.

e rotateformat - hopmupyeT ums anna ¢ famnom.

e extension - pacwmpeHue anna c Jamnom.

e temp_file_suffix - cyddurkc nmeHn spemeHHoro ganna.



e processcmd - KOMaHZa An4 3anycka nNpu poTauum anna. %s 3aflaeT UMsA NOCTOSAHHOr O aina
C LaMMOoM.

e detach_child - ecnn true, To npouecc processcmd oTBA3bIBAaETCA OT npouecca ipfixreceiver'a.

e decode_url - pekognposaTb cMMBOJIbI B url npn ncnonb3osaHumn decodepath.

e decode_host - nekognposaTh idna B uMmeHn xocTta rnpu decodehost.

e decode_referer - pekogumpoBaTb idna B referer npu decodereferer.

e reopen_time - Yepes CKONbKO CeKyH[ byneT npefAnpuHATa NONbITKa OTKPbITh hana 4S8 3anmcu
flamna nocne BO3HMKLLEN ownbku ¢ pannom. Mo ymonyanuio 30 cekyHA.

e checkdir - npoBepsATb M Ha cywectBoBaHne dumpfiledir n B cny4yae oTCyTCTBUS CO34aThb
KaTanor (cospatTcs Bce KaTanoru n3 dumpfiledir). Mo ymonyanuio true.

e fw_max_elements_in_queue - KOANYECTBO 31EMEHTOB, NMPU KOTOPOM OHW OTMPABAATCS B
ovepenb Ha 3anucb B hann. Mo ymonyanmio 100000.

e fw_max_queue_size - MakCMMasibHOE KOMYECTBO MacCUBOB 3/1eMEHTOB B o4epeaun. Ecam Ha
MOMeHT fobaBneHns B o4epeab KOMYECTBO HAaXoAALWMUXCa B odepeamn bynet 6onblue, TO
fnobasnsemble gaHHble 6yayT oTbpoweHsbl. o ymMonyaHuio 2.

e bad characters - cuMBOJIbI, KOTOPbIE HE HYXXHO BbIBOAUTb MPKU 3anncy B hann. MoryT bbiTb
yKa3saHbl 0MHOYHbIE CMMBOJIbI U escape nocnenoBaTenbHOCTU. Mo yMmondanuio "\t\r\n;\x00".

Cekuus [InfoModel]

B naHHOM cekumu 3apgaetcs xml pann ¢ onucaHnem Tuna AaHHbIX B MPUHMMaeMOM MnoToke ipfix.

e XMLElements - nyTb K xml ¢hanny c onncaHmem Tuna faHHbIX B hopmaTe IANA IPFIX Entities
registry.

Cekuus [template]

B naHHOW cekLMM 3aaeTcs NOPSAOK CleAoBaHNs aHHbIX B MPUHUMAeEMOM noToke ipfix.

e Elements - cnMCoOK NpUHUMaeMbIX OaHHbIX (Yepe3 3anaTyo).

Cekuus [ExportModel]

B oaHHOM cekumm onpenenseTcs Nnopsanok 1 oopmaT BbiBOAA MOJTYYEHHbIX AaHHbIX.

e Elements - CNMCOK AaHHbIX, KOTOPble HEOOXOAMMO COXPaHATb B halne (4epe3 3andaTyto).
BO3MOXXHO M3MeHUTb NpefonpenenieHHbIN hopMaT BbiIBOAA B (han 4S8 KaXX40ro Tuna
LaHHbIX, UCMONb3YS CnefyoWwmnin opmaT: UMa_nons:opmaT_BbliBoAa[:0NLmMA]. BO3MOXHbI
cnepytolime TUnbl BbiIBOAA OAHHbIX:

dopmaT_BbiBOAa |OnucaHue

decode_unsigned |dekoanpoBaTb Kak unsinged

decode_signed JekoanposaTb Kak signed
decodeipv4 lekoanposaTb Kak IPv4 agpec
decodeipv6b JekonnposaTb Kak IPv6 apgpec
decode_string [ekoampoBaTb Kak CTPOKY

[ekognpoBaTb Kak gaTy v Bpema B CeKyHAax. ®opMaT BbIBOAA NO YMOJIHAHUIO

decode_seconds "%Y-%mM-%d %H:%M:%S'. B onumn MOXHO 3afaTb CBOM (hopMaT BblBOAA.



https://www.iana.org/assignments/ipfix/ipfix.xml
https://www.iana.org/assignments/ipfix/ipfix.xml

®opmaTt_BbiBOAa |OnucaHue

[lekoanpoBaTb Kak AaTy 1 BpeMs B MUINCEKYHOax. PopmaT BbIBOAA MO
decode_milliseconds|ymonyanuio '%Y-%m-%d %H:%M:%S'. B onuunn MOXHO 3aiaTb CBON hopMmaT

BbIBOJA.
decodehost [lekoanpoBaTb Kak UMS XoCTa
decodepath JekoampoBaTb Kak NyTb B url
decodereferer lekoaupoBaTb Kak referer

Cekuus [stats]

B maHHOM cekumMmM 3a4at0TCA NapaMeTpbl BbIBOAA CTAaTUCTUKK paboTkl nporpaMmel B telegraf.

e socket_path - nyTb K datagram socket telegraf'a.
e interval - Yepes CKOJIbKO CEKYyHA OTMNPaBaATb CTAaTUCTUKY B telegraf.
e tag - Ter, BbiCTaB/sieMbIn B noJie ipfix_tag npu oTnpaBke ctaTucTuku B telegraf.

Cekuus [export]

e to - 3a4al0TCS aApeca KOJIEKTOPOB AN SKCNopTa noay4YeHHbix ipfix 3anucen. ®opmaTt
ip/port/proto[,ip/port/proto]. Hanpumep:

[export]
t0=10.0.0.2/9921/tcp, 10.0.0.3/3444/udp

o Mpy ncnoab3oBaHUKM NPoToKoa udp Heobxoanmo ybeamnTbca 4To ofHa ipfix 3anucb He
npesbiwaeT pa3mep MTU.

Cekums [logging]

B maHHOM cekLmMK 3aaloTCA NapaMeTpbl IOrMPOBaHMS NPOrPaMMbl.

e loggers.root.level - ypoBeHb flornpoBaHus

e loggers.root.channel - kaHan ona BeiBo4a COOBLLEHNI

e channels.fileChannel.class - knacc kaHana BbiBOAa

e channels.fileChannel.path - nyTb K nor-canny

¢ channels.fileChannel.rotation - napameTp poTauuu

e channels.fileChannel.archive - napameTp UMeHV apXMBHbIX (hainios

e channels.fileChannel.purgeCount - KonM4eCTBO apXUBHbIX (hanIoB

e channels.fileChannel.formatter.class - knacc hopmaTupoOBLLKKa

¢ channels.fileChannel.formatter.pattern - wabnoH gna hopmaTNpoOBLLMKA
¢ channels.fileChannel.formatter.times - Bpems

o Bonee noapobHO 03HAaKOMUTBLCS C MapaMeTpaMu JIOTMPOBAHUSA MOXHO Mo ccblyike Class
FileChannel.


https://pocoproject.org/docs/Poco.FileChannel.html
https://pocoproject.org/docs/Poco.FileChannel.html

MpumMmepsbl KOHUrypauum
Mpuém ipfix paHHbIX

B thannax /etc/rcollector/ipfixreceiver_*.ini npuBefeHbl NpuMepbl HACTPONKY A5 NOJTyYeHUs
pa3NYHbIX MOTOKOB AaHHbIX ipfix. Mepen 3anyckom NporpaMmMbl HEOOXO0ANMO U3MEHUTD
KOH(MIypaLMOHHbIN hainn noj Bawm TpebosaHms.

¢ [pn HeobX04MMOCTN BHECTW N3MEHEHMNA B CEKLMIO [connect], yka3aB nHTepdeinc, nopT u
NPOTOKON Ans npuema ipfix LaHHbIX.
e B cekumn [dump] yka3saThb:
o dumpfiledir - kaTanor, roe 6yayT co3faBaTbCA BPEMEHHbIN (hann 1 hanbl C LaHHbIMK.
o rotate_minutes - BpeMs, Yepes KOTOPOe 3aKpblBaTb BPEMEHHbIN (haitsi, NeperMeHoBbIBaTb
ero B (a1 C MOCTOAHHLIM MMEHEM 1 BbINONHUTL KOMaHAy U3 napaMeTpa processcmd
AN 0eNCTBUA HaL NOJIyYEHHbIM haniom.
o processcmd - KOMaHAy, HeOX0AMMYIO BbINOAHUTL HaZ (halioM C faHHbIMK.
o delimiter - cumBON pasfenutenb MeXAay NONSAMU AaHHbIX.
e B cekuwun [ExportModel] yka3aTb Heobxoaumbln NOPAAOK C/ief0BaHNS NoJien B COXpPaHAEMOM
hanne.

AKcnopT ipfix gaHHbIX

Ons akcrnopTa nosiydaembix ipfix AaHHbIX HE0BX0AMMO BHECTU U3MEHEHUS B KOH(PUIYPaLMOHHbIN
thann, nytem nobasneHns cekumm [export] n ykaszaHus agpecoB HaszHavyeHUs. Hanpumep, ons
oTnpasku ipfix gaHHbIX Ha ipfix kKonnekTop ¢ agpecom 10.0.0.5:1501 no npoTokoy tcp, anemeHT
KOH(urypaumm byaet BeirnageTs cnegyowmnm obpasom:

[export]
to = 10.0.0.5/1501/tcp

Ecnun Heobxoammo 3adaTb HECKObKO ipfix KONIEKTOPOB, TO MX MOXHO YKa3aTb Yepes 3anaTylo.
Hanpumep:

[export]
to = 10.0.0.5/1501/tcp, 192.168.1.200/1501/tcp
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