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MpuemM IPFIX paHHbIX ipfixreceiver

BBepeHue

YTunuta npefHa3HavyeHa A5 npreMa noTtoka AaHHbIX OT YCTPONCTB No NpoTokoy IPFIX 1
COXpaHeHMeM JaHHbIX B BUAe hanna Ana nocnenywouien ob6paboTku nx gpyruMm cpeacrTsamm.

NHcTannauua m obHoBneHue

Cent0OS6

1. nogknoymnTe penosutopuin VAS Experts aHanornyHo n.1 MHCTPYKUMKM ycTaHoBKK DPI.
2. ycTaHoBuTe ipfixreceiver:

yum install -y ipfixreceiver

3. npoBepbTe U3MEHEHUS B KOH(DUTYPaLMOHHBIX (haisiax Ha COOTBETCTBME BEPCUM CM. pa3aern
"Ba)KHble nameHeHmnsa"

Cent0S7

1. nogknoymnTe penosntopuit VAS Experts aHanornyHo n.1 MHCTpyKUUmM yctaHoBku DPI.
2. yCTaHoBMTe peno3uTtopuin epel

yum -y install epel-release
3. ycTaHoBKa peno3uTtopusa forencis:
rpm --import https://forensics.cert.org/forensics.asc
rpm -Uvh
https://forensics.cert.org/cert-forensics-tools-release-el7.rpm

4. yctaHosuTe ipfixreceiver:

yum -y install libfixbuf --disablerepo=forensics
yum -y install netsa-python netsa silk
yum -y install ipfixreceiver --disablerepo=forensics

5. npoBepbTe N3MEHEHMA B KOHDUIYPALMOHHbIX (hanax Ha COOTBETCTBME BEPCUN CM. pa3gen
"Ba)kHble nameHeHmnsa"

Ba)kHble u3MeHeHuA B Bepcum 1.0.3 no oTHoweHuio K 1.0.2

1. n3MeHeH KOH(UrypaumnoHHbIn ann B YacTu npeobpasosaHus IP agpecos, ¢ Bepcun 1.0.3


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start

Heobxoaumo ykasbiBaTb decodeipv4, decodeipvb B 3KCMOPTHOW MoLenun, npuMep:

source ip4, decodeipvé4

destination ip4, decodeipv4

2. COXpaHeHne MHpopMaLnn B haia BbIHECEHO B OTAE/NbHbIN NPOLECC, YH4UTbIBANTE YTO Npu
60/1bLIOM KOoNMYecTBe ceccun (>25k cec/cek) npouecc byaeT NOAHOCTbLIO 3arpyxaTb 2 s4pa
npovueccopa. ns npoBepku, 4To npouecc ycnesaeT 0bpaboTaTe BECb MOTOK AaHHbLIX B peXume
DEBUG nobasneHbl coobuieHums
(a)cnt=NNNNN - oTnpasneH bydep ¢ LaHHbIM HOMEPOM
(b)cnt=YYYYY - coxpaHeH bydep ¢ faHHbIM HOMEPOM.

3. BBefeH napametp buffer_size - pasmep bydepa obMeHa Mexay NpoLLeccoM npruema u 3anucu B
hann, ncnonbsyetcs B pasgene [dump], no ymonyaHuto 3Ha4eHue napametpa 100000 3anucen
(opueHTMpoBaHO Ha 20I6uT Tpadgumka unm 25 000 ceccun B cek). ECnm K-BO ceccuin B CEKyHAY
3HAYMTENbHO MeHbLUe, TO 0043aTeNlbHO NPONOPLMOHANIbHO N3MEHMTE AAHHbLIA NapameTp.

dansbl NOCTAaBKH

1. npumMepbl KOHGUrypauuu:

/etc/dpiui/ipfixreceiver.conf - npumep kKoHpurypauum gna clickstream (http
3anpochl)

/etc/dpiui/ipfixreceiverflow.conf - npumep KOHpUrypauum ona noayveHms
NHhopMaumn o ceccnax (aHanor netflow)

/etc/dpiui/ipfixreceiversip.conf - npumep KOHGpUrypaumm 4Nna nosayveHns
MH(opMaLMKM 0 Sip coefnHeHUsx

2. (hannbl NporpamMmMbl pacnonaratTCs B AUPEKTOPUN:
/usr/local/lib/ipfixreceiver.d/
3. BCnomoraTesibHble (halbl:

/etc/dpiui/port proto.txt - uHdopmauus o TpaHCAALMK NOEeHTUUKaTOpPa
NPOTOKOJ1a B HAMEHOBaHMe,
NCNONb3yeTcsa B yTUAUTE OJ19 NONYYEHNSI TEKCTOBOrO MMEHU NMPOTOKONA

4. CCbIIKM Ha NCNONHAEMBbIN MoAyJb:

/usr/local/bin/ipfixreceiver -> NUWHK Ha
/usr/local/lib/ipfixreceiver.d/ipfixreceiver

AononHuTenbHbIe HAacTpouku OC

1. HacTponTe iptables aona npuema BHELWHNX LaHHbIX
Ana paboThl ipfixreceiver'a TpebyeTcs OTKPbITb MOPThI KOTOPbIE Tak e byAyT MCNOo/b30BaThCA
B KOH(Urypauum B pasgene [connect]



Hanprumep Bamu ncnosb3ytotcsa npotokoa TCP, 1500 nopt 1 IP=212.12.11.10

[connect]
protocol=tcp
host=212.12.11.10
port=1500

Ona npuema IPFIX noToka y Bac B /etc/sysconfig/iptables nonxHo 6biTh CneaytoLLee NpaBuo:
-A INPUT -p tcp -m state --state NEW -m tcp --dport 1500 -j ACCEPT
He 3abyabTe 4TO Nocne BHeceHMs npasua B iptables TpebyeTca nepesanyck:

service iptables restart

. HacTpounTe poTauuio 10ros
Mpumep poTaumm ona nor awna /var/log/dpiuiflow.log, cospnanTte B anpekTopmm
/etc/logrotate.d/ painn flowlog cneaytouiero cogepxaHus

/var/log/dpiui*.log {
rotate 5
missingok
notifempty
compress
size 10M
daily
copytruncate
nocreate
postrotate
endscript

ObpaTuTe BHMMaHMe Ha UCNOJIb30BaHMe MeToAa copytruncate, nHadve ann 6ynet nepecosnaH
¥ 3anncCb Jora 13 npowecca npekpaTmuTca.

CooTBeTCTBEHHO B KOH(hmrypauuu ipfixreceiver y Bac B paszene [handler_ipfixreceiverlogger]
yKa3aHo ciefyollee:

args=('/var/log/dpiuiflow.log', 'a+"')

. HacTtpownTe ynaneHue ctapbix hannos. Hanpumep yaaneHue ctapbix apxueos (6onee 31 aHS) C
3anMCcAMM 0 CeCCURAX 3anakoBaHHbIX gzip:

15 4 * * * /bin/find /var/dump/dpiui/ -name url \*.dump.gz -cmin +44640
-delete > /dev/null 2>&1

N3meHnTE CTpoYKy nopa Bawwm TpebosaHns n nobasbTe B hann /var/spool/cron/root.



NMapaMeTpbl 3anycKa nporpamMmmsl

YTunuTta ipfixreceiver umeeT cnegytowine napaMmeTpbl 3anycka :

usage: ipfixreceiver start|stop|restart|status|-v [-f <config file>]
roe

start 3anyCK B pexxume cepsuca

stop - OCTaHOB CepBucCa

state COCTOsAHMe paboThl cepBUca

restart rnepesanyck cepsuca

-V - BbIBECTWN MH(OPMaLINIO O BEPCUN

-f <config file> - ykasaTb (hais KOHPUrypauum ans 3anycka cepsmca

Mpumep:
ipfixreceiver start -f /etc/dpiui/ipfixreceiverflow.conf

KoHdurypauus

Mo yMon4aHMIo ncnonb3yeTcs hann KoHgpurypauum /etc/dpiui/ipfixreceiver.conf .
Ocosbue NHOPMaLMN O KOHDUTYPMUPOBAHMM JIOTMPOBAHNSA MOXXHO HanWTK No ccblnke Logging

CnyxeOHble pa3penbl

1. loggers - onpegenseT NCNoab3yeMble NI0r NAEHTUPMKATOPSI
2. handlers - onpegenseT ucnonb3yemble 06paboTymKy 4N coxpaHeHMsa nora
3. formatters - onpenenseT ncnonb3yemble GopMaThl 414 Nora

logger root

1. level - onpenensieT ypoBeHb JIOrMpoBaHMa (BepXHUIN YPOBEHbD)
Bo3MOXHble 3HavyeHus:

CRITICAL - TOJIbKO KpUTMYECKUE OWMOKN, MUHMMAbHbLIN YPOBEHbL COOBLLLEHMNI
ERROR - BKJI0YasA owmnbKu
WARNING - BKJIlOYaa npepynpexneHns

INFO - BKJIlOYaa MHpopMaLmio

DEBUG BK/H0Yas 0TNaf04qHble

NOTSET Bce, MakcMasbHbI ypoBEeHb CO0BLLEHMI (BKOYas BCe Bbille
nepeyvnciieHHble)

Mpumep:
level=DEBUG

2. handlers - ncnonb3syembie 06paboTymKmn coobLieHnin


https://docs.python.org/2.6/library/logging.html

Mpumep:

handlers=ipfixreceiverlogger

handler _ipfixreceiverlogger

1. class - knacc obpaboTymka
Mpumep:

class=FileHandler

2. level - ypoBeHb coobLieHni
level=DEBUG

3. formatter - HanmeHoBaHMe hopMaTa coobLeHUn
formatter=ipfixreceiverlogger

4. args - napameTpbl 0bpaboTymka

args=('/var/log/dpiuiflow.log', 'a+"')

formatter _ipfixreceiverlogger

1. format - onucaHme hopmaTta coobLueHns
Mpumep:

format=%(asctime)s - %(name)s - %(levelname)s - %(message)s

roe

%(name)s - MMAa nora

%(levelname)s - ypoBeHb coobuieHna ('DEBUG', 'INFO', 'WARNING', 'ERROR',
"CRITICAL'").

%(asctime)s - [paTa, no ymonyaHuio opmat “2003-07-08 16:49:45,896" (none
3anAaTaon yKa3aHbl MUIIMCEKYHbI).

%(message)s - coobuieHmne

2. datefmt - onncaHue popmaTa gaThl
Mpumep:

datefmt="'%m-%d %H:%M'

connect

1. protocol - npoTokon (tcp nan udp).

protocol=udp



2. host - IP unn nms cepsepa.
host=1localhost
3. port - HOMep nopTa.

port=9996

dump

1. rotate_minutes - nepvof B M1HyTax, No NPOLUECTBUN KOTOPOro BPEMEHHbIN (haiis B

dumpfiledir/<port>.url.dump byaneTt nepemelleH B apxmB (Mv) 1 Co3aaH HOBbI BPEMEHHbIN

thann.

rotate minutes=10

2. processcmd - KOMaHAa KoTopas byaeT 3anylieHa No OKOHYaHUW poTauun daina, napameTp

nMs halina C NyTeM K HEMY.
processcmd=gzip %%Ss

3. dumpfiledir - gupekTopus Kyna byayT COXpaHATLCSA halsibl C NPUHATHIMU AaHHbIMK.
dumpfiledir=/var/dump/dpiui/ipfixflow/

4. buffer_size - pa3mep bydepa obMeHa Mexxay npoL.eccom npuema un 3anucu B gais, rno

YMOJI4aHMIO 3HaYeHne napameTpa 100000 3anucen (opneHTUpoBaHo Ha 20I6uT Tpadurka nnm
25 000 ceccuin B ceK). ECnn K-BO CceCCUn B CEKYHAY 3HAYUTENbHO MeHbLUE, TO 0653aTenbHO

NPONoOpLMOHaIbHO M3MEHUTE AaHHbIA NapameTp.

InfoModel

bsioK onuceiBaeT nostydaemoble fAaHHble no IPFIX npoTokony.

1. InfoElements - napameTp C onncaHWeM 371eMeHTOB MHMOoPMaLMoHHON Mogenu ans IPFIX

InfoElements = octetDeltaCount, 0, 1, UINT64, True
packetDeltaCount, 0, 2, UINT64, True
protocolIldentifier, 0, 3, UINTS8
session id, 43823, 2000, UINT64, True

roe,

session_id - HawumeHoBaHue rnons u3 onucaHma IPFIX cMm. pa3gensbl
43823 - yHUKaNbHbIN HOMep opraHu3aunn (enterprise number)
1 - yHMKaNbHbIA HOMEp nons

UINT64 - Twun nons

True - ucnosib3oBaTtb 0bpaTHLIN Nopsafok 6anT (endian). 3HadveHus - True wam

nycTo.

Tunbl nonen:



Type Length | Type IPFIX
OCTET_ARRAY |VARLEN|octetArray

UINT8 1 unsigned8

UINT16 2 unsignedl6

UINT32 4 unsigned32

UINT64 8 unsigned64

INT8 1 signed8

INT16 2 signed16

INT32 4 signed32

INT64 8 signed64

FLOAT32 4 float32

FLOAT64 8 float64

BOOL 1 boolean

MAC_ADDR 6 macAddress

STRING VARLEN|string

SECONDS 4 dateTimeSeconds
MILLISECONDS |8 dateTimeMilliseconds
MICROSECONDS|8 dateTimeMicroseconds
NANOSECONDS |8 dateTimeNanoseconds
IPAADDR 4 ipv4Address
IP6ADDR 16 ipv6Address

HavmMeHoBaHMe nonen n onncaHme MOXXHO B3ATb MO CCbIIKaM:

1. Wa6noH akcnopTa Netflow B hopmaTe IPFIX
2. WabnoHbl a3kcnopTa clickstream u SIP
3. WabnoH skcnopTa AAA B chopmaTe IPFIX

HononHntenbHas NHQoOpMaLUns:;
Information Model for IP Flow Information Export

ExportModel

onpegenseT napaMeTpbl MOAENN ONs IKCMOPTa, 3ape3epBnpoBaHo ans byayuiero ncnosb3oBaHus.
1. Mode - TN ncnonb3yemoro 3KcrnopTa

Mode = File

ExportModelFile

OnucaHue mopenu skcnopTa File.
1. Delimiter pa3genutens nonen B ctpoke ( \t - Tabynauus, ewe npumeps - |,;)

Delimiter = \t


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_li:li_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_li:li_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_li:li_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_li:li_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix:start
https://tools.ietf.org/html/rfc5102.html

2. ExportElements - onucaHune nonen Kotopble ByayT coxpaHeHbl B (han.

ExportElements = timestamp, seconds, %%Y-%%M-%%d %%H:%%M:%%S.000+03
login
source ip4
destination ip4
host, decodehost
path, decodepath
referal, decodereferer
session id
rOe nons B KaXKaon CTPOKe:
NM$ - HaUMeHOoBaHMe nons n3 nHpopmaunoHHon mogenn [InfoModel] (login,
session_id wuT.n.)
obpaboTynk - Nnpouenypa obpaboTkn Nons nepen BoIBOAOM
seconds - none B CeKyHAax, oxxumaaercs opmaTt

milliseconds - nose B MUANCEKYHAAX, MUKPOCEKYHAAX,
HaHOCEeKyHAax oxuaaeTtcs gopmaT

decodehost - nepekoauposaTb U3 punycode B UTF-8

decodepath - nepekoauposaTtb 3 urlencoding B UTF-8

decodereferer - nepekogupoBaTb U3 (punycode,urlencoding) B
UTF-8

decodeproto - MNepekoanpoBaTb MOEHTUMUKATOP NPOTOKOA B
CTPOKY

topmaT - onucaHme hopmata ona seconds, milliseconds.
Mpumep: %%Y -%%M-%%d %%H : %%M: %%S . %%T+0300
PesynbTaT: 2016-05-25 13:13:35.621000+0300

Co3spnaemM cepBuc B Centos7

Co3naHue cepsuca B centos7 no waram, HazBaHue cepsuca ipfixl, ncnonbsyemas KoHpurypaumns
/etc/dpiui/ipfixreceiver.conf, ncnonb3yembin nopt 1500.
Co3paem thann /etc/systemd/system/ipfix1.service cnegytowero cogep>xaHus:

[Unit]

Description=ipfix test restart
After=network.target
After=syslog.target

[Service]

Type=forking

PIDFile=/tmp/ipfixreceiver.1500.pid

ExecStart=/usr/local/bin/ipfixreceiver start -f
/etc/dpiui/ipfixreceiver.conf

ExecStop=/usr/local/bin/ipfixreceiver stop -f /etc/dpiui/ipfixreceiver.conf
ExecReload=/usr/local/bin/ipfixreceiver restart -f
/etc/dpiui/ipfixreceiver.conf

Restart=always

RestartSec=10s



[Install]
WantedBy=multi-user.target

BbinonHsem:

systemctl enable ipfixl.service
systemctl start ipfixl.service
systemctl daemon-reload

lpoBepsem:
systemctl status ipfixl.service -1

Ohue 3abyabTe npoBepuTh NOAHATHE CEPBUCA NOC/IE NEPe3arpysKu

Mpobnembl u pewseHuns

1. KaK Nony4ynTb BEPCUIO YTUANTBI?
Wcnonb3yinTe cneaylouime KOMaHabl:

ipfixreceiver -v
yum info ipfixreceiver

2. MOXXHO /I Ha OAWH NopT oTnpasaaTh IPFIX noTokn ¢ pa3Hbix DPI?
Ja. EAMHCTBEHHOE B 3anNncbiBaeMOM NMOTOKe ux OyaeT He pasnnymnTb.
3. KaK MOHATb, 4TO yTUAnTa pabotaeT?
a) NpoBepbTe, YTO MOPT M3 KOHPUrypauum NpocnyInBaeTcs yTuanTton, Hanpumep 1500:

netstat -nlp | grep 1500

b) npoBepbTe nor, HeT n ownbok
¢) NMpoBepbTe, 4TO 3aNnUCb B MPOMEXYTOYHbLIN hailn NPoMCXoanT, Hanpumep onsa 9996 nopta
(oupekTopua ansa gannos - /var/dump/dpiui/ipfixurl):

tail -f /var/dump/dpiui/ipfixurl/9996.url.dump

4. BCe NPOBEPEHO, HO NpueMa coobLieHnn HeT?
a) 3abbliM OTKPbITL NOPT B iptables.
b) nHnumnannsuposanu ipfixreceiver c HesepHbIM IP cepBepa.

5. ¢ DPI nget 60nbLU0E KONNYECTBO ceccuin (bonee 2 MaH ceccnin/mun), npu BkatoveHHom DEBUG
peXnme BMAHO, 4TO CYeTHYMK obmMeHa Bydhepamm He ycneBaeT 3anncaTb A0 NOJyYeHNs
cnepytoulero 6710ka 3anucen, 4To MOXHO caenaThb?

a) yoanute npeobpa3oBaHme faTbl B CTPOKY, 3TO YMEHbLUMT NPoLECcCOpHOe BpeMs Ha
06paboTKy 1 AONOIHUTENBHO NOJYYNTE YMEHbLLEHME 0bbeMa pe3ynbTupytoLero danna

b) ynanuTte npeobpasosaHne decodeipv4, He 3HAa4YNTENIbHO, HO TaK Xe MOJIy4nUTe YCKOPEHne
3anucu ganna

c)HacTpounTe buffer_size npu k-Be cec /cek 6onee 30k coBMecTHO ¢ n.d

d) yBennybTe 4acToTy npoueccopa 1 06beM NaMaTu
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