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YTunuta npueMa IPFIX noToKoB paHHbIX

BBepeHue

YTunuta npefHa3HavyeHa A5 npreMa noTtoka AaHHbIX OT YCTPONCTB No NpoTokoy IPFIX 1
COXpaHeHMeM JaHHbIX B BUAe hanna Ana nocnenywouien ob6paboTku nx gpyruMm cpeacrTsamm.

NHcTannauua m obHoBneHue

Cent0OS6

1. nogknoymnTe penosutopuin VAS Experts aHanornyHo n.1 MHCTPYKUMKM ycTaHoBKK DPI.
2. ycTaHoBuTe ipfixreceiver:

yum install -y ipfixreceiver

3. npoBepbTe U3MEHEHUS B KOH(DUTYPaLMOHHBIX (haisiax Ha COOTBETCTBME BEPCUM CM. pa3aern
"Ba)KHble nameHeHmnsa"

Cent0S7

1. nogknoymnTe penosntopuit VAS Experts aHanornyHo n.1 MHCTpyKUUmM yctaHoBku DPI.
2. yCTaHoBMTe peno3uTtopuin epel

yum -y install epel-release
3. ycTaHosuTe ipfixreceiver:
yum install -y ipfixreceiver

4. npoBepbTE M3MEHEHUS B KOH(PUIYypaLMOHHbIX haliax Ha COOTBETCTBME BEPCUN CM. pa3aen
"Ba)kHble n3meHeHns"

Ba)kHble uaMeHeHus B Bepcum 1.0.3 no oTHoweHuio K 1.0.2

1. n3MeHeH KOHUrypaLMOHHbIA dan B YacTn npeobpasosaHus IP agpecos, ¢ Bepcum 1.0.3
Heobxoamnmo yka3biBaTb decodeipv4, decodeipv6 B 3KCMOPTHOM MOAeNn, NpuMep:

source ip4, decodeipv4

destination ip4, decodeipv4

2. COXpaHeHue nHdopMaumm B haita BbIHECEHO B OTAE/bHbIA NPOLECC, YYNTbIBANTE 4YTO Npu
60/1bLIOM KoMYecTBe ceccun (>25k cec/cek) npouecc byaeT NOAHOCTbLIO 3arpyxaTb 2 s4pa


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start

npoueccopa. 119 NpoBepKuK, 4To npouecc ycnesaeT 0bpaboTaTb BECb MOTOK AaHHbLIX B peXUMe
DEBUG pobasneHbl coobLyeHns

(a)cnt=NNNNN - oTnpasneH bydep ¢ LaHHbLIM HOMEPOM

(b)ent=YYYYY - coxpaHeH bydep ¢ AaHHbIM HOMEPOM.

3. BBefeH napameTp buffer_size - pa3mep bydepa obMeHa Mexay NpoLeccom npuema 1 3anncu B
thann, ncnonblyetca B pasgene [dump], no ymonyaHuio 3HavyeHme napameTtpa 100000 3anucen
(opueHTMpoBaHO Ha 20I6uT Tpagumka unm 25 000 ceccun B cek). ECm K-BO ceccuin B CEKyHAY
3Ha4YNTENIbHO MeHbLUe, TO 0653aTesIbHO NPOMOPLMOHAJIbHO M3MEHWTE AaHHbIA MapaMeTp.

dausbl NOCTAaBKH

1. npuMepbl KOHPUTYypaLmnK:

/etc/dpiui/ipfixreceiver.conf - npumep KoHpurypaumm gna clickstream (http
3anpochl)

/etc/dpiui/ipfixreceiverflow.conf - npumep KoHpUrypaumm gna noayyeHms
NHhopMaumm o ceccnax (aHanor netflow)

/etc/dpiui/ipfixreceiversip.conf - npumep KOHGpUrypaumm Ana nosayveHns
MH(opMaUnM 0 Sip coeguHEeHUsxX

2. (hannbl NporpaMMbl pacnosiaratoTcs B AUPEKTOPUN:
/usr/local/lib/ipfixreceiver.d/
3. BCroMoraTesibHble (habl:

/etc/dpiui/port proto.txt - wHdopmauna o TpaHCAALUN naeHTUGUKaTOPa
NPOTOKOJ1a B HAMMEHOBAHWE,
NCNONb3yeTca B yTUAUTE A1 NONYYEeHUss TEKCTOBOr0 MMEHWN NMPOTOKONa

4. CCbIIKM Ha NCNONHAEMbIN MoAyJb:

/usr/local/bin/ipfixreceiver -> AWHK Ha
/usr/local/lib/ipfixreceiver.d/ipfixreceiver

AononHuTenbHbIe HAacTpouku OC

1. HacTponTe iptables ona npuema BHELWHNX faHHbIX
Ons paboTsl ipfixreceiver'a TpebyeTcs OTKPbITb NOPThbI KOTOPbLIE Tak e byayT NCNoIb30BaThCH
B KOH(urypaumu B pasaene [connect]
Hanpumep Bamu ncnonesyotcsa npotokos TCP, 1500 nopt 1 IP=212.12.11.10

[connect]
protocol=tcp
host=212.12.11.10
port=1500

Ona npuema IPFIX noToka y Bac B /etc/sysconfig/iptables ponxHo 6bITh Cregytollee npasuo:



-A INPUT -p tcp -m state --state NEW -m tcp --dport 1500 -j ACCEPT
He 3abynbTe 4TO nocne BHeceHMs npasuna B iptables TpebyeTcsa nepesanyck:

service iptables restart

2. HaCTpOWTe poTaumIo JIOroB
Mpumep poTaumn gna nor ganna /var/log/dpiuiflow.log, cospanTe B ANPEKTOPMM
/etc/logrotate.d/ hann flowlog cnepytowiero cogepxaHus

/var/log/dpiui*.log {
rotate 5
missingok
notifempty
compress
size 10M
daily
copytruncate
nocreate
postrotate
endscript

ObpaTunTe BHUMaHWE Ha UCMONb30BaHNe MeToda copytruncate, nHaye cann bygeT nepecosnaH
1 3anncb Nlora U3 npouecca npekpaTuTcs.

CooTBeTCTBEHHO B KOH(hMrypauuu ipfixreceiver y Bac B pasfene [handler_ipfixreceiverlogger]
yKa3aHo ciegyioliee:

args=('/var/log/dpiuiflow.log', 'a+')

3. HacTponTe yganeHue cTapbix hanios. Hanpumep yaaneHue ctapbix apxmeos (bonee 31 aHA) €
3anncaAMn 0 CeCCMaxX 3anakoBaHHbIX gzip:

15 4 * * * /phin/find /var/dump/dpiui/ -name url \*.dump.gz -cmin +44640
-delete > /dev/null 2>&1

N3meHnTE CTpOYKy Nopa Bawwm TpebosaHns n nobasbTe B hann /var/spool/cron/root.

NMapaMeTpbl 3anycka nporpamMmbl

YTunuTa ipfixreceiver umeeT cnegytolme napameTpbl 3anycka :

usage: ipfixreceiver start|stop|restart|status|-v [-f <config file>]
roe

start - 3anycCK B pexume cepsuca

stop - OCTaHOB CepBuCa

state - COCTOsiHMe paboThl cepBuCa



restart - nepesanyck cepsuca
-V - BbIBECTN MH(OPMaLINIO O BEPCUN
-f <config file> - ykasaTb (han KOHUrypaumm gna 3anycka cepsuca

Mpumep:
ipfixreceiver start -f /etc/dpiui/ipfixreceiverflow.conf

KoHdurypauus

Mo yMon4aHMIo ncnonb3yeTcs hann KoHgpurypauum /etc/dpiui/ipfixreceiver.conf .
OBOJ'IbLIJe NHOoPMaLN 0 KOHUTYPUPOBAHMM NIOFMPOBAHMA MOXKHO HaTK MO CCblike Logging
CnyXxebHble pa3aenbl

1. loggers - onpefenseT UCNoJsiblyemble N0r NAEHTU(DUKATOPbI
2. handlers - onpegenseTt ncnonb3lyemble 06paboTynKu oS COXpaHeHMs nora
3. formatters - onpenensieT ncnosb3lyemole hopMaThl 415 fora

logger_root

1. level - onpegensieT ypoBeHb SIOrMpoBaHMa (BepXHUIN YPOBEHbD)
B03MOXXHbIe 3Ha4YeHuns:

CRITICAL - TOJIbKO KpUTMYECKUe OWMOKM, MUHUMASbHBIN YPOBEHb COOOLLEHMI
ERROR - BKJII0Yas oWnbKM

WARNING - BKJIlOYaa npepynpexneHuns

INFO - BKJIlOYaa MHMOopMaL Mo

DEBUG - BKJIl0Mas oTNnapo4Hble

NOTSET - Bce, MakcuMasnbHbIn ypoBeHb CO0BLLEHUI (BKOYas BCe BbILLe
nepevyncneHHole)

Mpumep:

level=DEBUG

2. handlers - ucnonb3syemble 06paboTHmKn coobLLeHN
Mpumep:

handlers=ipfixreceiverlogger

handler _ipfixreceiverlogger

1. class - knacc obpaboTymka
Mpumep:


https://docs.python.org/2.6/library/logging.html

class=FileHandler

2. level - ypoBeHb coobLieHni
level=DEBUG

3. formatter - HaumeHoBaHMe hopMmaTa coobLLEHNI
formatter=ipfixreceiverlogger

4. args - napameTpbl 0bpaboTymKa

args=('/var/log/dpiuiflow.log', ‘'a+"')

formatter _ipfixreceiverlogger

1. format - onncaHune opmaTa coobLieHuns
MNpumep:

format=%(asctime)s - %(name)s - %(levelname)s - %(message)s

roe
%(name)s - MMAa nora

%(levelname)s - ypoBeHb coobuieHma ('DEBUG', 'INFO', 'WARNING', 'ERROR',
"CRITICAL'").

%(asctime)s - [faTa, no ymonyaHuo opmaTt “2003-07-08 16:49:45,896" (none
3ansATaoln yKa3aHbl MUASIMCEKYHbI).

%(message)s - coobuieHmne

2. datefmt - onucaHue chopmaTa pathl
Mpumep:

datefmt="'%m-%d %H:%M'

connect

1. protocol - npoTokon (tcp nan udp).
protocol=udp

2. host - IP unn nms cepsepa
host=1localhost

3. port - HoMep nopTa.

port=9996



dump

1.

rotate_minutes - nepnof B M1HyTax, Mo NpoOLIECTBUN KOTOPOro BpeMeHHbIN haiis B
dumpfiledir/<port>.url.dump byneTt nepemelleH B apxmB (Mv) 1 co3aaH HOBbI BPEMEHHbIN
thann.

rotate minutes=10

. processcmd - KOMaHaa KoTopasi ByneT 3anyLieHa Mo OKOHYaHUM poTauun daitna, napamMeTp

nmsa hanna c NyTeM K HeMy.

processcmd=gzip %%S

. dumpfiledir - gupekTopusa Kyaa 6yayT COXpaHATLCA (halbl C NPUHATLIMU OAHHbBIMU.

dumpfiledir=/var/dump/dpiui/ipfixflow/

buffer_size - pa3mep bydepa obMeHa Mexy NpoLeccom npuema 1 3anucu B aim, no
YMOJI4aHUI0 3HaYeHne napameTpa 100000 3anucen (opneHTUpoBaHo Ha 20 6uT Tpadurka nnm
25 000 ceccuin B cek). ECnn K-BO CeECCUI B CEKYHAY 3HAYUTENBHO MeHbLUE, TO 0653aTeNbHO
NPONOPLMNOHANBHO N3MEHUTE AaHHbLIN NapameTp.

InfoModel

BsioK onuceiBaeT nostydaemoble AaHHble no IPFIX npoTokony.

1. InfoElements - napameTp C onncaHWeMm 371eMeHTOB MH(OoPMaLMoHHON Mogenu ans IPFIX
InfoElements = octetDeltaCount, 0, 1, UINT64, True
packetDeltaCount, 0, 2, UINT64, True
protocolIdentifier, 0, 3, UINTS8
session id, 43823, 2000, UINT64, True
roe,
session_id - HawumeHoBaHue rnons u3 onucaHma IPFIX cMm. pa3gensb
43823 - yHUKaNbHbIN HOMep opraHn3aunn (enterprise number)
1 - yHMKaJIbHbIN HOMEp Nons
UINT64 - Twun nons
True - ucnosib3oBaTb 0bpaTHLIN Nopsafok 6anT (endian). 3HadveHus - True wam
nycTo.
Tvnbl nonen:
Type Length | Type IPFIX
OCTET_ARRAY |VARLEN|octetArray
UINT8 1 unsigned8
UINT16 2 unsignedl6
UINT32 4 unsigned32
UINT64 8 unsigned64
INT8 1 signed8




Type Length | Type IPFIX

INT16 2 signed16

INT32 4 signed32

INT64 8 signed64

FLOAT32 4 float32

FLOAT64 8 float64

BOOL 1 boolean

MAC_ADDR 6 macAddress

STRING VARLEN|string

SECONDS 4 dateTimeSeconds
MILLISECONDS |8 dateTimeMilliseconds
MICROSECONDS|8 dateTimeMicroseconds
NANOSECONDS |8 dateTimeNanoseconds
IP4AADDR 4 ipv4Address

IP6ADDR 16 ipv6Address

HavmeHoBaHMe nonen n onncaHme MOXKHO B3ATb MO CCbIJIKaM:

1. WabnoH skcnopTa Netflow B hopmaTe IPFIX
2. WabnoHbl akcnopTa clickstream u SIP
3. WabnoH akcnopTta AAA B chopmaTe IPFIX

JononHuTenbHaa nHgopMaunsa:
Information Model for IP Flow Information Export

ExportModel

onpefenseT napaMeTpbl MOAENN A5 IKCNOPTa, 3ape3epBrpoBaHo ans byayuiero ncnonb3oBaHms.
1. Mode - TN NCNonb3yemMoro 3KcrnopTa

Mode = File

ExportModelFile

OnucaHne mogenu akcropTa File.
1. Delimiter pa3genntens nonen B ctpoke ( \t - Tabynauus, ewe npumepsl - |,;)
Delimiter = \t
2. ExportElements - onucaHune nonen kotopblie ByayT coxpaHeHbl B (hal.
ExportElements = timestamp, seconds, %%Y-%%M-%%d %%H:%%M:%%S.000+03
login

source ip4
destination ip4


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_li:li_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_li:li_ipfix:start
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host, decodehost
path, decodepath
referal, decodereferer

session id
rae noss B KaXkow CTPOKe:

NM$ - HaUMeHOBaHWe nons n3 nHhpopmaunoHHon mogenn [InfoModel] (login,

session_id wuT.n.)

0bpaboTyuk - npouenypa 06paboTkm Nonsd nepen BbLIBOAOM

seconds

milliseconds
HaHOCEeKyHOax oxuaaeTcs gopmaT

decodehost

decodepath

decodereferer
UTF-8

decodeproto
CTPOKY

noJsie B CEKyHIax, oxuaaeTcs oopmat
nosie B MUINCEKYHAAX, MUKPOCEKYHAAX,

nepekogupoBaTb U3 punycode B UTF-8
nepekoguposaTb U3 urlencoding B UTF-8
nepekoguposaTb U3 (punycode,urlencoding) B

NnepekoanpoBaTh UAEHTUDUKATOP NPOTOKOIA B

topmaT - onucaHme hopmata gna seconds, milliseconds.
Mpumep: %%Y -%%M-%%d %%H : %%M: %%S . %%T+0300
PesynbTaT: 2016-05-25 13:13:35.621000+0300

Co3spnaemM cepBuc B Centos7

Co3pnaHue cepsuca B centos7 no waram, HassaHue cepsuca ipfixl, ncnosb3syemas KOHOUrypaLus
/etc/dpiui/ipfixreceiver.conf, ncnonb3yemoin nopt 1500.
Co3paem cann /etc/systemd/system/ipfix1.service cnegytowero cogep>xaHus:

[Unit]

Description=ipfix test restart
After=network.target
After=syslog.target

[Service]
Type=forking

PIDFile=/tmp/ipfixreceiver.1500.pid

ExecStart=/usr/local/bin/ipfixreceiver start -f

/etc/dpiui/ipfixreceiver.conf

ExecStop=/usr/local/bin/ipfixreceiver stop -f /etc/dpiui/ipfixreceiver.conf
ExecReload=/usr/local/bin/ipfixreceiver restart -f

/etc/dpiui/ipfixreceiver.conf
Restart=always
RestartSec=10s

[Install]
WantedBy=multi-user.target

BbinonHgem:

systemctl enable ipfixl.service



systemctl start ipfixl.service
systemctl daemon-reload

MpoBepsem:

systemctl status ipfixl.service -1

oHe 3abyabTe NnpoBepUTh NOAHATUE CEPBMUCA NOCJIE Nepe3arpysku

Mpobnembl u peLueHus

1. KaK nosy4nTb BEPCUIO YTUINTLI?
Ncnonb3ynTe cneayoue KoMaHabl:

ipfixreceiver -v
yum info ipfixreceiver

2. MOXXHO /I Ha OAWH NopT oTnpaBaaTh IPFIX noTokn ¢ pa3Hbix DPI?
Ja. EAMHCTBEHHOE B 3anncbiBaeMOM NMOTOKe ux ByaeT He pasnnymnTb.
3. KaK MOHATb, 4TO yTUAUTa pabotaeT?
a) NpoBepbTe, YTO MOPT M3 KOHPUIrypauum NnpocnyinBaeTcsa yTuanTton, Hanpumep 1500:

netstat -nlp | grep 1500

b) npoBepbTe Nor, HET JIn OLWIMBOK
¢) NMpoBepbTe, 4TO 3aNnUCb B MPOMEXYTOYHbLIN hait NPonCXoanT, Hanpumep anga 9996 nopta
(oupekTopua ansa gannos - /var/dump/dpiui/ipfixurl):

tail -f /var/dump/dpiui/ipfixurl/9996.url.dump

4. BCe NPOBEPEHO, HO NpueMa coobLieHnn HeT?
a) 3abb1n OTKpLITL MOPT B iptables.
b) nHuumnanunsuposanu ipfixreceiver c HesepHobIM IP cepBepa.

5. ¢ DPI nget 60nbLU0E KONNYECTBO ceccuin (bonee 2 MaH ceccnin/mun), npu BkatoveHHom DEBUG
peXxnume BMAHO, 4TO c4eTYMK obMeHa bydepamn He ycneBaeT 3anmcaTb 40 NOAYYEHUS
cnepytoulero 6710ka 3anucemn, 4To MOXHO caenaTb?

a) yoanuTe npeobpa3oBaHue faTbl B CTPOKY, 3TO YMEHbLUMT NPOLECCOpHOe BpeMs Ha
06paboTKy 1 LONOAHUTENIbHO NOJy4YMUTE YMeHbLUeHNe 0bbeMa pe3ynbTupyloLlero ganna

b) yapanute npeobpa3oBaHue decodeipv4, He 3HAYMTESNIbHO, HO TaK XKe MONYyYnuTe YCKOpPEeHMne
3anucu anna

c)HacTpomnTe buffer _size npu k-Be cec /cek 6onee 30k coBMecTHO ¢ n.d

d) yBennybTe 4acToTy npoueccopa 1 06bEM NaMaTy
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