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IPFIXCol2

BBepeHue

IPFIXCol2 — 370 rubkmm, BbICOKONPOU3BOAUTENbHbIA KOJIIEKTOP NOTOKOBbIX AaHHbIX NetFlow v5/v9 n
IPFIX, pacumpsemblii C NOMOLLbIO NOAKAOYaEMbIX MAarnHOB. Bepcma npnnoxxeHus, npeacraBieHHas
B peno3uTtopun VAS Experts, Bkno4aeT B ceba nsmMmeHeHns, Heobxoammble ang onTuMaabHoN paboThl
¢ notokamu IPFIX co CKATa.

YcTaHOBKaA

1. NMookntoyuTe penosutopuin VAS Experts

rpm --import http://vasexperts.ru/centos/RPM-GPG-KEY-vasexperts.ru
rpm -Uvh
http://vasexperts.ru/centos/6/x86 64/vasexperts-repo-1-0.noarch.rpm

2. YctaHouTe ipfixcol2: dnf install -y ipfixcol2
dansibl NOCTABKMU

KoHpurypaumoHHbIn ainn:
/opt/vasexperts/etc/ipfixcol2/startup.xml
NcnonHsembin ann:
/opt/vasexperts/bin/ipfixcol2

MnarunHbl:

/opt/vasexperts/1lib64/ipfixcol2/1libanonymization-intermediate.so
/opt/vasexperts/1lib64/ipfixcol2/libfds-output.so
/opt/vasexperts/1lib64/ipfixcol2/libjson-kafka-output.so
/opt/vasexperts/lib64/ipfixcol2/1libudp-input.so
/opt/vasexperts/lib64/ipfixcol2/libdummy-input.so
/opt/vasexperts/1lib64/ipfixcol2/libforwarder-output.so
/opt/vasexperts/1lib64/ipfixcol2/libjson-output.so
/opt/vasexperts/lib64/ipfixcol2/libviewer-output.so
/opt/vasexperts/1ib64/ipfixcol2/1libdummy-output.so
/opt/vasexperts/lib64/ipfixcol2/libipfix-input.so
/opt/vasexperts/1lib64/ipfixcol2/libtcp-input.so
/opt/vasexperts/1lib64/ipfixcol2/libfds-input.so
/opt/vasexperts/1ib64/ipfixcol2/libipfix-output.so


https://github.com/CESNET/ipfixcol2

/opt/vasexperts/lib64/ipfixcol2/libtimecheck-output.so
CepBUCHbIV hann ons 3anycka npuaoXKeHus:

/usr/lib/systemd/system/ipfixcol2.service

NMapaMeTpbl 3anycka

MporpaMMa MeeT cneayoLime napamMeTpbl 3anycka:
Usage: ipfixcol2 [-c FILE] [-p PATH] [-e DIR] [-P FILE] [-r SIZE] [-vVhLd]

-c FILE MyTb K hannly KOHGUrypauum
(no ymonyaHuio: /etc/opt/vasexperts/ipfixcol2/startup.xml)

-p PATH TllyTb K KaTasiory ¢ naarmHammu
(no ymonyanuio: /opt/vasexperts/1ib64/ipfixcol2/)

-e DIR TlyTb K KaTanory c onncaHuem anemetos IPFIX
(mo ymonyaHuio: /etc/libfds/)

-P FILE NMyTtb Kk PID channy (6e3 stom onumm PID dhann He co3paeTcs)
-d 3anycTuTb Kak AeMOH

-r SIZE Pa3mep konbueBoro bydepa (no ymonyaHuio: 8192)

-h BbiBeCTU KpaTKylo CNpaBKy

-V BbiBeCTuM Bepcuio nporpaMmol

-L BbIBECTM CAMCOK MAArMHOB U BbIATY

-V YBeNN4UTb YPOBEHb IOrMPOBaHMA (MO YMOMYAHWIO IOTUPYIOTCA TONbKO OWnbKN)
(MoXeT 6bITb NCNOBL30BaHO A0 3x pa3 aAna gobasneHus warning/info/debug cooblieHui)

KoHdpurypauusa npunoxxeHua ana pennukauum notoka IPFIX

B KoHurypaumnoHHoMm hanne /opt/vasexperts/etc/ipfixcol2/startup.xml npneBeneH npumep HaCTPONKM
pennukaumm ogHoro notoka IPFIX no TCP Ha aBa KosuiekTopa B pexume round robin.
KoHurypaumnoHHbIN ainn cocTassieH B hopmaTe xml.

<ipfixcol2>
<!-- Input plugins -->
<inputPlugins>
<input>
<name>TCP collector</name>



<plugin>tcp</plugin>

<params>
<!-- List on port 1600 -->
<localPort>1600</localPort>
<!-- Bind to all local adresses -->
<localIPAddress>192.168.1.183</localIPAddress>

</params>

</input>
</inputPlugins>

<outputPlugins>
<output>
<name>Forwarder</name>
<plugin>forwarder</plugin>
<params>
<mode>roundrobin</mode>
<protocol>tcp</protocol>
<premadeConnections>0</premadeConnections>
<hosts>
<host>
<name>Subcollector 1l</name>
<address>192.168.1.183</address>
<port>1500</port>
</host>
<host>
<name>Subcollector 2</name>
<address>192.168.1.183</address>
<port>1510</port>
</host>
</hosts>
</params>
</output>
</outputPlugins>

</ipfixcol2>

HacTpoinka nHtepgenca n nopTa Asa npuema notoka IPFIX ocywecTtensetca B 6510ke
<inputPlugins>. [Ins npnema notoka IPFIX no npotokony TCP ncnonb3yetcs nnaruH tcp (<plugin>
tcp). B 6noke <params> 3amaloTcsa napameTpbl NnaruHa. B 6noke <locapPort> nnaruHa tcp
yKa3blBaeTCs HOMep nopTa A4s1a npuema notoka IPFIX. B 610ke <locallPAddress> IP agpec
NHTepdenca ona npnema notoka TCP

HacTponka pensvkauny BXxogHoro notoka IPFIX ocywectsnseTtca B 610ke <outputPlugins>. [Ins
pennnkaumm ncnonb3yetcs nnarud forwarder (<plugin> forwarder). B 610ke <params> 3agatoTcs
napameTpsbl nnarnHa. B 6noke <protocol> yka3biBaeTcs IP npoTokon (tcp unm udp). B 6noke
<mode> 3afaeTCs pexuM pacrnpeneneHnsa BXoaHoro notoka IPFIX no 3agaHHbIM KOIEKTOpaM
(MoxeT BbITb roundrobin nnu all). B 61o0ke <hosts> yka3biBalOTCA KOIEKTOPbI AN perankauum
BXOOHOro notoka IPFIX. KaX bl KONIEKTOP ONUCLIBAETCS OTAENbHbLIM 610KOM <host>. B naHHOM
6noke 3agaeTca nMs KoanekTopa (6nok <name>), IP agpec (6n1ok <address>) n nopt (610K
<port>)



BHuMaHue!
@ Heobxogmmo 0bpaTuTb BHMMaHMe Ha 3HayeHue 6aoka <mode>. [na penankauum
BXOZLHOI0 MOTOKa Ha BCe KOJIeKTopbl Heobxoaumo ykasaTh all.

3anycK NpusoXXeHus

Ins 3anycka NpuaoXKeHNs NCNosb3yeTcs KoMaHaa:
systemctl start ipfixcol2

15 aBTOMaATUYECKOro 3amnycKa NnpuioXKeHus npw 3arpyske cepsepa HeobxoArMO BbIMOSAHUTb
cnenyloulyto KoMaHay:

systemctl enable ipfixcol2

JlorupoBaHue

Mpuno)xeHne BbIBOAUT coobuieHns B syslog. Mo ymon4aHuio B 10r BIBOAATCS TOJIbKO coobuieHmns ob
owwnbkax.
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