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IPFIXCol2

BBepeHue

IPFIXCol2 — 370 rubkmm, BbICOKONPOU3BOAUTENbHbIA KOJIIEKTOP NOTOKOBbIX AaHHbIX NetFlow v5/v9 n
IPFIX, pacumpsemblii C NOMOLLbIO NOAKAOYaEMbIX MAarnHOB. Bepcma npnnoxxeHus, npeacraBieHHas
B peno3uTtopun VAS Experts, Bkno4aeT B ceba nsmMmeHeHns, Heobxoammble ang onTuMaabHoN paboThl
¢ notokamu IPFIX co CKATa.

YcTaHOBKaA

1. MopkntoynTe penosutopuin VAS Experts aHanornyHo n.1 MHCTpykumm ycTaHoBku DPI
2. YctaHosuTe ipfixcol2: dnf install -y ipfixcol2

daunnbl NOCTAaBKU

KoH(MrypaLunoHHbIN ainn:
/opt/vasexperts/etc/ipfixcol2/startup.xml
NcnonHsaembin ann:
/opt/vasexperts/bin/ipfixcol2

MnarvHb:

/opt/vasexperts/1lib64/ipfixcol2/libanonymization-intermediate.so
/opt/vasexperts/1ib64/ipfixcol2/libfds-output.so
/opt/vasexperts/1lib64/ipfixcol2/libjson-kafka-output.so
/opt/vasexperts/lib64/ipfixcol2/1libudp-input.so
/opt/vasexperts/lib64/ipfixcol2/libdummy-input.so
/opt/vasexperts/1lib64/ipfixcol2/libforwarder-output.so
/opt/vasexperts/lib64/ipfixcol2/libjson-output.so
/opt/vasexperts/1lib64/ipfixcol2/1libviewer-output.so
/opt/vasexperts/lib64/ipfixcol2/libdummy-output.so
/opt/vasexperts/lib64/ipfixcol2/libipfix-input.so
/opt/vasexperts/1lib64/ipfixcol2/libtcp-input.so
/opt/vasexperts/lib64/ipfixcol2/libfds-input.so
/opt/vasexperts/1ib64/ipfixcol2/libipfix-output.so
/opt/vasexperts/1lib64/ipfixcol2/1libtimecheck-output.so

CepBUCHbIV (hann Ans 3anycka NpUNoXeHns:

/usr/lib/systemd/system/ipfixcol2.service


https://github.com/CESNET/ipfixcol2
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start

NMapaMeTpbl 3anycka

I'IporpaMMa MMEET cneaytowne napaMeTpbl 3arfycCcKa:

Usage: ipfixcol2 [-c FILE] [-p PATH] [-e DIR] [-P FILE] [-r SIZE] [-vVhLd]

-c FILE MyTb K hanny KoHDUrypaumm
(mo ymonyaHuio: /etc/opt/vasexperts/ipfixcol2/startup.xml)

-p PATH TllyTb K KaTasiory ¢ naaruvHammu
(no ymonyaHuio: /opt/vasexperts/lib64/ipfixcol2/)

-e DIR [yTb K KaTanory c onnucaHvem snemetos IPFIX
(no ymonyaHuio: /etc/libfds/)

-P FILE NMytb kK PID channy (without this option, no PID file is created)
-d 3anycTuTb KakK 4eMOH

-r SIZE Pa3mep KonbeBoro bydgepa (no ymonyaHuto: 8192)

-h BbiBeCTU KpaTKylo CNpaBKy

-V BbiBeCTun Bepcuio nporpaMmb

-L BbIBECTM CAMCOK MNAArMHOB U BbIATY

-V YBeNN4UTb YPOBEHb IOrMPOBaHMA (MO YMOIYAHWIO IOTUPYIOTCA TONbKO OWnNbKN)
(MoXeT 6bITb MCNOBL30BaHO A0 3x pa3 aAna gobasneHus warning/info/debug cooblieHui)

KoHdpurypauusa npunoxxeHua ana penaukauum notoka IPFIX

B KoHurypaumnoHHoMm hanne /opt/vasexperts/etc/ipfixcol2/startup.xml npveseneH npumep HaCTPONKM
pennukaumm ogHoro notoka IPFIX no TCP Ha aBa KosuiekTopa B pexume round robin.
KoHurypaumnoHHbIN ainn cocTassieH B hopmaTe xml.

<ipfixcol2>
<!-- Input plugins -->
<inputPlugins>
<input>
<name>TCP collector</name>
<plugin>tcp</plugin>
<params>
<!-- List on port 1600 -->
<localPort>1600</localPort>
<!-- Bind to all local adresses -->
<localIPAddress>192.168.1.183</localIPAddress>
</params>



</input>
</inputPlugins>

<outputPlugins>
<output>
<name>Forwarder</name>
<plugin>forwarder</plugin>
<params>
<mode>roundrobin</mode>
<protocol>tcp</protocol>
<premadeConnections>0</premadeConnections>
<hosts>
<host>
<name>Subcollector 1l</name>
<address>192.168.1.183</address>
<port>1500</port>
</host>
<host>
<name>Subcollector 2</name>
<address>192.168.1.183</address>
<port>1510</port>
</host>
</hosts>
</params>
</output>
</outputPlugins>

</ipfixcol2>

HacTpoinka nHtepdenca n nopta Ana npuema notoka IPFIX ocywecTtenseTca B 6510ke
<inputPlugins>. Onsa npuema notoka IPFIX no npotokony TCP ncnonb3yetcs nnaruH tcp (<plugin>
tcp). B 6noke <params> 3a4atloTCcsA napaMeTpbl NnarvHa. B 61oke <locapPort> nnaruna tcp
yKa3blBaeTCs HOMep nopTa A4sa npuema notoka IPFIX. B 6n1oke <locallPAddress> IP agpec
NHTepgenca ang npnema notoka TCP

HacTpownka pennnkaunm BxoaHoro notoka IPFIX ocywectBnseTca B 6noke <outputPlugins>. Ona
pennnkaumm ncnonb3yetcs nnarud forwarder (<plugin> forwarder). B 610ke <params> 3agatoTcs
napameTpbl NnaruHa. B 6noke <protocol> yka3biBaeTcs IP npoTokon (tcp unm udp). B 6noke
<mode> 3afaeTCs pexuM pacrnpeneneHnsa BXxoaHoro notoka IPFIX no 3agaHHbIM KOIIEKTOpPaM
(MoxeT BbITb roundrobin nnu all). B 6n1oke <hosts> yka3biBalOTCA KOJUIEKTOPbI ANS perinkauum
BXOOHOro notoka IPFIX. KaX bl KONIEKTOP ONMUCLIBAETCA OTAENbHbIM 610KOM <host>. B naHHOM
6noke 3agaeTca nms Konnektopa (6nok <name>), IP agpec (6n1ok <address>) n nopt (610K
<port>)

BHuMaHue!
@ Heobxoaonmo o0bpaTuTb BHUMaHWE Ha 3HayeHue 6noka <mode>. [ns penankauum
BXOOHOr0 NOTOKa Ha BCe KosiekTopbl Heobxoammo ykasaTs all.



3anycK NpusioXXeHus

[n4 3anycka NpuaoXKeHNs NCNoJsib3yeTca KoMaHaa:
systemctl start ipfixcol2

N5 aBTOMaATMYECKOro 3amnycka NnpuioXKeHus npuw 3arpyske cepsepa HeobxoArMO BbIMOJIHUTb
cnenyloulyto KoMaHay:

systemctl enable ipfixcol2

JlorupoBaHue

MpunoxeHue BbIBOAMT coobLleHns B Syslog. Mo ymMon4yaHuIo B N0 BbIBOAATCA TOJIbKO coobuieHuns 06
oLimbkax.
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