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IPFIXCol2

BBepeHue

IPFIXCol2 — 370 rubkmm, BbICOKONPOU3BOAUTENbHbIA KOJIIEKTOP NOTOKOBbIX AaHHbIX NetFlow v5/v9 n
IPFIX, pacumpsemblii C NOMOLLbIO NOAKAOYaEMbIX MAarnHOB. Bepcma npnnoxxeHus, npeacraBieHHas
B peno3uTtopun VAS Experts, Bkno4aeT B ceba nsmMmeHeHns, Heobxoammble ang onTuMaabHoN paboThl
¢ notokamu IPFIX co CKATa.

YcTaHOBKaA

1. NMookntoyuTe penosutopuin VAS Experts

rpm --import http://vasexperts.ru/centos/RPM-GPG-KEY-vasexperts.ru
rpm -Uvh http://vasexperts.ru/centos/6/x86 64/vasexperts-
repo-1-0.noarch.rpm

2. YcTaHosuTe ipfixcol2:

dnf install -y ipfixcol2

dansbl NOCTAaBKH

KoH(UrypaunoHHbIn dann:
opt/vasexperts/etc/ipfixcol2/startup.xml

NcnonHsembin hann:
opt/vasexperts/bin/ipfixcol2

MnarunHb:

opt/vasexperts/1lib64/ipfixcol2/libanonymization-intermediate.so
opt/vasexperts/1ib64/ipfixcol2/libfds-output.so
opt/vasexperts/lib64/ipfixcol2/libjson-kafka-output.so
opt/vasexperts/lib64/ipfixcol2/libudp-input.so
opt/vasexperts/1ib64/ipfixcol2/libdummy-input.so
opt/vasexperts/1ib64/ipfixcol2/libforwarder-output.so
opt/vasexperts/1ib64/ipfixcol2/1libjson-output.so
opt/vasexperts/lib64/ipfixcol2/libviewer-output.so
opt/vasexperts/lib64/ipfixcol2/libdummy-output.so
opt/vasexperts/lib64/ipfixcol2/libipfix-input.so
opt/vasexperts/1ib64/ipfixcol2/1libtcp-input.so


https://github.com/CESNET/ipfixcol2

opt/vasexperts/1ib64/ipfixcol2/libfds-input.so
opt/vasexperts/lib64/ipfixcol2/libipfix-output.so
opt/vasexperts/lib64/ipfixcol2/libtimecheck-output.so

CepBUCHbIV (han ANs 3anycka NPUIoXKEHUs:

usr/lib/systemd/system/ipfixcol2.service

NMapaMeTpbl 3anyckKa

Mporpamma nMeeT caenyowme napaMeTpbl 3anycKa:
Usage: ipfixcol2 [-c FILE -p PATH -e DIR -P FILE -r SIZE -vVhLd

-c FILE MyTb K hannly KoOHpUrypaumm
no ymon4yaHuio: /etc/opt/vasexperts/ipfixcol2/startup.xml

-p PATH TlyTb K KaTasiory ¢ niarmHammu
no ymon4aHuio: /opt/vasexperts/1ib64/ipfixcol2

-e DIR [yTb K KaTanory c onnucaHuem anemetos IPFIX
no ymonyaHuio: /etc/libfds

-P FILE NyTtb k PID channy (6e3 3ton onumm PID chain He co3paeTcs

-d 3anyCcTuTb Kak AEeMOH

-r SIZE Pa3mep KonbLeBoro bygepa (no ymMonyaHuio:

-h BbIBECTU KpaTKYO CrpaBKy

-V BblBeCTU BEPCUIO MPOrpamMmbl

-L BbIBECTW CNNUCOK MJarnHOB 1 BbIANTK

-V YBENMYNTb YPOBEHb IOrMPOBaHMA (MO YMOAYAHWUIO IOTMPYOTCA TONbKO OWNBKK

MOXeT ObITb MCMOb30BaHO A0 3X pa3 Ana gobasneHns warning/info/debug coobuieHnin

KoHdpurypauusa npunoxeHua ana pennukauum notoka IPFIX

B KoH(mrypaumnoHHoMm ainne /opt/vasexperts/etc/ipfixcol2/startup.xml npueeneH npumep HaCTPOMNKM
pennankaumm ogHoro notoka IPFIX no TCP Ha aBa KonnekTopa B pexume round robin.
KoH(urypaunoHHbIn hann coctasneH B popmaTte xml.

ipfixcol2
-- Input plugins --
inputPlugins



input
name>TCP collector</name
plugin=tcp</plugin
params
-- List on port --
localPort localPort
-- Bind to all local adresses --
localIPAddress=>192.168.1.183</localIPAddress
params
input
inputPlugins

outputPlugins
output
name>Forwarder</name
plugin>forwarder</plugin
params
mode>roundrobin</mode
protocol-tcp</protocol

premadeConnections premadeConnections
hosts
host
name>Subcollector name
address>192.168.1.183</address
port port
host
host
name=>Subcollector name
address>192.168.1.183</address
port port
host
hosts
params
output
outputPlugins
ipfixcol2

HacTponka nHtepgenca n nopTa Ana npuema notoka IPFIX ocywecTtsnsetca B 6510ke
<inputPlugins>. [Ins npmvema notoka IPFIX no npotokony TCP ncnonb3yetca nnaruH tcp (<plugin>
tcp). B 6n1oke <params> 3afaloTcsa napameTpbl NnaruHa. B 6noke <locapPort> nnaruHa tcp
yKa3blBaeTCsq HoMep nopTa 414 npuema notoka IPFIX. B 610ke <locallPAddress> IP agpec
UHTepdenca ons npnema notoka TCP

HacTponka pensvkauuy BxogHoro notoka IPFIX ocywectsnsetca B 610ke <outputPlugins>. [Ins
penankaumm ncnonbsyetcs nnaruH forwarder (<plugin> forwarder). B 6510ke <params> 3agatoTcs
napameTpbl NnarvHa. B 61oke <protocol> yka3biBaeTcs IP npoTokon (tcp nnm udp). B 610ke
<mode> 3aflaeTCs pexuM pacrnpeneneHnsa BXogHoro notoka IPFIX no 3agaHHbIM KoleKTOpam
(MoxeT BbITb roundrobin nnu all). B 61oke <hosts> yka3biBalOTCA KO/IEKTOPbI ANS pernkauum
BXOOHOr0 noToka IPFIX. KaXabI KOJIIEKTOP ONUCLIBAETCS OTAENbHBLIM 6/10KOM <host>. B faHHOM
6710Kke 3apaeTcs uMa KonnekTopa (6nok <name>), IP appec (6nok <address>) n nopT (610K



<port>).

BHuMmaHue!
@ Heobxogmmo 0bpaTuTb BHMMaHWe Ha 3HadveHue 61oka <mode>. [na penavkauum
BXOOHOr0 NOTOKa Ha BCe KoJileKkTopbl Heobxoammo ykasaTs all.

3anyckK NpuJIoXKeHus

[nda 3anycka NpuaoXeHns NCnosib3yeTcs KoMaHaa:
systemctl start ipfixcol2

N9 aBTOMaTMYECKOro 3anycka NpuioXKeHus npu 3arpyske cepsepa HeobxoanMo BbINOJIHUTb
cnenyoLyo KOMaHay:

systemctl enable ipfixcol2

JlorupoBaHue

Mpuno)xeHne BbIBOAUT coobuieHns B syslog. Mo ymon4aHuio B 10T BIBOAATCS TOJIbKO coobuieHmns ob
owwmnbKax.
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