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Ycnyru Yenyra 254 VRF

Soft-Router (¢pyHkumna mapwipyrtusaumm)

OOLiee onucaHue

, ‘P MoapobHee o0 pelweHun:
pt

®dyHKUMA MappyTu3aumn Tpaduka Ha CKAT peanv3oBaHa ¢ nomoLublo pasgeneHus FIB n RIB. FIB
(Forwarding Information Base — ba3a nepecbiiku uHhopmauumn) Haxoamtcs B fastdpi, 3a RIB (Routing
Information Base — ba3a mMapwpyTHOM NH(OpMaL ) oTBeYvaeT PoyT-0eMOH. POyT-4eMOH
obpabaTbiBaeT Tpebyembie NPOTOKObI MapwpyTusaumm (BGP, OSPF) n no HUm ctponT 06Luyto
Tabnvuy MapLupyTM3aumm, KOTOPYHO 3arpy>xaeT B A4po. Fastdpi no aTon Tabnnue ocyuwiecTenser
MapLUpyTU3aLnio NakeToB. BHYTpeHHen apxnuTekTypbl poyTepa. 1o yMon4aHMIO Crnonb3yeTca poyT-
AemoH BIRD.

BmecTo BIRD MOXHO ncnosib30BaTh 060N ApYyron AemMoH, CTpoAwWwmMin Tabamuy
MapwpyTusaumn B agpe Linux, Hanpumep, FRRouting, QUAGGA, Juniper CRPD u
apyrve. CKAT ons Bbl4UTbIBaHMA Tabnauubl MaplpyTu3aumy UCNoab3yeT TOJIbKO
CTaHOapTHbIN MHTepgenc Linux, N03TOMy COBMECTUM C JitobbIM LEMOHOM.

\‘P B byoyLimx Bepcmax B Lensx 3KOHOMUM NaMATU BO3MOXHO NOSBAEHME OMUMOHAJIbHbIX
cneumnann3npoBaHHbiX APl ona cBS3mM C TEM WKW UHLIM OEMOHOM, 4TOObl MMHOBATL
noctpoeHune kernel route table n B3anmoaencTsoBaTb C AEMOHOM HaNpPsAMY, MUHYSA

S0pO.

Tak kak BIRD cTpout Tabnnuy mapwpytusauum B agpe OC, To, BO n3bexaHne NpuMeHeHUs 3Tnx
npasun camum Linux-cepsepoM, poyT-aemoH BIRD paboTaeT B oTAe/bHOM net namespace (Ha cxeme
BHYTPEHHEN apXUTEKTYpbl poyTepa 3To bird netns). [MakeTbl NPOTOKOJI0B MapLUpPyTU3aLmn
nocTynatT Ha infout-geBancel CKATa B obwiem Tpaduke. ns Kaxaoro in/out-neeaica co3gaeTtcs
veth-napa "TeHeBbIX" NHTEPdENCOoB C NpefonpeneneHHbIMU nMeHamm: dpi-uHtepdenc veth-napol
paboTaeT Kak TAP-uHTepdeic, rib-uHTepdenc - Kak 06bI4HbIN CUCTEMHBIN UHTepPgeNnc B netns
BIRD'a.

CucTteMHble TpeboBaHMs onuncaHbl B pasaene TpeboBaHus K 060pyN0BAHUIO U MPOU3BOANTENBHOCTb.

BHYTPEHHAA apXUTeKTypa poyTepa


https://wiki.vasexperts.ru/doku.php?id=tag:%D0%A3%D1%81%D0%BB%D1%83%D0%B3%D0%B8&do=showtag&tag=%D0%A3%D1%81%D0%BB%D1%83%D0%B3%D0%B8
https://wiki.vasexperts.ru/doku.php?id=tag:%D0%A3%D1%81%D0%BB%D1%83%D0%B3%D0%B0_254&do=showtag&tag=%D0%A3%D1%81%D0%BB%D1%83%D0%B3%D0%B0_254
https://wiki.vasexperts.ru/doku.php?id=tag:VRF&do=showtag&tag=VRF
https://frrouting.org/
https://www.quagga.net
https://www.juniper.net/documentation/product/en_US/crpd
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements#системные_требования_для_маршрутизатора_soft-router
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netlink [ 1 netlink
T linux kernel route table 1 J:

NaHHble n3 kernel route table BeiynTbIBatoTCA (rtnetlink) B RIB poyTepa. RIB - 3T0 npedunkcHoe
Lepeso, ero yaobHo moanguumpoBaTb Mo cobbITUAM naMeHeHUs (yaaneHus/nobasneHns 3anucen)
route table agpa. Ho ncnonb3osaTb RIB B MapLupyTu3aLmMm HeNb3s, Tak Kak OH He noaaepXxusaeT
MHOIrOMOTOYHBIA JOCTYM CO CTOPOHbI paboynx NOTOKOB (TpebyeTca 60KMPOBKA, YTO HENPUEMIEMO).
Moatomy B CKAT RIB xuBeT B NOTOKE poyTepa U HeZOCTyneH paboynmM noTokam.

Mpouecc CUHXPOHM3ALMK BbIMONHAETCA Kak MUHUMYM B [1Ba NPOX04a: CUHXPOHMU3aLNs CHMTaeTCA
yCnewHomn, ecnun ABa nocjenoBaTenbHblX 4TeHuna Linux route table BepHy i ognHaKoBoe YMCI0
3anucen. FastDPI 6ygeT BblumTbIBaTh route table 4o Tex Nop, NOKa 3TO yC/I0BUE HE BbINOJHUTCS, HO
npuv 3TOM ecnn 4 NonNbITKM NOAPAL 0Ka3anncb HeydadHbiMu, To fastDPI ctpouT cBon RIB/FIB no
nocnefHen NonbITKE U NIAaHMPYET HOBYIO CMHXPOHU3aLMIO Yepe3 HebosbLloe BpeMs (2 CeKyHAbI).

Paboyne noToku ncnonb3ytoT FIB. 3Ta CTPyKTypa 3aTO4EHa Ha MHOFOMOTOYHbLIN Nonck (LPM - longest
prefix match), HO He npegHa3HavYeHa ana Mogndukaumn (yaaneHns/nobasneHnsa HOBbIX 3anncen).
FIB MOXHO TOJIbKO NOCTPOUTbL € HyNd no RIB n 3aTeM ncnonb3osath ansg LPM. Moatomy B CKAT
cywiecTBytoT ABa FIB - Tekyllas (KoTopas ceryac UCnosb3yeTcsa gaa poyTuHra paboynmm notTokamm)
n "6ynywas". CKAT pa3 B router fib refresh cekyHa nposepseT, He 6bi10 n n3meHeHun B RIB ¢
MOMeHTa NocTpoeHus Tekywen FIB. Ecim nameHeHms 6oinn, CKAT cTpouT (B MOTOKE poyTepa) HOBYIO
FIB Ha mecTe "byayuien", a 3aTemM nNepeknovaeT TekyLyto FIB Ha HoByto. TeM cambiM paboymne



NOTOKW YBUAAT BCE M3MEHEHWS, KOTOPble MPOM30LLAN B Tabauue MapLpyTusaumm.
3Ha4yeHus No yMOoJsI4aHMUIO B poyTepe

router_max_ip4_route_count
KOHKpeTHoro VRF.
router_max_ip6_route_count
KOHKpeTHoro VRF.
router_multipath_page = 8192. MakcuMasbHOE YMC/O0 CTPaHWL ANs pacnpedeneHns multi-path
MapLUpyTOB.

router_fib_refresh = 15s. HTepBan obHoBneHns FIB.

router_arp_cache_size = 1024. Pa3mep ARP-kewa.

1000000. MakcrMasibHOe KOIMYecTBO MapLpyTos IPv4 ana

200000. MakcuManbHOe KOJIM4eCcTBO MapLpyToB IPv6 ons

Obwee onucaHue VRF

CtaTbs B 6nore: VRF Lite n L3VPN B CKAT

( _ B CKAT peanusosaH VRF Lite — oH pa3genseT Tabnuubl MapwpyTu3aLmnum, HO He
3 nomewlaeTt Tpaguk otaenbHoro VRF B yHUKanbHbIA TYHHEeNb (MPLS, VXLAN).

VRF (Virtual Routing and Forwarding instance) — 3To MexaHW3M BUPTYaan3auun MapLLupyTU3aumu.
VRF no3sosisieT co3faBaTb BUPTYasibHble MapLIPyTU3aTOPbl HA O4HOM (PM3MYEeCKOM YCTPONCTBE C
He3aBMCMMbIMUK Tabanuamm MapLupyTMU3aumnmn, CNMcKaMmmn NHTepgencos N gpyrummn napamMmeTpamun. 3tTo
No3BONSET CO34aBaTb BUPTYasibHble N30JIMPOBAHHbIE CPeLbl Y FapaHTUPYeT, 4TO Kax bl VRF nmeet
He3aBNCKMble HAaCTPOMKN 1 He nMeeT obwmx napameTpos ¢ gpyrumu VRF n msnyeckum
ycTponcTBoM. KOMMyHUKauns Mexay pa3HbiMy VRF BO3MOXHA, HO CTPOro JIoKaJibHa A4/ 4aHHOro
ycTponcTea, U VRF Ha ogHOM MapLupyTmu3aTope HUKakK He cBf3aH ¢ VRF Ha apyrom.

Kaxxaobin VRF npeactasnseT cobon otaensHbin VPN 1 He nepecekaeTtcs ¢ agpyrumu VRF.

MpMepoM MOXET C/IyXWUTb BblAesieHne TpadurKka oT IPTV npucTtaBky, KOTOpas TakXe HaXo0AUTCA B
L2-nomeHe ¢ BRAS, kak n CPE (Customer Premises Equipment — ceTeBoe 0b6opyaoBaHne, KOTOpPOE
obecneymBaeT AOCTYN NoJb30BaTeNs K ceTu npoBangepa). IPTV npucTtaBka nosyyvaeT AOCTYM TONbKO
K NoKasbHbIM pecypcam, CPE nonyyYaeT JOCTYN B MHTEPHET.

VRF MoxeT Ha3biBaTbCs Virtual Routing Instance B Juniper, VRF B Cisco n MikroTik, HO BCEé 3T0 —
MeXaHWU3M BUPTYyanu3aumm MapLupyTM3aumm C aHanornyHbIMn QyHKLNAMMN.

Peanusauusa VRF Lite B CKAT


https://vasexperts.ru/blog/skat/vrf-lite-i-l3vpn-v-skat/
https://vasexperts.ru/blog/skat/vrf-lite-i-l3vpn-v-skat/
https://vasexperts.ru/blog/skat/vrf-lite-i-l3vpn-v-skat/
https://vasexperts.ru/blog/skat/vrf-lite-i-l3vpn-v-skat/
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M30NALUA NPONCXOAMT Ha ypoaHe FIB

: )

MpucTaska Lite o3HayvaeT, 410 CKAT TonbKo pa3genseTt Tabavubl MapwpyTusaumm, Ho He noMeLLaeT
Tpaduk oTaensHoro VRF B yHUKanbHbI TyHHENb (MPLS, VXLAN). VRF Lite no3sonseT nsonmposaTb
npeLocTaBsiseMble CepBUCHl Mexay cobor 1 ONTUMU3NPOBATL MapLUPYTM3aLM0 MPK UCNOJIb30BaHMM
pa3HblX KaHanoB..

—

1. Npuwen naket

SUB 21 o
sug2.27

Peanusauns VRF Lite B CKAT BbinosiHeHa ¢ nomoubto Soft-Router, koTopbin cTpouT RIB Tabauyy u
nuweT/4ynTaeT u3 Tabanubl. CKAT oTBOANUT TpaduK B 4p0 Linux 418 AeMOoHa MapLupyTusaLuu.
FastDPI obecneymBaeT noctpoeHue FIB Tabnunupbl.

JemoH MapLpyTusaumm paboTaeT B M30/IMPOBAHHOM NPOCTPAHCTBE A5 TOro, 4Tobbl onepaLmoHHan
cucTeMa He cTtana poytepom. CKAT HanpassiseT BCO CUrHaAM3aLMI0 B pOyTep, poyTep caM CTpouT
npasuna MapwpyTusauunm n nocne 3toro CKAT, y4nTbiBasg 3T1 npasuia, Ha4MHAET 3aHUMaTbLCA
nepeafpecauunent n MapLpyTu3aLmen nakeTos.

B TekyLLen BepCcmMmn Ha faHHbIA MOMEHT HeT noaaepxku L3VPN n MPLS, Ho npu HeobxoaMmMocTu
MO>XHO HaCTPOUTb 0COBYIO0 KOHTEKCTHY MapwpyTusaunio. VRF Lite B CKAT — 3T0 oTAeNbHas ycnyra
254, KoTopas MoXeT BbITb Kak NoAkJ4YeHa aboHeHTY, Tak U He NoAKAYaThCA. ABOHEHT no
yMON4aHUio nonagaeT B yKa3aHHbln B CKAT VRF no ymonyaHuio.

Jloruka pabothbi

MapwpyTtnsauma B CKAT MOXeT NponcxoamnTb C MOMOLLLIO AeMOHOB MappyTusauum FRR nnm BIRD
— 3TO OTAE/bHbIN NPOLECC, KOTOPbIV 3aHMMaeTCa 0OMEHOM AMHAMMYECKON MapLipyTu3aLmmn



NpPOTOKONOB cMrHanu3aumnm (BGP, OSPF). B koHTekcTe VRF Lite apxutekType Linux, Ha KoTopon
pabotaeT CKAT, 6onble noaxoant BIRD. Mpu ncnons3osaHun BIRD ecTb BO3MOXHOCTb paboTaTb C
route leaking (nepeTekaHnem MapLLpyTOB) MexAay Tabamuammn MapLupyTU3aLnm.

B 3TOM pa3gene pacCMOTPeHbl BapuMaHTbl C O4HMM MPOCTPAHCTBOM MMEH N HECKONIbKMMK Tabanuamum
MapLipyTusaumm, 41o 6onblie NOAXOANT AN AeMOHa MapwpyTu3aumm BIRD. Takxe cywecTByeT
KOHLENUUS C HECKONbKUMW NPOCTPAHCTBaMM UMEH 1 C 0gHON Tabnuuen. 3Ta KoHuenuma bonee
XapakTepHa ansa FRR.

GRT (Global routing table) Ha naHHOM cxeme — yC/IOBHOE Ha3BaHMe, 3TO TOYHO Takas xe kernel route
table, Kak n ocTanbHble Ha cxeme. Tabnmua Ha3BaHa Tak 415 yA06CTBa TeCTUPOBAHUSA U YCII0KHEHUS
NpoBepPOK. B HEN MCNonb30BannCb COBCTBEHHbIE NPaBWIa MapLUPYTU3aLMM OT HECKOIbKUX POYTEPOB,
OHWN MOTYT BbITb MHOXXECTBEHHbIE, MO0 MMETb CBOM KOHTEKCTbI.

Bce npasmna v puabTpbl HACTPaMBalOTCA B poyTepe (B LaHHOM csiyvae — B BIRD). Mpm 3anycke
BIRD, korpa pabotaet CKAT u nogHumaeTca BGP-coceicTBO, O4HM NPUXOAsLINE MapLUPYTh
cknagpiBatoTcs B Tabnuuy Kernel rt N, apyrue cknagbisatotcs B GRT 1 nOTOM Mo 3afaHHbIM
npaswiam nepetekatoT B Kernel_rt 1 n Kernel_rt 2.

B CKAT onucaHbl BCE Te e N VRF, HanpaBieHHble Ha onpeaesieHHble Tabaunubl C npaBmaaMm
MapLpyTusaunn. Kaxxgbin MHCTaHC YnTaeT 13 Tabnmu, Ha ocHoBe 3TKX Tabauy CTpoATCS
n30sMpoBaHHbIe FIB.

CKAT umeeT cBOM YHMKaNbHbIA ARP-KeLl, KOTOPbIA OH CTPOUT Ha OCHOBe 0TBeTOB Ha ARP-3anpochl. B
CKAT moxeT 6bITb Heckoibko ARP-Tabnuy, y Heckonbkux VRF moxeT bbITb 04Ha obwwasa Tabnauua.

Bcnencteue nsonauum B pamMmkax CKAT ofHa 1 Ta e noaceTb MoXeT BbITb 4OCTYNHa Yepes pa3Hble
hop 1 pa3Hble poyTepbl 1 MapLUPYTU3NPOBATLCS NO-pa3HOMY. llocsie Toro Kak noctpoutcsa FIB, korga
nonaeT Tpauk — CHavyana aBTopm3syeTcs aboHeHT 1 nomeLLaeTcs B HyXHbI VRF. FIB MoxeT
0bHOBNIATBLCA YXKe nocsie Toro, Kak aboHeHT aBTopum3oBacs. MNepemelats aboHeHTa Mexay VRF
MOXXHO OMHAMUNYeCKmn nocne aBTopm3aumm aboHeHTa ¢ nomoubio CoA.

Default gateway gnsa atoro aboHeHTa ToXe byneT nepemelyeH B apyron VRF n moxeT
CTaTb HELOCTYNeH ANs APYrnx aboHEHTOB (KOTOPbIE MOTYT Y>Ke MCMO0JIb30BaTh CETb).

Jencteus npu ncxopswem ot aboHeHTa Tpadguke:

1. Hantu, kK kakomy VRF npnHannexuT aboHeHT.

. HamTw, Kyfa Hanpas/fieH naker.

3. Hantu B FIB, Ha Kakon hop 3aTepMnHMpPOBaTb NakeT U TEPMUHUPOBATb. AKTyasibHO TOJIbKO
npu co3paHuu flow, pnanee nexthop sanomuHaerca ana flow.

N

JencTens npu BXoAsawlemM Tpaduke:

1. AHanu3 dest.
2. lNpoBepka cocToAHUSA aboHeHTa.
3. TeCT Ha opurnHauUWIo NakeTa.

Ana ppyrux rpynn aboHeHTOB BCE NPOUCXOAUT aHaN0rMYHO N30JIMPOBAHHO, B COOTBETCTBMM C
npasunammn. AHOHCMpOBaHME NPoNcxoanT u3 Toro VRF, Ha KOTOPOM HaxoanTCs abOHEHT.



KoHdurypuposaHue noaceteun TAP

Ana kaxporo router device o6a3aTenbHO [O/MKHO ObITh YKa3aHo, Kakue NoACEeTU OTBOAATCA Ha
TAP (hakTunyecku, 3To 0OTBEL,eHNE NMakeTOB NMPOTOKON0B MapLupyTusauum Ha BIRD). CKAT byaeTt
BblAENATb M3 06LLero Tpadumka Ha AeBaiice obpalleHns K 3TM NOACETAM U HaNpaBAATb BCe Takme
nakeTbl Ha cooTBeTCTBYOWMA TAP-nHTEepenc.

MoaceTwn 3apatoTca napameTpamu subnet (ons IPv4) n subnet6 (ons IPv6) B onmucaHum

router _device. Kaxgas nogceTb 3afaeTcs OTAENbHbIM MapaMeTpoM subnet/subnet6. Bcero B
onncaHmm router device moxeT 6bITb 40 16 pa3Hbix subnet napameTpos 1 A0 16 pa3Hbix
subnet6. Hanpumep, Takas KOHpUrypauns

router device
# Vims gesavica n3 in _dev/out dev

device=41-
# Vima TAP-uHTepcpevica ans gesavica (default="dpi' + device)
tap=dpi4l
# Vims napHoro TAP-uHTepgpevica B netns pana gesavica (default='rib' +
device)
peer=rib41l

# Kakune IPv4-noacetun otBoAuM Ha TAP
subnet=10.0.2.0
subnet=8.8.8.0

# Kakue IPv6-noacetuv otBoAMM Ha TAP
subnetb=

# link-local agpec nHTepgerica, C KOTOpbIM B3anmonencTeyet bird
subnetb=fe80::82d:cff:fe5f:

3agaet age IPv4-noacetn ons neeanca 41-00. 1, koTopble ByayT oTBOAMTLCA Ha TAP-uHTepdeinc
tap4l v ogHy IPv6-noaceTb + link-local agpec nHtepdeica, ¢ KOTOpbIM B3aUMOLENCTBYeET bird.

Ecnn ncnone3syetcs IPv6, cnegyeT yunThiBaThb, 4TO B IPV6 60sbLyto ponb urpatoT link-
local agpeca, KoTopble Takxe AOJ/KHbI ObITb yKa3aHbl B NnapameTpax subneto.

OSPF ucnonb3yeT MynbTUKacTHble agpeca 224.0.0.5 n 224.0.0.6, noaToMy ecniv Ha router device
ncnonb3yetcs npotokon OSPF, 3T agpeca ToxXe cnedyeT 3afaTh B onucaHun router device:

router device
device=41-
tap=dpi4l
peer=rib4l

# OSPF multicast
subnet=224.0.0.5
subnet=224.0.0.6



@ B napameTpe router device posiXHa BbITb yKkasaHa xoTsa 6bl ogHa IPv4 nnn IPv6-
noaceTb.

CospnaHue veth-untepcgencos

np. - A0JIXKHO ObITb 33a4aHO B CKpMNTax 3arpy3km CUCTEMbl N BbIMOJIHATLCA B0

@ Bce, 4TO onucaHo B faHHOM pasgesie, — co3faHue veth-nHtepdencos, 3anyck BIRD u
3anycka fastdpi.

MycTb y Hac B fastdpi.conf 3apaHbl cneaytolne geBanchl:

in dev=41-
out dev=41-

MpennonoXum, 4To Ham TpebyeTca HacTpouTb B BIRD npoTokon BGP ans uplink, To ecTb Ha aeBaice
41-00.1.

) TeHeBble veth-uHTepgencobl HyXXHO co3haBaTb ANA Ka)Aoro in/out-gesanca, B

( Tpaduke KOTOPOro MAYT NakeTbl MPOTOKO/I0B MaplipyTu3auum, oHn TpebytoT

3 KoOH(purypuposaHus B BIRD. Ecin gesanc He yyacTBYeT B MaplipyTusaumm (Kak
in dev=41-00.0 B 3TOM NpuMepe), ONS HEro He HaJo co3nasaTb veth-napy.

YT10b6bl NepeHanpaBuTb BGP-Tpagmk ¢ 41-00.1 Ha BIRD, koTopbii paboTaeT B bird netns, Ham
HY>KHO co3faTb veth-napy TeHeBbIx A4 41-00. 1 nHTepdencos.

Co3pnaem bird netns (uma bird 3geck BbibpaHO NPOM3BOJILHO, Bbl MOXKETE UCMOJIb30BaTb APYroe
nmsa netns), B kotopom byaet pabotaTte BIRD:

ip netns add bird
Co3znaem veth napy:
ip link add dpi4l- type veth peer name rib4l- netns bird

rib-nHTepdenc gomxkeH umeTs IP-agpec (u IPv6, ecnm IPv6 nogaepxneaeTtcs). OToT agpec byaeTr
agpecom BGP-nupa gns BGP-cocepna.

ip netns exec bird ip address add 10.0.0.4 broadcast 10.0.0.255 dev
rib41-

ip netns exec bird ip address add e dev rib41-

# Bkod4aem ARP Ha nHTepgperice



ip netns exec bird ip link dev rib41l- arp on

# set tx checksum offload off - BbIK/IKOYaEM PacyeT KOHTPOJIbLHOW CYMMbl Ha MHTEpPelce
# 3ameyqeHo, 4To pacyeT CRC Ha mHTepgherice MOXET bbiTb HEKOPPEKTHBIM (110 KparHen Mepe, Ha
HeKoTopbIx cbopkax sigpa Cent0S-8)

ip netns exec bird ethtool -K rib41l- tx off

IP-apgpec rib-nHTepdencos oomkHb oTAn4aTbCca oT IP-agpeca CKAT, 3agaBaemoro

0 napametpamu bras arp ip u bras ipv6 address. bonee T0ro, Bo nsbexaHuve
HEeMoHATHLIX CUTyauunn agpeca bras arp ip n bras ipv6 address He [OJIKHbI

BXOAWTb HU B KaKyt NoACEeTb, 0TBOAUMYIO Ha TAP-UHTepeNncsl.

—

dpi-nHTepdenc He posKeH nMeTb HY IPv4, HK IPv6 agpeca, Tak Kak B CKAT OH MCMONb3yeTcs Kak
TAP-nHTepdenc n Hannyme Ha HeMm agpecos He TpebyeTcsa (bonee Toro, Aa)ke MOXXeT MeLlaTb, eCn
CaM NHTepdenc Ha4yHeT reHeprpoBaTb 1 OTMPABAATL NaKeTbI):

ip link dev dpi4l- arp off
# Disable IPv6 on dpiXXX interfaces (4T1obbl He bbiio faxe link-local agpeca)
echo proc/sys/net/ipv6/conf/dpi4l- disable ipv6

HakoHeLl, MoJHMMaEM BCe CO3[aHHble NHTePdEeCh:

ip link dpidl- up
ip netns exec bird ip link lo up
ip netns exec bird ip link rib41- up

He 3abbiBaem npo firewall:
firewall-cmd --zone=internal --add-source=10.0.0.1
He 3abbiBanTe, 4T0 BIRD fosxeH 6biTb 3anyuleH B bird netns:

ip netns exec bird /usr/local/sbin/bird

down, To CKAT nepesegeT B link down veth-uHTepdencel 3Toro fesanca; Kak ToNbKO

@ CocTosHMeM niMHKOB veth-uHTepencos ynpasnset CKAT: ecnn gesainc 41-00.1 link
NMHK 41-00. 1 nogHumeTcsa, CKAT nepesegeT veth-untepdeincol B link up.

Kak 6biTb ¢ VLAN?

CKAT nepecbinaeT curHanbHble nakeTbl B rib-nHTepgencol "kak ectb", 6e3 BCAKOro
- npeobpa3oBaHns. ITO 3HAYUT, YTO B cyvae Hannums VLAN, HyKHO cpeacTBamu Linux
co3gaTb vlan-uHtepdencol Ha rib-nHTEpdence, a yxxe K 3TUM vlan-uHtepgencam

npuessaTb bird.

B fastdpi.conf vlan-nHTepdencol, co3gaHHble Ha rib-uHTepgence, He AOKHbI HATAE

hurypmpoBsaTtb, — Bbl OOJKHbI B Ka4ecTBe tap u peer ykasaTb ABa KoHUa veth-napbl.



B pexume poytepa CKAT byneT TepMUHMPOBaTbL UCXOOALLLMMA aDOHEHTCKUIA Tpaduk
B HYXHbIn VLAN 6e3 [onosHNTENbHON HAaCcTPOMKK. NS opurmHaumm BXOAALLEro
Tpauka Heobxoammo BkIOYNTE 06paboTky VLAN-Tpadumka

MTU

CKAT He BbicTaBnseT MTU Ha veth-untepdencax. Mpu KoHDUrypmposaHum veth-
NHTepdencos cnepyeT 3agate MTU WTaTHeIMU cpeacTBamu Linux.

HacTtpouka CKAT

KoHndurypuposanme CKAT
ObGsa3aTenbHble NnapaMeTpbl

YT106bI BKNOYNTL hyHKLMOHAN poyTepa, B fastdpi.conf HeobxoammMo akTUBMpPOBaTL NapamMeTp

# [cold] Bknw4eHue yHKLUMNOHaAa poyTepa
# byneBbivi napaMeTp:
# 0, false, off - ¢yHKUnoHan poyTepa oTkaYeH (default)
# 1, true, on - YHKUMOHAaN poyTepa BKIYEH
# He pgonyckaet nsmeHeHus "Ha nety" yepe3 reload
router=1

Janee HeobxoaMMO yKa3aTb, B KakoM netns pabotaeT BIRD n Homep Tabanubl MapLupyTm3aumm
A0pa, KOTOPYIO OH CTPOUT:

# [cold] Wma net namespace, B KoTopoM 3anyujeH BIRD
router netns=bird

# [cold] Homep Tabaunubl MapLupyTu3laumu a4pa, KOTopyto ncrnosab3yet fastDPI
router kernel table=1

Takxxe oba3aTenibHO fO/MKHBI ObITh 3aflaHbl Criefyowmne napamMeTpbl BRAS, faxe eciv HUKakom u3
pexunmoB BRAS He BKJIIOYEH:

# BupTtyanbHbii MAC-aapec CKAT
bras arp mac=00:EQ:ED:43:84:42

# BuptyanbHein IP-appec CKAT
bras arp ip=188.227.73.40

# Ecnn ncnonb3dyetcss IPv6, Heobxoanmo 3aaaTb BUpPTyasabHble IPv6-aapeca:

# 3apaet rnobanbHeii IPv6 agpec CKATa


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan_term#работа_с_vlan-тэгами
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan_term#работа_с_vlan-тэгами
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan_term#работа_с_vlan-тэгами

bras ipv6 address=2098::1

# 3apgaetr IPv6 link-local aapec CKATa (npegpukc FE80O::/10)
# ECcin faHHbIVi NapamMeTp He 3a4aH IBHO, OH BbIYUCISE€TCA Mo bras arp mac
#bras ipvé link local

NnapaMeTpbl, NEPEHYNCNIEHHbIE HNXKE, HE ABNIAIOTCA obsi3aTeNbHLIMU U npeaHa3Ha4€HbI

3TV Tpu NapameTpa SBNAAOTCA 00A3aTEeNbHbIMKU 419 BKIOYEHNS poyTepa. Mpoyune
\
L1 TOHKOW HacTpounkuy poyTtepa B CKAT.

JononHuTenbHble NapaMeTpbl

MaKcrMasibHOe Y1CI0 MapLLIPYTOB 3a43eTCs NapaMeTpaMu:

# [cold] MakcumanbHoe 4ncao maplpytoB B IPv4 route table
# [1o ymon4aHmnio = 1000000
#router max ip4 route count=1000000

# [cold] MakcmmanbHoe Yucao mapwpytos B IPv6 route table
# o ymonyaHuio = 200000
#router max 1ip6 route count=200000

CKAT npu cTapTe B pexuMme poyTepa npeassioumpyeT namaTb 4S9 BHYTPeHHMX route table B
COOTBETCTBUM C 3TUMK NapamMeTpamu. CoBeTyeM yCTaHaBAMBaTb 3TK onuun (ecam Heobxoammo) ¢
3anacom B 20-30%, 4To6bl B npouecce paboTbl poyTepa rapaHTUPOBAHHO XBAaTWUIO
npeansioLMpoBaHHON NaMSATH.

Paboyasa Tabnuua mapwpyTusaunn (FIB) CKAT obHoBnsieTca pa3 B router fib refresh cekyHpa:

# [hot] [llepuon obHoBneHna FIB, ceKyHA
# [lo ymon4aHuio - pa3 B 15 cekyHz
#router fib refresh=15

YcTaHaBAMBaTb AaHHbIA NapamMeTp CAUWKOM MafeHbKM (MeHblue 5 cekyH1) 0coboro cMmbiC/1a HeT.

MakcumanbHbIn pa3mep neighbor cache (ARP cache) n Tanm-ayT 06HOBNIEHMA 3anucen 3Toro Kewa
3aflaeTcs napaMeTpamu:

# [cold] Max pa3mep ARP cache (neighbor cache pgns IPv6)
# llo ymondanno - 1024, max = 32K
#router arp cache size=1024

CKAT copepxunT oTaenbHble neighbor-keww ona IPv4 n IPv6, Kaxxabln pa3mepom
router _arp cache size.

CKAT caM He nocblniaeT ARP-3anpochl 419 yCTapeBLKX 3anncen kewa. BMecTo 3Toro oH nonaraeTtcs
Ha 0bHOBJIeHMe Kella co CTopoHbI sapa Linux: CKAT MoHUTOpUT ARP-0TBETHI, MpUX0AsLLMe Ha afpec
noacetu TAP-uHTepthencos, 1 B COOTBETCTBUMN C 3TUMM OTBETaMn 06HoBAsieT cBon ARP-keww. To xe



camoe oTHocuTCA U K IPv6 (MoHUTOpUHT ICMPV6 neighbor discovery).

PoyTep paboTaeT B 0TAENbHOM NMOTOKe Ha oTaensHom sape CPU. Mpu ctapTe CKAT 3agaeT
napaMeTpbl 3TOr0 NOTOKa MO YMOMYaHMIO, KOTOpble MOryT ObiTb M3MEHEHbI MapamMeTpaMu:

# [cold] [obaBneHne Kk npuopuTeTy CayXebHOro notoka poytepa (MoBbILLEHNE
rnpuopuTeTa)
#router sched add prio=0

# [cold] Aapo npuBsA3ku NoToka poyTtepa, -1 - aBToornpeneneHne
#router bind core=-1

N3MeHATb 3TV NapameTpbl HAAO TOJIbKO B KpalHeM ciiyyae, nydwe natb CKATy camomy onpefnenunTb
A4p0 1 NpUopuTeT. HanprumMep, SBHOe yKa3aHue aapa ons poytepa router bind core moxeTt
NPUroanTbCA B CllyYae, eCiv a4ep He XBaTaeT; Torha MOXKHO iIBHO MpuBsA3aTb poyTep K A4py, K
KOTOPOMY MpuBSA3aH KakoN-TO Apyron cnyxebHobin noTok (ajb, ctl).

Hn B KoeM cny4yae He npuBA3biBanTe poyTep K A4py paboyero noToka mam
aucnetyepa!

KoHdurypuposaHue VRF

Hactponku router netns n router kernel table 3apatoT VRF no ymonyaHuio (default VRF) 1
NpUMeHATCA Npu onucaHun apyrux VRF Kak 3Ha4eHns no yMoa4aHuWIo A1 COOTBETCTBYOLWMNX
napameTtpos VRF.

Mpu noarotoBke fastDPI kK paboTe B pexume poyTepa aAMUHUCTPATOPY HYXHO CO34aTb
Heobxoaumele netns n TAP-nHTepdgencol A1a oTBoAa Tpaduka Ha route-geMoHbl. B KoHpurypauun
fastdpi.conf ykasbiBaoTCs yxe roTosble (cyLecTsyowme) netns n TAP-uHTepencol, TONbKO B
3TOM csiyqae 3anycTutca CKAT.

Kaxnas VRF 3afaeTcs oTAeNIbHON HOBOW CEeKLMEN B KOH(UIypauum poyTtepa:

OnucaHue Tabnuubl mapwpytusauum (VRF)

router vrf
id=
netns=
kernel table=
neighbor cache=

router default vrf=
id — cTpoka, yHukanbHbIi id VRF. 1ns aboHeHTa B Paguyc VSA aBTOopU3auum MoxeT BbiTb YKa3aHa

VRF — 3T0 1 ecTb faHHbIn id. MakcuManbHbI pa3Mmep — 15 CMMBOJIOB.
netns — nmsa netns, 13 KoTOporo BolYUTbLIBaeTCA VRF. ECAM He 3a4aHO — CYMTAETCS paBHbIM ONuuUK



router netns. B 3ToM netns HaxonsaTcs peer TAP-nHTepdencel ana gaHHon VRF.
kernel_table — Homep Tabnuubl MmapwpyTusauum sapa ana gaHHon VRF. Ecnv He 3aaHo —
cymTaeTcs paBHbIM onuuu router kernel table.

router_default_vrf — cTpoka, id default VRF. Default VRF ncnonb3syetcsa ons aboHeHTOB, y
KOTOpbIX HeT ceoncTBa vrf id.

neighbor _cache — cTpoka, nms ARP kewa gns gaHHow VRF no ymonyaHuto, kaxxabin VRF nmeet
CBOMN COBCTBEHHLIN, N30NMpoBaHHbIA OT Apyrux ARP/Neighbor keww. ECnn Hy>KHO, 4TOObI HECKOBKO
pa3Hblx VRF nmenn obwmin ARP/Neighbor Kew, To cnefyeT 3afiaTb B onuncaHum 3tux VRF 04HO 1 TO
Xe 3HayeHue onuum neighbor cache.

MapameTpbl ons gaHHom VRF:

max_ip4_route_count — MakcMManbHOE KOMMYECTBO MapLupyToB IPv4.

max_ip6_route_count — mMakcumManbHOEe KONMYECTBO MapLLpyToB IPV6.

multipath_page — mMakcMmanbHOe YnCno CTpaHuy Ans pacnpeaenenHuns multi-path mapwpyTos.
OpgHa cTpaHuMua BMewaeT 64 pa3Hblx multi-path mapwpyTa. Ha ogHou cTpaHuye MoryT pasmelyaTbCs
MapLUpyTbl HECKO/IbKUX ECMP-rpynn. OgHa rpynna MoXxeT bbiTb pa3MeLLeHa no HECKO/IbKUM
CTpaHnLaMm (ecm Koaim4eCcTBO MapLUpyToB B rpynne bosee 64, eciv HET OrpaHNYeHu Ha
KOJIN4eCTBO MapLUpPyTOB B JEMOHE poyTepa)

fib_refresh — nHtepBan obHoBneHus FIB.

arp_cache_size — pa3mep ARP-kelua.

STK napameTpbl onpenenstoT Tpebyemyto namaTb 1 YacToTy obHoBNeHNs ans naHHoro VRF. 3pech
MOXXHO YKa3aTb 3Ha4yeHMs No yMon4daHuo (bepytcs n3 rnobanbHbiX ONUMIN) NN NepeonpenennTb ux.

e Ecnin B KOH(Mrypauun HeT cekunini router vrf, pexxum paboTbl ocTaeTca npexHum: back
compatibility, 3To o3Ha4aeT, 4To B CKAT onucaHa oaHa VRF, koTopas aBnseTcs edonTHom.

e ECan B KOHDUrypauum ecTb cekunm router vrf, pexum pabotel — nognepxka VRF. Mpwu
3TOM poBHO oaHa VRF fosixHa bbITb 4e(ONTHON, TO eCTb A0/KHA ObITh 3ajaHa onuus
router default vrf=id pedontHOW VRF.

bras_vrf_isolation - usonsauus VRF. L2 BRAS He n3onupyet aboHeHTOB 13 pa3Hbix VRF: Ecan
LlaHHbIN peXxum BkJIOYeH (1), To aboHeHTbl 13 pa3Hbix VRF OyayT n3onmpoBaHbl Apyr OT Apyra.
3Ha4veHune no ymon4danuto: 0. MNpu BKAOYEHWUM 3TOWN ONuUuUK:

1. ARP aboHeHTa K wito3y - obpabaTbiBaeTcs fastDPI Tonbko ecnmn aboHeHT 1 w3 B ogHoM VRF
2. ICMP ping wnto3a - obpabaTbiBaeTcs fastDPI Tonbko ecnm aboHeHT 1 w3 B ogHOM VRF
3. local interconnect - npumeHsieTcs Tonbko ecnm oba aboHeHTa B ogHOM VRF

bras_egress_filtering - gpunsTpauus ncxonswero Tpaguka subs—inet (butosas macka). Mo
yMon4aHuio oTktodeHa (0). Mpw BKAYEHUN 3TON ONuMK NakeT ByaeT APONHYT NPW BbINOJHEHWN
cnefyowmx ycaosun:

1. IP-agpec aboHeHTa (srclP) Hem3BecCTHbIM ans L2 BRAS
2. bras term by as =0
3. AS aboHeHTa He local

Onucanue router_device

B onncaHue router device pobasnsietcs id VRF. OnucaHvne ogHoro nHTepdenca poyrepa:



router device
device=
tap=
peer=
vrf=
subnet=
subnet=
subnetb=
subnetb=

device — ums peBaiica n3 in_dev/out dev.
tap — vma TAP-unTepdeinca ana gesainca (default="'DPI' + device).
peer — vMsa napHoro TAP-uHTepdenca B netns ans VRF (default="'rib' + device).

vrf — ngeHtndgukatop VRF, B KOTOPOM HaxoamuTcs peer. ECnM He yKa3aH — CHMTaAETCs paBHbIM
default VRF.

subnet n subnet6 — noacetn, otBoanMbIe U3 obwero Tpadmka Ha TAP-gesanc. Ans
router device obs3aTenbHO fosKeH BbITb 3a4aH x0T 6bl 0aMH NapameTp subnet nam subnet6!

subnet — nepeyncnexne IPv4-noaceten, oTBOANMBIX 13 06LLero Tpadurka Ha TAP-geBaic.
subnet6 — nepeyncneHune IPv6-noaceTen, oTeoauMbIX 13 obwero Tpadmka Ha TAP-geBanc.

Kaxxpgas IPv4 v IPv6 noaceTb yKasblBaeTCs OTAENbHO B NapameTpe subnet n subnet6

COOTBETCTBEHHO. Bcero moxeT bbiTb He 6onee 16 napameTpoB subnet n 16 napameTpos subnet6
ona onHoro router device.

MoaceTn ons O4HOro NopTa He OOJKHbI MepecekaTbCs.

Hanpumep, BGP1 n3 VRF1 — noacetb 10.20.30.0/24, BGP2 n3 VRF2 — nopaceTb
10.20.30.0/20.

Ona kaxporo router device AosKHbl ObITb YyKa3aHbl pa3Hble tap u peer

nHTepdencel. Hanpumep, ana nepsoro — tap=dpi ospf u peer=rib_ospf, ans
BToporo — tap=dpi bgp n peer=rib bgp.

Ynpasnenue VRF aboHeHTamu

VRF ID noctynaeT B fastDPI npu aBTopu3aumm, B HoBon ycnyre 254,
VasExperts-Service-Profile = "254:VRF_ID"

3necb “VRF_ID” — ngeHtudgumkaTtop VRF.
Mpumep HacTpouku VRF B CKAT

in dev=0b-
out dev=13-



scale factor=l

ctrl port=29000
ctrl dev=lo

federal black list=0
black list sm=1
black list redirect=http://vasexperts.ru/test/blocked.php

num threads=1

router=1

router vrf
1d=ROUTER
netns=router
kernel table=100
neighbor cache=shared

router vrf
1d=ROUTER2
netns=router
kernel table=101
neighbor cache=shared

router device
device=13-00.0
vrf=ROUTER
tap=dpi ospf
peer=rib_ospf
subnet=224.0.0.5/30
subnet=192.168.123.69/32

router device
device=13-00.0
vrf=ROUTER2
tap=dpi bgp
peer=rib_bgp
subnet=192.168.123.70/32

router subs_announce=6

enable auth=1

auth servers=127.0.0.1%10:29002

bras enable=1

bras arp ip=10.10.102.189

bras arp mac=00:0c:29:f5:85:47

bras dhcp mode=1

bras dhcp server=10.10.99.3%ens256; reply port=67
bras pppoe enable=1

bras pppoe session=100



bras ppp_auth list=2,3,1

enable acct=1

netflow=4

netflow timeout=300

bras pppoe service name=demoDPI

3apaHue umeH veth-untepdencos

B fastdpi.conf onuceiBatoTcs Bce TAP-MHTEepgenchl, CBA3aHHbIe C AeBacaMu:

# OnuncaHne o4HOro nHTepgerica poytepa
# BHUMAHUWE! '{' nosmkeH bbiTb Ha TOW Xe CTPOKe, 4TO U ums cekumn router device!
router device

# VIma pesavica u3 in _dev/out dev

device=
# Wmsi TAP-uHTepperica ans aesavica (default="'dpi' + device)
#tap=
# VIma napHoro TAP-uHTepgpevica B netns pans gesavica (default='rib' +
device)
#peer=

# BHUMAHWE! '}' gosnxxeH bbiTb Ha OTAEAbHOM CTPOKE!

Hanpumep, Ana Takon KOHpUrypaumum

in_dev=41-00.0
out dev=41-00.1

rae K poyTepy NoAKJo4eH ToNbKo out dev, onucaHue byaeT Takoe:

in dev=41-00.0
out dev=41-00.1

router device
# VImsa pesavica u3 in _dev/out dev
device=41-00.1
# Vima TAP-uHTepcpevica ans gesavica (default="dpi' + device)
tap=dpi4l
# Vima napHoro TAP-uHTepgpevica B netns ans gesavica (default='rib' +
device)
peer=rib4l

Mo>XHO He 3afaBaTb MMeHa tap u peer nHTepdencos (B 3TOM Cayyae nogpasyMeBaoTCa NMeHa Mo
YMOJI4aHMI0), HO onncaTb router device HyXHO

in dev=41-00.0
out dev=41-00.1



# TAP pgns out dev:
router device
device=41-00.1

# TAP pgns in _dev
router device
device=41-00.0

B 3Tom cny4ae npegnonaratoTcs Takne nmeHa TAP-nHTepdencos:

e nna in _dev=41-00.0: co ctopoHbl CKATa dpi41-00.0, co ctopoHbl BIRD rib41-00.0
e nnsout dev=41-00.1: co ctopoHbl CKATa dpi41-00.1, co ctopoHbl BIRD rib41-00.1

Moppepxka LAG

B CKAT 10.1 nobaBneHa noaaep>kka arperauum KaHaaoB B poyTepe.

[nsa arpernpoBaHHbIX KaHaN0B NakeTbl, KOTOPblE HYXXHO OTBOAUTL Ha TAP-uHTepdenc, moryt
npunTK Ha ntobon gesainc, Bxoaawmi B LAG. YTobbl He co3faBaTb (hakTUYeCKN o0anHaKoBble TAP-
NHTepgencol ona Kaxxaoro gesanca ns LAG, poytep y4mTbiBaeT, Kakune gesancel BxogaTt B LAG n ons
BCEX TakKMX LeBalcoB AenaeT 0TBOA Tpadmka ykasaHHbIX nogceten Ha TAP (k gemoHy BIRD).

Kaxabin LAG 3anaeTca otaensHom cekuymen B fastdpi.conf, B KoTopon nepevncnsaoTca Bce AeBaichl,
Bxogsuwune B LAG:

# BxoaHble/BbixoaHbIE AeBavickl, obbeanHeHHble B LAG
in dev=01-00.0:02-00.0
out dev=01-00.1:02-00.1

# OnuceiBaem LAG B CTOpoHy inet
lag
# Heobs3atenbHoe nmsi LAG, mCnosib3yeTcs TOJIbKO AJ18 BbiBOAA B J1IOF
name=inet
# Kaxabii gesavic, Bxoasawmvii B LAG, onucbiBaeTcs oTAE/bHbLIM apaMmeTpom device
device=01-00.1
device=02-00.1

# OnncaHne o4HOro MHTepgerica poytepa
router device
# Vims geBavica n3 out dev. TosbKO 42151 3TOro gesavica genaem veth-napy TAP-
MHTepgencoB
device=01-00.1
# Vima TAP-uHTepcpevica ans aesavica (default='dpi' + device)
tap=dpi0®
# VImg napHoro TAP-uHTepcgpevica B netns pgns geBavica (default='rib' +
device)



peer=rib0

# lNoacetu, oTBoAUMbIE N3 obLyero Tpaguka Ha TAP-aesavic (npumep)
subnet=10.0.10.0
#...npoYyne noaceTu...

Mpu TakoM onucaHum oTeoa Tpaduka Ha TAP tap0@ byaeT nponcxogmnTh € obonx aesancos 01-00.1
n02-00.1, 3a4aHHbIX B cekuun lag, B COOTBETCTBUN C NpaBuaamun (noaceTamm), 3afaHHbIMU 4NS
01-00.1B router _device.

B cekuumn lag gomkHO BbITh YKa3aHO He MeHee OBYX OeBalCoB, NpMYeM BCe AeBaNChbl A0/KHbI ObITb
ofHoro HanpasneHus (nnbo Bce fesaichbl U3 in_dev, 1nbo BCe aesaiichbl out_dev). OaunH feBaic
MOXKET BXOAUTb TONbKO B 04MH LAG (unm He BXxoauTb BoobLLe HM B kKakon). Ecnn poyTep paboTaeT
KaK B CTOpPOHY inet, Tak 1 B CTOpoHy subs (Hanpumep, BGP Ha cTopoHe inet n OSPF BHYTpwu ceTun, B
CTOPOHY Ssubs), To onucbiBatOTCA ABe cekumm lag:

# LAG B cTOpOHY 1inet
lag
name=inet
device=01-
device=02-

# LAG B CcTOpOHYy subs
lag
name=subs
device=01-
device=02-

N ONS KaXXA0N KOHUrypupyeTcs oTAeNbHaa cekums router device.

Bcero Bo3mMOXXHO 3agaTb He 6onee 10 pa3nuyHbix lag-cekuuni.

( Cekummn lag B fastdpi.conf - 3T0 xonoaHbIN NnapameTp, TpebyeTtcs pectapT fastdpi npw
3 n3MeHeHun onncaHmsa LAG.

ARP MeHep)XMeHT

NeighborDB - 310 B[] nexthop, koTopyto obcnyxunsaeT cam fastDPI: noceinaet ARP request ons
BbiicHeHNs MAC-anpeca nexthop, obHoBnseT ARP kew ans atux nexthop. na obHoBneHuA
NCNONb3YTCA Cnegytowme onumm:

e router neighbor lifetime — Bpems Xu3Hu 3anuncu B ARP Kelle, B CeKyHAax.
M0 NCTEYEHMM 3TOr0 BPEMEHM 3aMnNunChb HY)KHO 06HOBMTL oTnpaBkon ARP request (ICMPv6 NDP B

cnyyae IPv6). 3HaveHme no ymonyaHuio: 300 cekyHA
e router neighbor refresh timeout — Bpems oxupaHusa oteeta Ha ARP request (cek).

3HayYeHmne No YMOJIYaHWIO: 3 CEeKYHUbI



e router neighbor refresh attempt — konuyecTBo 6e3ycneLlHbIX NONLITOK 0OHOBNEHNS,
HY>XHbIX AN5 Toro 4Tobel nepesecTun 3anncb ARP-kelwa B cocTosiHue Unreachable
(HepoCTMXKMMas); APYrMMmM CNOBaMu, CKOJIbKO Noapad Hago nocnaTtb ARP Request 6e3 oTBeTa,
4yT0b6bI 3aMnCb CTana unreachable.
3HayeHue nNo ymonyaHuio: 10 nonbiTok

e router neighbor unreachable refresh — nocne Toro, Kak 3anucb CTaHOBUTCH
Unreachable, fastDPI nepnoanyeckun nuitaeTcs 0XXnBUTL €€, nocbiias ARP Request. laHHas
onuma 3agaeT 3TOT Nepuosd B cekyHaax (no ymonydanuio 30 cek).

3anucb nexthop cocTouT un3:

e nexthop IP;

e Obs3aTesIbHO — MMS NOPTa, Yepe3 KOTOPbIA OCYLLECTBASETCS CBA3b C 3TUM nexthop (B cnyyae
LAG — oauH 13 nopTos, Bxoaswmx B LAG);

e OnymoHanbHo — VLAN

e OnuymoHasbHo — MAC-agpec nexthop. 3anucu ¢ aBHO 3agaHHbIM MAC-agpecoM nexthop
asndatoTca static ARP cache record — no HUM HUKoraa He nocbinaetcs ARP-3anpocos IPv4 n
IPv6 NeighborDB xpaHutcsa B SDR B ¢hanne router.mdb. SDR (System Data Repository) — 3710
HOBas CYLWHOCTb Hanofobue UDR, HO copep)kalas CUCTEMHbIE HAaCTPOMKKU. KaTanor, rae
pacnonaraetcs SDR, 3agaetcs Hosow onumen sdr_path, no ymonyaHuio 370
/var/db/dpisdr.

Ynpaenenmne NeighborDB (nobasneHne/moaudukaumns/yganeHme 3anucen) Npou3BoanTCa yepes
KoMaHabl CLI:

e router neighbor dump — BbIBOA NMOJIHOrO CMMCKA BCEX 3arpy>XeHHbIX 3anncem n nx
BHYTPEHHEro COCTOAHNA

e router neighbor dump db — BbiBOA gamna B[ router.mdb.

e router neighbor add — pobasneHve HoBow 3anucu (Hosoro nexthop) B NeighborDB.

e router neighbor update — moaudgukauus cywectsytowen 3anucu NeighborDB

e router neighbor delete — ynaneHue 3anucu NeighborDB

e router neighbor refresh — npuHyantensHoe obHoBneHne (oTnpaBka ARP Request) MAC-
agpeca KoHKpeTHoro nexthop IP unu Bcex nexthop B ykazaHHoMm VRF unu scen NeighborDB

e router neighbor purge — ynaneHue Bcex 3anucen NeighborDB (nosnHasa o4ncTka
NeighborDB).

\y ‘) CMHTaKCUC Kaxxaon ns atux komaHg cm. fdpi cli <command> ?

MpuoputeTtHocTb B ARP Kelwle
C nosieneHnem NeighborDB B fastDPI nossannumce ABa He3aBUCMMbIX UCTOYHMKA 3anuceint B ARP Kewwue:

e [npexxHuin] BIRD/FRR: fastDPI oTnasnmeaeT B3anmogenctemne BIRD/FRR ¢ cocegamm u
COOTBECTBEHHO 3anonHseT ceot ARP kew ans nexthop; fastDPI He 06HOBASIET CTATyC TakmX
3anucein otnpaekon ARP Request, a HageeTcsa Ha To, 4To 3T0 caenaeT BIRD/FRR

e [HoBbIN] NeighborDB: fastDPI cam cneanT 3a akTyaslbHOCTbIO 3anuncen, CBOEBPEMEHHO
oTtnpasnss ARP Request. 3anucu NeighborDB nmetoT 60nbLLIMKA NpUOpPUTET, YEM 3aNNCK OT
BIRD/FRR.



NMonpnepxka Multi-path routing (ECMP)

B CKAT 10.2 pobasneHa nogaepxka multi-path routing (ECMP).

CKAT penaet 6anaHcupoBky Tpaduka (round-robin) Ha ypoBHe flow no BceM MapLupyTam u3 multi-
path. bBanaHcupoBka Ha yposHe flow 03Ha4aeT, 4T0 KOHKpeTHbIN flow ByneT 3akpenneH 3a O4HUM K3
MapLpyToB 13 multi-path n BeIbpaHHbIN MaplpyT He ByaeT N3MeHATLCA A0 OKOHYaHMA gaHHoro flow
(ecnn, KOHeYHo, He ByaeT namMeHeH coctaB multi-path no BHewWwHMM cobbITUAM OT AEMOHA
MapLpyTunsauunm).

Ons BkntoyeHus multi-path B CKAT He TpebyeTcsa HMKakomn HacTporku. NMoapep>xka ECMP
BKJIIO4aETCA B KOHPUrypaLMOHHbLIX NapaMeTpax AeMOHa MapLlwpyTu3auun. Hanpumep, B BIRD
nopnepxka ECMP Bknito4aeTcs ykasaHueMm merge paths yes B npotokone kernel, cm.
https://bird.network.cz/?get_doc&v=20&f=bird-6.htm|#ss6.6.

OcobeHHOCTH aHOHCUPOBaHUA afpecoB

AHoOHCbI aboHeHTOB M NAT pool

(!) NAT-nynbl aHOHCKMpytoTCA Tonbko B default VRF.

BkntoyeHne aHoOHCMpOBaHWS aapecoB aboHeHTOB Npon3BoaAnTCA NnapameTpoM B fastdpi.conf:

# [cold] ®naru aHoHCa aapecoB abOHEHTOB
# butoBas Macka

# 3HavyeHus:

# 0x00001 - aHOHcupoBaTb aapec aboHEHTa B CTOPOHY Subs

# 0x00002 - aHoHcupoBaTb aapec aboHeHTa B CTOPoHYy inet (eciny aboHeHTa He
nogksaoyeH NAT)

# 0x00004 - aHoHcuposaTb NAT-noaceTu B CTOPOHYy inet

#  0x00008 - aHoHcupoBaTb abOHEHTCKME LWO3bl (HarnpaBieHne 3agaetcs pnaramm 1 m

2)

# 0x10000 - peaHoHcmpoBaTb L3-aboHeHTa npu HacTynaeHun acct idle (3akpbiTne
acct-ceccmno idle timeout)

# 3Ha4yeHne rno ymondaHuwo: O - HAYEro HUKyAa He aHOHCUPOBATh
#router subs announce=0

# [hot] MeTpuka g1s aHoOHCOB aapecoB aboHEHTOB
# 3Ha4dyeHue rno ymonadaHumio = 32
#router subs metrics=32


https://en.wikipedia.org/wiki/Equal-cost_multi-path_routing
https://bird.network.cz/?get_doc&v=20&f=bird-6.html#ss6.6

Anounce BGP/OSPF—»

Moacetn 6enbix agpecoB NAT aHOHCMPYIOTCS TONBKO B CTOPOHY inet npu ctapTe CKATa v npu
pnobasneHunun/ynaneHumn/uameHeHun NAT-npodgunen.

Appeca abOHEHTOB MOr'yT aHOHCUMPOBATbLCS Kak B CTOPOHY inet, Tak u B CTOPOHY subs. Ho ecau IP
agpec aboHeHTa BXOAMT B AMana3oH NpuBaTHbLIX afpecoB 1 Ha Hero HasHavyeHa 11 ycayra, T.e.
HaTuUTCH, agpec aboHeHTa He aHOHCUPYeTCS B CTOPOHY inet (Tak 4TO HY>XHO ObITb OCMOTPUTENbHBIMU
npv onpefesieHnn nana3oHoB NPMBaTHbLIX aapecos). AHOHC NPOM3BOANTCS B Tabnuuy
mMapwpyTusauum BIRD gns scex TAP-geBaniCoB paspelleHHOoro HanpasseHus, fanee BIRD

NnoaxBaTblBaeT U3MEHEHNS N @aHOHCMPYET UX MO HYXHbIM NPOTOKOMaM B COOTBETCTBUMN CO CBOEN
KOHUrypaumen.


https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_settings#дополнительные_настройки
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_settings#дополнительные_настройки

[CKAT 10.2+] Ecnu B fastdpi.conf 3agaHo nat _exclude private=1, To ecTb He npuMeHATb NAT
LN4 nakeToB "npuBaTHbIN IP = npuBaTHbIn IP", To CKAT OyaeT aHOHCMPOBaTb MPUBATHLIN aapec
aboHeHTa ¢ nogkatoyYeHHbIM NAT B CTOPOHY inet, Tak Kak BbILLIECTOALWMIN POyTepP AOJHKEH 3HaTb
MapLwpyT Ao ceporo IP-agpeca aboHeHTa.

OnuncaHune NapaMeTpPOB Mo CChiJIKe

AHOHC apgpecoB L3-aboHeHTOB

B CKAT 10.2 nencTByeT cneayowmii anroput™m aHoHcoB IP-agpecoB L3-ab0HEHTOB:

* 10 YMOJIHaHUIO, aHOHC aapeca NPon3BoAMTCA ANS yCrnewHon asTopu3saunn (accept) n HE
npoun3BOANTCA AJ19 HeycrnewHon (reject)

e fastdpi.conf-napameTp auth announce reject no3sonset rnobanbHO pa3peLlnTb aHOHChI
ona reject:

# [hot] AHOHcmpoBaTh (1) nam HeT (0) HeaBTOpPU30BaHHbIX (Reject) aboHeHTOB
# 3HayeHume no ymondaHuio - 0 (He aHOHCUPOBATb)
#auth _announce reject=0

e nobasnieH HoBbIN Paanyc-atpubyt VasExperts-Route-Announce: 3Ha4vyeHune 0 - He
aHOHCMpPOBaTb agpec aboHeHTa, 3Ha4YeHme 1 - aHOHCUPOBaThb. JaHHbIN aTpubyT NepekpbiBaeT
(umeeT Bonee BbiCOKUA NpuopuTeT), 4em auth _announce reject.

WToro npm pewweHun BonNpoca, Hy>KHO I aHOHCMPOBaTb IP-agpec aboHeHTa MM HET, MPUMEHSETCA
cnenyoLwmnn anropuTMm:

e ecqin B oTBeTe Paguyca (Accept unm Reject) sBHo 3apaH aTtpmbyT VasExperts-Route-
Announce, aHoHC byneT nponssoanThca ana VasExperts-Route-Announce=1 n HE bypget
ona VasExperts-Route-Announce=0

e ecnn aTpubyTta VasExperts-Route-Announce B oTBeTe Pagunyca HeT:

o 1na Access-Accept (ycnelwwHasa asTopusaums) IP-agpec aboHeHTa aHOHCMpyeTCS
o 1na Access-Reject (HeycnewHasa aBTopu3aums) IP-agpec aHOHCUPYETCH TOJIbKO eC/n
fastdpi.conf-napameTtp auth_announce reject=1

3TOT aJIrOPUTM NPUMEHSAETCA Ha CTaAuN BbI30Ba (PYHKL MM aHOHCMPOBAHUS poyTepa;
6yneT nam HeT aHoHcMpoBaH IP-apnpec aboHeHTa M B KaKyl CTOPOHY, — 3TO
perynupyetcs fastdpi.conf-napameTpom poytepa router subs announce.

JaHHbIN anropnT™ Takxxe npumeHseTcs ons ARP-asTopusauun n GTP-aBTopusaunn, To eCTb A4
BCEX TUMOB aBTOpM3aunu, rae IP-agpec aboHeHTa n3BECTEH Ha MOMEHT Bbi30Ba aBTOPM3aLUn 1N He
MOXeT ObITb M3MEHeH.

Ona npoynx Bupos L2-asTopusauum (DHCP, PPP, — BCex, rae sBHO BbipgaeTca IP-agpec) atpubyT
VasExperts-Route-Announce He NpMHMMaeTCa B pacyeT, aHOHC MPOUCXOAMT MO (haKTy BblOaum
IP-anpeca aboHeHTy.


https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_settings#параметры_и_возможные_значения
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#настройка_bras_l3_в_fastdpi
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#настройка_bras_l3_в_fastdpi

KoHdpurypuposaHue Poyt-pemoHa (BIRD, FRR, etc.)

HacTtponku PoyT-nemoHa (BIRD, FRR, etc.) n CKAT posKHbl ObITb COrnacoBaHbl: POyT-4EMOH
[OoJKeH co3naBaTb kernel route table ¢ HoMepoMm, 3agaBaeMbiM NapaMeTpoOM

router kernel table.

MNoopep»xnBaeMble POYT-L4EMOHbI:

1. BIRD: opmnumansHas gokymeHTaums. Mogaepxueaetca BIRD Bepcuun 2 v Bbiwe. Bepcua 1 He
noaepxnsaeTcs.

2. FRRouting: opunumanbHas goKyMeHTaUuns

3. QUAGGA: opmumanbHasa 4OKYMeHTauns

4. Juniper CRPD: ohmumanbHas JOKyMeHTaums

obpaTuTecb K OOKYMEHTaLUUM KOHKPETHOro poyT-aemMoHa. B kKoHTekcTe VRF Lite

- B npumepe npuBefeH YaCTHbIA CiAyyYail, 3a AOMNONHUTENbHON WMHGOpMaunen
apxuTekType Linux, Ha koTopown paboTaeT CKAT, 6onble noaxoauT BIRD.

Mpumep HacTpouku BIRD

# YKa3zaTb AONOJIHUTE/bHbIE (DYHKLMM [J151 [POBEPKMU:

# Jlrobovi nybanyHbIi agpec
is public
net '~ [ 10.0.0.0/8+, 172.16.0.0/12+, 192.168.0.0/16+, 100.64.0.0/10+

return true;
return false;

# Jltobovi npuBaTHbIV aapec
is private
net ~ 10.0.0.0/8+, 172.16.0.0 +, 192.168.0.0 +, 100.64.0.0 +

return true;
return false;

# Llinto3 rno ymon4aHuo
filter default gw
net ~ [0.0.0.0
accept;
reject;

# Onucatb (nbTPbI:
# MapLupyTbl, KOTOPbIE HE 10J1YYEHbI N3 APYTUX MPOTOKOI0B MapLLpyTu3aumm (n npepukc He /32)
filter exclude external routes


https://bird.network.cz/?get_doc&f=bird.html&v=20
https://bird.network.cz/?get_doc&f=bird.html&v=20
http://docs.frrouting.org/en/latest/
http://docs.frrouting.org/en/latest/
https://www.quagga.net/
https://www.quagga.net/
https://www.juniper.net/documentation/product/en_US/crpd
https://www.juniper.net/documentation/product/en_US/crpd

source = RTS INHERIT net.len '= 32
accept;
reject;

# VICK/II0YNTb MapLLpyThl U3 APYTUX MPOTOKOJI0B MapLIpyTu3aumu, rnybanyHsie noacety,
rnpuBaTHble - He /32
filter exclude ext 1 ip

source = RTS_ INHERIT is public is private net.len
= 32
accept;
reject;

log "/var/log/bird.log" all;
router id 192.168.123.65;

debug protocols all;
# Onucatb TabanLbl
ipv4 table grt;

ipv4 table bird00;
ipv4 table bird01;

protocol device

protocol direct

disabled; # OTKJ/II0YEHO M0 YMOJT4aHUIO
ipv4; # MoaknveHne K Tabanue IPv4 1o ymonyYyaHuio
ipv6; # ... n kK Tabsmye IPv6 o yMoa4YaHUIO

# Onuncatb "npotokosbl" kernel
protocol kernel kernel grt

ipv4 # MoKoYNTb NPOTOKOA K Tabanuye IPv4 o kaHany
table grt;
import all; # VimriopT B TabauLy, no yMoJI4aHUIo - UMIOPTUPOBAThL BCE
export all; # JKCropT B MPOTOKOJI. 3Ha4YeHUe Mo yMOJIHaHWIO - 3KCIOPT
OTCYTCTBYET
scan 5;
learn; # V3yunTb npuweplune maplupyTbl u3 kernel - Tabanub
kernel table 99; # Kernel-Tabaunua 815 CUHXpOHM3aumm ¢ (o yMoJIHaHWIo:
OCHOBHas)

protocol kernel kernel bird00
ipv4 # [MoaKM0YUTb NPOTOKOA K Tabanuye IPv4 o kaHany
table bird00;



import all; # VImropT B TabauLy, Mo yMoJI4aHUIo - UMMIOPTUPOBAThL BCE
export all; # IKCMopT B MPOTOKOJI. 3HAYEHUE 10 YMOJIHaHUIO - IKCMOPT
OTCYTCTBYET

’

scan time 5;

learn; # V3yunTb npuweplune maplupyTel u3 kernel - Tabanub
kernel table 100; # Kernel-Tabnavuya 018 CUHXpOHU3aLUmMK € (10 yMOYaHMIO:
OCHOBHas)

protocol kernel kernel bird01

ipv4 # [MoKM0YNTb NPOTOKOA K Tabanuye IPv4 o kaHany
table bird01;
import all; # VimnopT B Tabsmyy, rno yMosa4aHuIo - UMNOPTUPOBaThL BCE
export all; # IKCNopT B MPOTOKOJI. 3HAYEHMNE M0 YMOJIHAHUIO - SKCIOPT
OTCyTCTBYET

.
’

scan time 20;

learn; # V3y4nTb npuweplumne MmapLpyTsl n3 kernel - Tabmuybl
kernel table 101; # Kernel-Tabauua Ana CUHXPOHM3aUMn € (M0 yMOJIHaHMIO:
OCHOBHas)

# [pyrovi sk3emnsap Ans IPv6, nporyckaLlwui napaMeTpbl Mo yMo4aHuo
protocol kernel
ipve { export all; };

protocol static
ipv4; # CHoBa kaHan IPv4 c napameTpamu rno yMoa4aHuo

# lpoTokoabl OSPF (KaXAbli MHCTAHC CO CBOEU Tabaunuen)
protocol ospf v2 ospf grt
tick 1;
rfcl583compat no;
stub router no;
ecmp yes limit 16;
ipv4
table grt;
import all;
export all;

area 0.0.0.0
networks
192.168.123.64/30;
interface "rib.102"
cost 1;
rx buffer large;



type broadcast;
authentication none;

.
’

protocol ospf v2 ospf bird0l
tick 1;
rfcl583compat no;
ecmp yes limit 16;

ipv4

table bird01;
import all;
export all;

#export filter exclude ext 1 1ip;

area 0.0.0.0
networks
192.168.123.68/30;
interface "rib.202"
cost 1;
rx buffer large;
type broadcast;
authentication none;

.
’

# OnucaTb "MpPoTOoKO/IbI" MapLUpyTU3aLnn, KOTOPbIE NpeaHa3HayvyeHsbl 415 "nepeimsaHms"
MapLpyToB Mexay Tabavyamu (C Ncrosib30BaHneM pusbTPOB)
protocol pipe grt bird00

table grt;

peer table bird00;

import all;

export filter default gw;

protocol pipe grt bird0l
table grt;
peer table bird01;
import all; # filter exclude ext 1 ip;
export all; #filter default gw;

Otnapka PoyTtepa

PoyTep CKATa B Lensax oT/laflku MOXET 3anucbiBaTb B pcap Tpaduk c BIRD:

# [hot] 3anuce pcap c TAP-uHTepghericoB poyTepa
# Note: 3anuceiBaTb MOXHO v yTuauTon tcpdump, ykasaB mmsi TAP-uHTepgelica.



Ho npobnema B Tom, 410 tcpdump He paboTaet ¢ uHTepgpevicamm B pexume DOWN,
TO ecTb tcpdump ' oM HEBO3MOXHO 3anncaTh TPpagpuK rnpu nepexone nHTepgerica
# n3 coctosaHns DOWN B coctosiHne UP.
# NImeHa TAP-uHTepgericos yepe3 ;' uan 'all' (3anuceiBaTb CO BCEX)
# [ins kaxgoro TAP-uHTepghevica co3aaeTcs OTAEJIbHbIV pcap - @an C UMEHEM
# tap <ums uHTepgerca> XxX.pcap B KaTaJior, 3a4aBaeMbivi napameTpom
ajb _udpi path (noymondanuro /var/dump/dpi)
#router tap pcap=all|cnucok TAP-uHTepgericoB Yepes ;'

#
#

# [hot] HanpaBneHne nakeToB A5 3anucn pcap ¢ TAP-uHTepgpencos
# 3HavyeHus:
# 1 - TAP -> BoBHe (naketbl 0T TAP-uHTEpPhelica)
# 2 - n3BHe -> TAP (naketbl Ha TAP-uHTepgeic)
# 0 nnamn 3 - BCe HaripaBJeHUS
#router tap pcap dir=0

# [hot] WHTepBasn potaumn TAP pcap, CekyHA

# 0 - bepeTcs u3 napametpa ajb _udpi ftimeout (ajb udpi ftimeout 3apaetcs B
MUHYTax)
#router tap pcap rotate=0

Tak)Xe MOXXHO BKJIIOYMTb 3anncb B pcap obMeHa aaHHbIMK ¢ aapoMm (rtnetlink):

# [hot] 3anuceiBaTb wim HET rtnetlink messages B pcap
# 0 - He 3anuncelBaThb
# 1 - 3anuceiBaTh
# lpegukc pcap-aviios = "rtnl"
#router rtnl pcap=0

Kpome TOro, ecnu BKJIl04EHa 3anucb MakeToB B pcap No Macke agpeca (ajb _save 1ip), To poyTep
OyneT 3anucbiBaTb B pcap TakXXe pe3ynbTUPYIOLWMIA NaKeT Nocsie MPMMEHEHNS MapLUpyTM3aumm. To
€CTb B pCap OKa)KyTCs fBe 3anvcu s OAHOro BXOAALLEro nakeTa: nepeas 3anucb — UCXOAHLIN
NaKeT, BTOpas — OTMNPaB/IEHHbIN NaKeT.

TpaccupoBka

# [hot] ®naru TpaccmpoBKu pas3/IM4yHbIX YacTeu poyTepa

# 0x0001 TPaH3uUT cocTosiHu FSM obpaboTku rtnetlink (ornoseLyeHus oT
BIRD)

# 0x0002 cobbiTnsi FSM obpabotynka rtnetlink (onoseweHns ot BIRD)

# 0x0004 Aamn gaHHeIx rtnetlink

# 0x0010 TpaccupoBka RIB (noctpoeHne route info base)

# 0x0020 TpaccupoBka TabsmLbl MapLUpy TU3aLnUmn

# 0x0040 Tpaccuposka FIB

# 0Ox0080 TpaccupoBka ARP-kelua

# 0x0100 TpaccupoBka TAP

# 0x0200 TpaccupoBka TAP pcap

# 0x0400 TpaccupoBka 0bbABAEHNI



#router trace=0

CLI-koMmaHAabI

CKAT nmeeT Habop CLI-komaHA No NPOCMOTPY TEKYLLEro COCTOAHUS poyTepa. MonHbIA CANCOK
KOMaHpg CM.

fdpi cli help router

. KomaHgbl gamna RIB u FIB BbIBOOAT 04eHb MHOIM0 AaHHbIX, TaK Kak 3TU CTPYKTYpbI
MOryT cofep)XaTb COTHU ThiCAY 3anucen B cnyyae BGP full view. Mo3Tomy npu Bbi3oBe
3TUX KOMaH[ COBETyeM rnepeHanpaBisTb BbIBOA B (hail.

Takxe He 3abblBanTe, 4TO NOCTPOEHMEM Tabnuubl MapwpyTusauum no BGP, OSPF n np. 3aHMMaeTcA
BIRD, y KOTOpOro ecTb CO6CTBEHHAs YTUANTA KOMaHAHON CTPOKM birdc n co6CTBEHHbIN

KOH(UIYPaLUNOHHbIA haln C pa3BUTON CUCTEMON KOMaHA No unbTpaunn, 3agaHuto static-
MapLUpyTOB U np.

KpoMme Toro, cTaHOapTHas yTuanTa Linux ip gaeT nofHbIM KOHTPOb Hag kernel route table. Mpu

NCrosb30BaHUN YyTUANTLI 1p He 3abbiBaniTe yKa3biBaTb NpaBuibHbIA netns (router netns) n Homep
Tabnuubl MapwpyTtrsauum (router kernel table).
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