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OnucaHue

FastRADIUS (MoHuTop cobbiTun RADIUS) npeaHa3HaveH ans co3naHns B DPI cBsizku IP-LOGIN B ceTax
C OuHaMmyeckon Bblgayen IP-agpecos Ha ocHoBaHuMu RADIUS Accounting (Mapping IP-LOGIN).
FastRADIUS nopnpepxusaeT B FastDPI cnenytowme KoMaHabI:

1. Moppepxka aboHEHTOB C 0ANHOYHBLIM IPv4 agpecom u IPv6 noaceThbio
CsasbiBaHue IP agpeca ¢ LOGIN:

fdpi ctrl load --bind --user user name:ip apgpec
YnaneHue cessku IP & login:

fdpi ctrl del --bind --login user name

2. Moppep>xka aboOHEHTOB C HECKONbKUMU [P - He aKTyanbHO
Ces3biBaHue IP agpeca nnu 6noka IP agpecos ¢ LOGIN:

fdpi ctrl load --bind multi --user user name:ip appec_unu_6n0k
YpnaneHue ogHoro 13 IP, ceBsi3aHHbIX ¢ LOGIN:

fdpi ctrl del --bind multi --ip ip appec

TakXxe B03M0XHO Ha3Ha4veHne CG-NAT (11 ycnyrun) no 3agaHHbIM napameTpam.

CxeMbl paboThl

PekomeHpyeMas cxema: lNMpuem tpadpuka RADIUS Accounting
Ha BblgeJNieHHbIN Linux-uHtepdenc He cBa3aHHbIN ¢ FastDPI

RADIUS Accounting nepepaetcs Ha FastRADIUS Ha cTaHZapTHbIN Linux-nHTepdenc, yka3aHHbIN B
KOH(MrypaunoHHoM anne (in_dev), nytem 3epkanuposaHus cyuiectseytowero RADIUS Tpaduka,
nmbo ¢ ncnonbzoBaHmem RADIUS proxy (Hanpumep FreeRADIUS). B naHHoM cny4vae FastRADIUS
TONIbKO MPMHUMAET 3epKafio U HMKaK He oTBeYaeT RADIUS cepsepy. PaboTa co cTaHAapTHbLIMM
NHTepgencamm Linux ocywectenseTca ¢ nomollbio Libpcap.
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MuHuMmanbHaa Hactpouka FastRADIUS

Hactponku HaxonaTca B hanne /etc/dpi/fdpi_radius.conf. [1na npyumeHeHns KoHdurypauum
HeobxoAMMO nepesanyCcTuTb CePBUC:

systemctl restart fastradius

in dev=eth0 — ums npocnywmeaemoro Linux-uHtepgenca

rad acct port=1813,1814,1815 — HoMep npoc/ayLUMBaeMOro nopta (1au CrMCcoK NopToB Yepes
3anaTyto) ¢ naketamm Radius Accounting

save pdu_proto=0 — coxpaHaTb B pcap opmaTe PDU ans aHann3a. 3agaetca 6UToBOM MacKom:

e 0x00 - HU4yero He nNucaTb

e 0x01 - 6uTble/He pa3obpaHHblie RADIUS nakeThl

e 0x02 - Bce RADIUS nakeTbl

e 0x04 - buTble/He pa3obpaHHblie DIAMETER nakeThl
e 0x08 - Bce DIAMETER

e 0x10 - 6uTbie TACACS+ nakeTbl

e 0x20 - Bce TACACS+ nakeTsl

rad check code pdu=2:4 — aHanunsunposaTb PDU c kogom 2 n 4

rad check acct status type=1:3 — aHanusunposaTb PDU co ctaTtycom 1 1 3

mem preset=1 — nHMUNANN3NPOBATL NAaMATb NPU CTapTe

fdpi servers=127.0.0.1:29000,123.45.67.85:29000 — cnucok DPI cepBepoB, Ha KOTOpble
0TNpPaBNAAaTb AaHHble, rae 29000 ynpaBnsowmim nopT N0 YMOJYaHNIO

HacTpoiika 06paboTKn NOTOKOB (PEKOMEHAYETCA MCMO0/b30BaTh NPUBELEHHbIE 3HAYEHUS):
num_threads=1

rx_bind core=0

services bind cores=0

engine bind cores=0

fifo bind cores=0

snaplen=2000

timeout alarm=5

dbg log mask=0x31



HacTpoika aknopTa RADIUS-cobbITUI Ha BHELWHUI KONIIEKTOP:

ipfix dev=eno8 - nma Linux-uHTepdenca, ¢ KoToporo naet otnpaska IPFIX. ®opmaTel wabroHa
BbIrpy3ku IPFIX n3 FastRADIUS

ipfix tcp collectors=172.32.0.239:1502 - agpec IPFIX konnekTopa

AnbTepHaTuBHan cxema: OTBop Tpacduka RADIUS Accounting
¢ DPDK-untepgeuncos FastDPI

Radius Accounting Heobxoanmo noaaTh B NOPThl ycTponcTea DPI BMecTe ¢ ceTeBbIM TPahUKOM.
Peann3oBaTb 3TO BO3MOXXHO Yepe3 3epKaJIMpoBaHMe NOpPTOB, K KOTOpbIM rnoakntoydeH RADIUS cepsep.
B naHHOM cniyvae FastRADIUS Tonbko npuHUMaeT 3epkano 1 HMKak He oTeevaeT RADIUS cepsepy.

Hactpouka TAP uHtepcencos

FastRADIUS mMoxeT 6bITb 3anyLLeH Ha TOM Xe cepsepe, 4To 1 FastDPl niv BblHECEH Ha BHELLHUN
cepsep. 1519 BbIAENEHNSA HYXKHOr0o Tpaduka NCnosib3yoTCcsa ABa BUPTYanbHbIX MHTepgenca TAPO un
TAP1. B KOHbUrypaumm Heobxoanmo ykasaTb NopT:

in dev=tapl

PasmewieHua Radius MOHMTOP Ha TOM Xe cepBepe. Ucnonb3yeTtcs Bridge:
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Pasmewienus Radius MOHMTOpP Ha BHeluHeM cepBepe. Mcnonb3lyetca Tunnel:
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e TAPO - ncnonbsyeTcs oss oTBeAeHNsa Tpauka

e TAP1 - cnywaeT Radius Monitor

e Mexnay TAPO n TAP1 co3paeTcs Bridge unu Tunnel gna nepefayun Tpaduka.
e Ha uHTepdence TAPO oTKAO4YaeTCs mac learning

M3 KOHCOK BLIMOJIHUTD cnepywuwine KoMaHabl:

ip tuntap add tap@ mode tap
ip tuntap add tapl mode tap

ip link dev tap0 up
ip link dev tapl up

ip link add br0 type bridge

ip link tapO master bro
bridge link dev tap0 learning off
ip link tapl master bro

ifconfig tap0 192.168.4.20 up
ifconfig tapl 192.168.4.21 up
ifconfig br0 up

BHUMAHWE: TAP nHTepdencbl HeobxoamMmo CTapToBaTb MOCJe Mepe3arpy3ku
cepsepal!

HacTtpounka otBepeHun Tpacduka us FastDPI B FastRADIUS

Mogkno4nTb Ha FastDPl ycnyry oTBefeHusa Tpaduka:

fdpi ctrl load profile --service 14 --profile.name radius --profile.json '{
"typedev" : "tap","dev" : "tap@","udp" : [ 1813,1814,1815 ] }' --
outformat=json



fdpi ctrl load --service 14 --profile.name radius --ip 10.16.252.11
fdpi ctrl load --service 14 --profile.name radius --ip 10.16.252.12

roe:

e 1813,1814,1815 - nopTbl, Ha KOTOpbIX NepepaeTca Radius Accounting
¢ 10.16.252.11,10.16.252.12 - IP appeca Radius cepsepos, ¢ koTopbix naeT Radius Accounting

AononHuTtenbHble HacTtpouku Radius Monitor

rad_auth_port=1645 - HomMmep NpocnyLWwWMBaeMoro nopTa (UK CNMCOK NOPTOB Yepes 3anATyIo) C
nakeTamm Radius Authentication

bind_multi=true - paspewnTs Heckonbko IP Ha ogHOM USER-NAME cmoTpu KoMmaHAy load --bind_multi,
npepynpexageHve: ecam nopsgok bind/unbind B pagnyc notoke He cobniogaeTcs nnm ecTb noTepu
nakeToB (HanpuMmep 3TO 3epKaso), TO BEPOATHbI apTedaKThbl

NMopnioyeHne NAT Ha ocHoBe CIDR

Co3paem Ha FastDPI umeHoBaHHble npoduan NAT:

fdpi ctrl load profile --service 11 --profile.name nat profile all --
profile.json '{ "nat ip pool" : "5.200.43.0/24,5.200.44/25",
“nat_tcp max sessions" : 2000, "nat udp max sessions" : 2000 }'

B KoHurypaumnoHHom canne FastRADIUS /etc/dpi/fdpi_radius.nat yka3biBaloTCa Anana3oHbl aApecos
N COOTBECTBYOLLNE UM MMeHa npogunen NAT

npumMep:

0.0.0.0/0 nat profile all
10.0.0.0/8 nat profile 1
10.1.1.0/24 nat profile 2

Koraa yka3aH 6onee cneunduyHbiin (KOHKPETHbIN) Npodunb NS agpeca, To BoibnpaeTcs oH

NMopnepxka IPv6

B KoHurypaumnoHHom panne /etc/dpi/fdpi_radius.conf yka3sbiBaoTC HaCTpoeYHble MapaMeTpbl

bind ipv6 address=0 (no ymonyaHuio - He CBA3bIBaTb afipec ¢ aboHeHTOM), 1 CBA3bIBaTb
(cBsi3bIBaHME aHanornyHo komaHae bind B fdpi ctrl). Appec 6epetca us atpubyTta paanyc
Framed-IPv6-Address(168)

bind ipv6 subnet=0 (no ymonyaHuio - He CBA3bIBaTL),64 (CBA3bIBATb TOJILKO A5 NoAcCeTen
/64), -1 cBa3bIBaTb ANs nobbix noaceten. MNoacetb bepetcs n3 atpmubyTa paanyc Delegated-
IPv6-Prefix(123)

ABOHeHT ngeHTudunumnpyeTca pagmyc atpubytom User-Name nnm Calling-Station-ID (B 3aBucumocTu
OT HacTpouku login_replace)
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B Tekylen peanusauuy nognepxmBatoTcsa ToNbKO IPv6 noacetn pUKCUPOBaHHOM
ONVHBI (N0 yMONYaHUto /64), MO3TOMY CBA3blBaHUE MOACETEN MeHbllen OJIUHbI
npueBeaeT K owmnbke.

NpeHTudmkauma abDOHEHTOB B MOOMJIbHBIX CETAX

login replace=1 - B 3TOM cnyyvae and naeHtugukauum aboHeHta ncnonb3yetca RADIUS aTpubyT
Calling-Station-ID (IMSI) BmecTo User-Name, ecnu oH npucytcteyeT B RADIUS.

ipfix extra gsm=1 — BKIOYUTb NOALEPXKKY OTNpaBky no IPFIX LonosHUTeNbHbIX aTpubyToB 13
Radius Accounting.

OdononHeHue nmeH aboHeHToB (LOGIN) npedpukcamm permoHoB

Ncnonb3yeTtcs korpna Radius moHuTOop 1 CKAT 06CyXKMBaIOT HECKOIbKO PErnMoHOB, a user-name
MOXXET B Pa3HbIX PermoHax nepecekaTbCs C APYrvMU permoHaMm, Takum obpasom nx MOXXHO
pa3BecTu Mo pasHbIM login

1. Bkntovaem HacTpomKy rad_prefix_info=1

2. B ann /etc/dpi/prefixes.info pobaButh

172.17.76.1 MSK-
172.17.76.2 MSK-
172.17.76.3 SPB-
172.17.76.4 SPB-
172.17.76.5 SPB-

roe:
nepsoe nose - 3To NAS-IP-Address n3 RADIUS nakeTa
BTOpOe none - kakon npedukc byaet gobasneH kK Login
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