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OnucaHue

FastRADIUS (MoHuTop cobbiTun RADIUS) npeaHa3HaveH ans co3naHns B DPI cBsizku IP-LOGIN B ceTax
C OuHaMmyeckon Bblgayen IP-agpecos Ha ocHoBaHuMu RADIUS Accounting (Mapping IP-LOGIN).
FastRADIUS nopnpepxusaeT B FastDPI cnenytowme KoMaHabI:

1. Mopnepxka aboHEHTOB C OAMHOYHbLIM IPv4 agpecom un IPv6 noaceTbio

CsasbiBaHue IP agpeca ¢ LOGIN:

fdpi ctrl load --bind --user user name:ip apgpec
YaoaneHue cessku IP e login:
fdpi ctrl del --bind --login user name

2. Mopnep)xka abOHEHTOB C HECKONbKUMY IP - He aKTyanbHO
CeasbiBaHue IP agpeca nnm 6noka IP agpecos ¢ LOGIN:

fdpi ctrl load --bind multi --user user name:ip agpec_unu_ 610K
YpnaneHue ogHoro u3 IP, cBa3aHHbIX ¢ LOGIN:
fdpi ctrl del --bind multi --ip ip appec

Tak ke B0O3MOXHO Ha3HaveHne CGNAT (11 ycnyru) no 3afaHHbIM napaMeTpam.

YcTaHOBKa Ha OoTAeNibHbIA cepBep unu VM
1. HeobxoAMMO HaCTPOUTbL CUHXPOHM3ALMIO TOYHOIO BPEMEHW Yepe3 cepBuc ntpd. Pann
KOHurypauwun ntpd: /etc/sysconfig/ntpd. Ons 3Toro YcTaHoBUTE CNy>XOY TOYHOrO BPEMEHM

yum install chrony -y
systemctl restart chronyd
timedatectl

o Mpun BBOAE KOMaHabl timedatectl, y napameTtpa System clock synchronized
LOMKHO BbITb 3HAYEHME yes

2. Moakno4ymTe peno3nTopuin vasexperts
rpm --import http://vasexperts.ru/centos/RPM-GPG-KEY-vasexperts.ru
rpm -Uvh
http://vasexperts.ru/centos/6/x86 64/vasexperts-repo-2-1.noarch.rpm

3. YcTaHoBuTe FastRADIUS

yum install fastradius
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4. lNpoBepbTe YTO CEpPBMUC 3anycKaeTca
service fastradius start
5. BkJlo4MTe aBTO3aMyCK CepBuca Npu cTapTe KOMMbloTepa

systemctl enable fastradius

CxeMbl paboThbl

PekoMeHayeMasn cxeMma: NMpuem Tpacduka RADIUS Accounting
Ha BblaeJNieHHbIX Linux-uHtepdenc He cBa3aHHbIN ¢ FastDPI

RADIUS Accounting nepepnaetcs Ha FastRADIUS Ha cTaHZapTHbIN Linux-nHTepdeinc, yka3aHHbIN B
KOH(MrypaunoHHoM ¢anne (in_dev), nytem 3epkanupoaHus cyuiecteytowero RADIUS Tpaduka,
nmbo ¢ ncnonsloBaHmem RADIUS proxy (Hanpumep freeRADIUS). B naHHOM cny4vae FastRADIUS
TONIbKO MNPUMHUMAET 3epKaNio U HMKaK He oTBeYaeT RADIUS cepsepy. PaboTa co cTaHAapTHbLIMM
NHTepdencamm Linux ocyLlecTBaseTCS C NoMoLLbIo libpcap.

ApMmuHuctpuposaHue FastRADIUS

OcHoBHOW npouecc Ha3biBaeTcs fdpi_radius - ycTaHOBNEH B CUCTEME Kak CepBUC 1 ynpaBaseTcs
CTaHOapTHbIMU N5 cepBMCa KOMaHAaMmu. MNepesanyck cepsBuca:

systemctl fastradius restart

HacTtpoinku FastRADIUS HaxoosaTca B KaTasore /etc/dpi:

fdpi radius.conf KOH(UIrypPaLNOHHbIN hann

prefixes.info HaCTPOWMKK pernoHoB (nNpedukcbl gnd lLogin aboHeHTOB), hann
OTCYTCTBYET €C/IN HE HY)XEH

MapaMeTpbl B HACTPoe4yHOM hanne bbiBaloT "ropadme” n "xonogHole":

lopsiyne NnapaMeTpbl MOXXHO MEHSATh B npouecce paboTbl "Ha neTy", T.e. 6e3 nepesanycka cepBuca.
XonoaHble MapaMeTpbl BCTYNSAT B CUJly TOJIbLKO NMOC/e nepesanycka cepauca.

O6HoBNEHME ropsaYMx HacTpoek 6e3 nepesanycka cepeuca:
systemctl fastradius reload
Jlorn FastRADIUS HaxonsaTca B KaTanore /var/log/dpi:

fdr alert.log nor nHMOpPMaLMOHHbIX CO0BLLEHNS 1 owmnbKax
fdr stat.log nor ctaTucTmnyeckom nHgopmaLmm



PoTauus noroB ocyLecTBASETCSA C MOMOLbIO CTaHAAPTHOro cpeacTsa logrotate, no ymonyaHuio noru
XpaHATCA B TedeHue cyTok. KoHdurypaunoHHblid dainn logrotate: /etc/logrotate.d/fdpi_radius

Mpn N3MEHEHNN aAMUHUCTPATOPOM CPOKOB XpaHeHMsa Heobxoanmo npocneanThb, YTobbl Ha Aucke
0CTaBaNOCb AOCTAaTOYHO MeCTa.

B 3aBucmMMocTm oT HacTpoek FastRADIUS MoxeT 3anncbiBaTb B KaTanor /var/dump/dpi cnegytouyto
NHGopMaLnio

spdu *.pcap - pcap dannbl C 3anucbio naoxux nan scex RADIUS nakeToBs
uip *.txt - TekcToBblE NI0rK C UH(DOPMaLMeN O BbiAeneHUun n ocsoboxageHnn IP agpecos

B 3TOM cnyyae HeobXxoAMMO CaMOCTOATENLHO NPEeAYCMOTPETb OYUCTKY A NPenoTBPaLLEHNS
nepenosiHeHNs aucka.

MuHumanbHaa Hactpouka FastRADIUS

Hactponku HaxonaTca B hanne /etc/dpi/fdpi_radius.conf. [1na npyumeHeHns KoHdurypauum
HeobxoauMo nepesanyCcTUTb CEPBUC:

systemctl restart fastradius

in dev=eth0O — nmsa npocnywmeaemoro Linux-nHtepgenca

rad acct port=1813,1814,1815 — HoMep NpoCayLUMBaEMOro nopta (1M CIMCOK NOPTOB Yepes
3anaTyto) ¢ naketamm Radius Accounting

save pdu _proto=0 — coxpaHaTb B pcap opmaTe PDU ans aHanusa. 3agaetca 6uToBon MacKom:

¢ 0x00 - HMYero He NucaTb

e 0x01 - 6uTble/He pa3obpaHHblie RADIUS nakeThl

e 0x02 - Bce RADIUS nakeThl

e 0x04 - 6uTble/He pa3obpaHHble DIAMETER nakeTbl
e 0x08 - Bce DIAMETER

e 0x10 - buTtblie TACACS+ nakeTbl

e 0x20 - Bce TACACS+ nakeTsl

rad check code pdu=2:4 — aHanusunposaTb PDU c kogom 2 1 4

rad check acct status type=1:3 — aHanusunposaTb PDU co ctaTtycom 1 1 3

mem _preset=1 — MHMUMANN3NPOBATL NaMATb NpK CTapTe

fdpi servers=127.0.0.1:29000,123.45.67.85:29000 — cnucok DPI cepBepoB, Ha KOTOpbIe
O0TNPaBAATb AaHHble, rae 29000 ynpaBnasoWwmin nopT No yMOA4aHUo

HacTpoinka 06paboTku MOTOKOB (peKOMeHAYeTCS UCNOJIb30BaTh NPUBELEHHbIE 3HAYEHUS):
num_threads=1

rx_bind core=0

services bind cores=0

engine bind cores=0

fifo bind cores=0

snaplen=2000

timeout alarm=5

dbg log mask=0x31



HacTpoika aknopTa RADIUS-cobbITUI Ha BHELWHUI KONIIEKTOP:

ipfix dev=eno8 - nma Linux-uHTepdenca, ¢ KoToporo naet otnpaska IPFIX. ®opmaTel wabroHa
BbIrpy3ku IPFIX n3 FastRADIUS

ipfix tcp collectors=172.32.0.239:1502 - agpec IPFIX konnekTopa

AnbTepHaTuBHan cxema: OTBop Tpacduka RADIUS Accounting
¢ DPDK-untepgeuncos FastDPI

Radius Accounting Heobxoanmo noaaTh B NOPThl ycTponcTea DPI BMecTe ¢ ceTeBbIM TPahUKOM.
Peann3oBaTb 3TO BO3MOXXHO Yepe3 3epKaJIMpoBaHMe NOpPTOB, K KOTOpbIM rnoakntoydeH RADIUS cepsep.
B naHHOM cniyvae FastRADIUS Tonbko npuHUMaeT 3epkano 1 HMKak He oTeevaeT RADIUS cepsepy.

Hactpouka TAP uHtepcencos

FastRADIUS mMoxeT 6bITb 3anyLLeH Ha TOM Xe cepsepe, 4To 1 FastDPl niv BblHECEH Ha BHELLHUN
cepsep. 1519 BbIAENEHNSA HYXKHOr0o Tpaduka NCnosib3yoTCcsa ABa BUPTYanbHbIX MHTepgenca TAPO un
TAP1. B KOHbUrypaumm Heobxoanmo ykasaTb NopT:

in dev=tapl
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Pa3smeweHusa Radius MoHuTOp Ha TOM Xe cepBepe. Ucnonb3yeTtcs Bridge.
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PasmeweHunsa Radius MOHUTOP Ha BHelwHeM cepBepe. Ucnonb3yeTtcs Tunnel.

e TAPO - ucnonb3syeTcs ons oTBefeHna Tpaguka

e TAP1 - cnywaeT Radius Monitor
e Mexay TAPO n TAP1 co3paetcs Bridge nnm Tunnel ona nepefayun Tpaguka.

e Ha nHtepdence TAPO oTko4aeTca mac learning

13 KOHCONN BbINOJIHUTL CNeAYyoLLME KOMAHbI:

ip
ip

ip
ip

ip

ip

tuntap add tap0 mode tap
tuntap add tapl mode tap

link set dev tap0® up
link set dev tapl up

link add br@ type bridge

link set tap@ master broO

bridge link set dev tap@ learning off
ip link set tapl master br@

ifconfig tap0O 192.168.4.20 up
ifconfig tapl 192.168.4.21 up

ifconfig br@ up

cepsepa!

BHUMAHWE: TAP uHTepdencel Heobxoanmo cTapToBaTb MOC/Ae nepesarpysku

Hactpouka otBepneHus Tpaduka us FastDPI B FastRADIUS

Moaokno4nTe Ha FastDPIl ycnyry otBeneHnsa Tpaguka:

fdpi_ctrl load profile --service 14 --profile.name radius
[ 1813,1814,1815 ] }' --

"typedev"

Iltapll ) Ildevll

Iltapoll ) Iludpll

--profile.json '{
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outformat=json
fdpi ctrl load --service 14 --profile.name radius --ip 10.16.252.11
fdpi ctrl load --service 14 --profile.name radius --ip 10.16.252.12

roe:

e 1813,1814,1815 - nopTbl, Ha KOTOpbIX NepepaeTca Radius Accounting
¢ 10.16.252.11,10.16.252.12 - IP agpeca Radius cepsepos, ¢ KoTopbix naet Radius Accounting

HDononHuutenbHble HacTpouku Radius Monitor

rad_auth_port=1645 - Homep npocnyLwmnBaeMoro nopta (UM CANCOK NOPTOB Yepes 3anATylo) C
nakeTamm Radius Authentication

bind_multi=true - paspewnTb Heckonbko IP Ha ogHoM USER-NAME cmoTpu KoMmaHAy load --bind_multi,
npenynpexaeHue: ecnm nopsaaok bind/unbind B pagnyc noToke He cobnoaaeTcs nam eCTb NOTEPU
NnakeToB (Hanpumep 3TO 3epKasio), TO BEPOATHbI apTedaKThbl

NMopnioyeHne NAT Ha ocHoBe CIDR

Co3paeM Ha FastDPI umeHoBaHHble npoduan NAT:

fdpi ctrl load profile --service 11 --profile.name nat profile all --
profile.json '{ "nat ip pool" : "5.200.43.0/24,5.200.44/25",
“nat_tcp max sessions" : 2000, "nat udp max sessions" : 2000 }'

B KoHurypaumnoHHom canne FastRADIUS /etc/dpi/fdpi_radius.nat yka3biBaloTCa Anana3oHbl afpecos
N COOTBECTBYOLWMNE UM MMeHa npogunen NAT

npumep:
0.0.0.0/0 nat profile all
10.0.0.0/8 nat profile 1
10.1.1.0/24 nat profile 2

Koraa yka3aH 6onee cneunduyHbin (KOHKPETHbIN) Npoduab NS agpeca, To BolbpaeTcs oH

NMoppepxka IPv6

B KoHurypaumnoHHom canne /etc/dpi/fdpi_radius.conf yka3biBaoTCH HaCcTpoeYHble NapaMeTpbl

bind ipv6 address=0 (noymonyaHuio - He CBA3bIBaTb afpec ¢ aboHeHTOM), 1 CBA3bIBaTh
(cBsi3biBaHMe aHanornyHo komaHae bind B fdpi ctrl). Agpec 6epetca ns atpubyTta paanyc
Framed-IPv6-Address(168)

bind ipv6 subnet=0 (no ymonyaHwuio - He CBA3bIBaTb),64 (CBA3bIBATL TONLKO A5 noaceTen
/64), -1 cBa3bIBaTb ANna nobeix noaceten. MNoacetb bepetcs n3 atpmbyTa paguyc Delegated-
IPv6-Prefix(123)

ABOHeHT ngeHTudNLMpyeTca paanyc atpnbytom User-Name mnnm Calling-Station-ID (B 3aBucumocTn
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OT HacTporku login_replace)

B Tekywen peanvsauny nogaepxuBatoTcsa ToabKo IPv6 noaceTn pmMKcMpoBaHHON
ANvHbl (MO yMon4YaHuio /64), NO3TOMY CBA3blBaHME MOACETEN MeHbLUeh AJINHbI
npveegeT K owwunbke.

Vlﬂ,eHTIMbMKaLIMFI aboHeHTOB B MODMJIbHBIX CeTAX

login replace=1 - B 3TOM cny4vae ans ngeHtudrkauum aboHeHta ucnonbsyetca RADIUS aTpubyT
Calling-Station-ID (IMSI) BmecTo User-Name, ecnu oH npucytcteyeT B RADIUS.

ipfix extra gsm=1 — BKIOYUTb NOALEPXKKY OTNpaBky rno IPFIX fonosHUTeNbHbIX aTpubyTOB 13
Radius Accounting.

HdononHeHue nmeH aboHeHToB (LOGIN) npecukcamm permoHos

WNcnonb3yeTtca korda Radius MoHuTOp 1 CKAT 06CnyXnBalOT HECKONIbKO PErMoHOB, a user-name
MOXKET B pa3HbIX pernoHax nepecekatbCcs C ApyruMu permoHamm, Takum obpasomM nx MoXxHo
pa3BecTu no pasHbiM login

1. BkntovaeM HacTporKy rad_prefix_info=1

2. B hann /etc/dpi/prefixes.info nobaBntb

172.17.76.1 MSK-
172.17.76.2 MSK-
172.17.76.3 SPB-
172.17.76.4 SPB-
172.17.76.5 SPB-

roe:
nepsoe none - 3to NAS-IP-Address n3 RADIUS nakeTa
BTOpOe nose - kakon npecukc bynet gobasneH Kk Login
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