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OnucaHue

FastRADIUS (MoHuTOop cobbiTun RADIUS) npeaHa3HaveH ans co3gaHmsa B DPI cesizku IP-login B ceTax
C OuHaMnyeckon Bblgaden IP-agpecos Ha ocHoBaHuu RADIUS Accounting.

FastRADIUS BbinonHseT B FastDPI cnenytowme KoMaHabl:

1. Mopnepxka aboHEHTOB C OAMHOYHbLIM IPv4 agpecom un IPv6 noaceTbio

CsasbiBaHue IP agpeca ¢ LOGIN:

fdpi ctrl load --bind --user user name:ip apgpec
YaoaneHue cessku IP e login:
fdpi ctrl del --bind --login user name

2. Mopnep)xka abOHEHTOB C HECKONbKUMY IP - He aKTyanbHO
CeasbiBaHue IP agpeca nnm 6noka IP agpecos ¢ LOGIN:

fdpi ctrl load --bind multi --user user name:ip_ appec_wnu_6n0k
YnaneHue ogHoro u3 IP, cBA3aHHbIX ¢ LOGIN:
fdpi ctrl del --bind multi --ip ip appec

Tak ke B0O3MOXHO Ha3HaveHne CGNAT (11 ycnyru) no 3afaHHbIM napaMeTpam.

MuHuManbHble TpeboBaHMAa K 000pypoOBaHMIO

FastRADIUS moxeT 6bITb yCTaHoBJIeH Ha cepBep CKAT unum Ha BblaeneHHbIn cepeep uam VM.

Mpoueccop (CPU) — 2 aapa

OnepaTuBHas namaTtb (RAM) — oT 1 I'b

SSD —50Thb

OnepaumnoHHasa cuctema — VEOS

CeTteBas nnata (NIC) — 2 nopTa, Ana ynpasneHmsa no SSH (+ otnpaska IPFIX onunoHanbHO) 1
ans npuema RADIUS Tpadguka

vk wNh =

YcTaHOBKa U OOHOBJNIeHue

KoMMOHeHT nocTasnsfeTcsa B CTaHAapTHOM nakeTe MO CKAT. MNpu ncnonb30BaHUM Ha TOM Xe
cepsepe 4To 1 CKAT gonosHUTENbHaN yCTaHOBKa He TpebyeTcs.

NanbHellwee 06HOBNEHWE OCYLLECTBNAETCS CTaHAAPTHLIM 0bpa3om:


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:dpi_dynamicip
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:dpi_dynamicip
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:dpi_dynamicip
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:dpi_dynamicip
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:dpi_dynamicip
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:dpi_ipmulti
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:dpi_ipmulti
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:dpi_ipmulti
https://wiki.vasexperts.ru/doku.php?id=veos:installation

yum update fastradius

YcTaHOBKa Ha oTAesibHbIK cepBep unu VM
1. Heobxoanmo HaCTpPOUTb CUHXPOHMU3ALMIO TOYHOIO BpeMeHm Yyepes cepsuc ntpd. ®ainn
KOHurypauun ntpd: /etc/sysconfig/ntpd. Ons 3Toro YcTaHoBUTE CNy>XOY TOYHOrO BPEMEHM

yum install chrony -y
systemctl restart chronyd
timedatectl

o Mpw BBOAE KOMaHAbl timedatectl, y napameTpa System clock synchronized
LOJDKHO ObITb 3Ha4YeHue yes

2. MopknoymTe peno3nTopun vasexperts
rpm --import http://vasexperts.ru/centos/RPM-GPG-KEY-vasexperts.ru
rpm -Uvh
http://vasexperts.ru/centos/6/x86 64/vasexperts-repo-2-1.noarch.rpm
3. YctaHosuTe FastRADIUS
yum install fastradius
4. lNpoBepbTe YTO CEPBMUC 3anyCcKaeTca
service fastradius start

5. BkatoumTe aBTO3anyck CepBMUCa Npu CTapTe KOMMbOTEPa

systemctl enable fastradius

CxeMbl padoThI

PekoMeHayeMasn cxeMma: Npuem Tpacduka RADIUS Accounting
Ha BbigeNieHHbIN Linux-uHtepdenc He cBasaHHbIU ¢ FastDPI

RADIUS Accounting nepepaetcs Ha FastRADIUS Ha cTaHZapTHbIN Linux-nHTepdeinc, yka3aHHbIN B
KOH(MrypaunoHHoM ¢anne (in_dev), nytem 3epkanuposaHus cyuiectsytowtero RADIUS Tpaduka,
nmbo ¢ ncnonbloBaHmem RADIUS proxy (Hanpumep freeRADIUS). B naHHOM cny4vae FastRADIUS
TONIbKO MPMHUMAET 3epKaNo U HMKaK He oTBeYaeT RADIUS cepsepy. PaboTa co cTaHAapTHbIMM
NHTepdencamn Linux ocyLlecTBaseTCs C nomMoLLbio libpcap.



ApnMmuHuctpuposaHue FastRADIUS

OcHoBHoOM npoLecc Ha3biBaeTcs fdpi_radius - ycTaHOBNEH B CUCTEME Kak CepBUC 1 ynpaBaseTcs
CTaHOApPTHbIMU N5 CepBMCa KOMaHAaMmu. Mepesanyck cepBuca:

systemctl fastradius restart
HacTtponku FastRADIUS HaxogaTca B KaTanore /etc/dpi:

fdpi radius.conf KOH(UIYPaLNOHHbIN hann
prefixes.info HaCTPOWMKN pernoHoB (Npedumkcel gnd Login aboHeHTOB), hann
OTCYTCTBYET €C/IN HE HY)XEH

MapameTpbl B HACTPOEYHOM (harne bbiBaloT "ropsayne” n "xonogHble":
lopsAYme napaMeTpbl MOXXHO MEHSATH B Npouecce paboTbl "Ha nety", T.e. 63 nepesanycka cepsuca.
Xono4Hble NapamMeTpbl BCTYNAT B CUJY TOJIbKO MOC/e nepesanycka Cepsuca.

O6HoBNEeHMe ropaYnx HacTpoek be3 nepesanycka cepeuca:
systemctl fastradius reload
JNlorn FastRADIUS HaxonaTcs B KaTanore /var/log/dpi:

fdr_alert.log nor nHpOpMaLMOHHbBIX COOBLLEHNA 1 OLIMBKaX
fdr_stat.log nor cTatucTnyeckom MHGopMaLmm

PoTaumsa NOroB 0CyLLECTBNISAETCA C MOMOLLbIO CTaHAAPTHOro cpefcTBa logrotate, No ymonyaHuio noru
XpaHATCA B TeveHue cyTok. KoHdurypaunoHHbii dain logrotate: /etc/logrotate.d/fdpi_radius

Mpn M3MEHeHNN aAMUHUCTPATOPOM CPOKOB XpaHeHMs HeobxoanMMo nNpocneanThb, YTobbl Ha Aucke
0CTaBanoCb AOCTAaTOYHO MecCTa.

3a paboTon npouecca cneguT cUCTEMHbIN watchdog, KOTopbIn Nepe3anycTuUT ero B C/ly4ae nageHus.
KoHdurypaumoHHbi hann watchdog: /etc/watchdog.d/wd_radius.sh

B 3aBmcMMoCTM 0T HacTpoek FastRADIUS MoXeT 3anncbiBaTh B KaTasor /var/dump/dpi cnepytowyto
NHMOPMaLLNIO

spdu_*.pcap - pcap ®anabl C 3anucolo nioxmx unm scex RADIUS nakeTos
uip_ *.txt - TekcToBble JIOrK C UHGOPMaLmnen o BolaeneHnn n oceoboxxaeHun IP agpecos

B 3TOM c/iy4yae HeobXxoaMMO CaMOCTOATE/IbHO NPeAyCMOTPETb OYUCTKY 3TOW MH(OPMALMKN ANS
NpeaoTBPaLLeHNs NepenosiHeHNs aucKa.

MuhuMmanbHasa Hactpouka FastRADIUS

HacTponku HaxonaTca B hanne /etc/dpi/fdpi_radius.conf. [1na npyumeHeHns KoHurypauum
HeobxoauMo nepe3anyCcTuTb CEPBUC:



systemctl restart fastradius

in _dev=eth0 — ums npocnywmeaemoro Linux-uHtepcenca

rad acct port=1813,1814,1815 — HoMep NpoC/yLUMBAEMOro nopTta (1au CIMCcoK NopToB Yepes
3anAaTyto) ¢ nakeTamm Radius Accounting

save pdu proto=0 — coxpaHATb B pcap ¢opmaTe PDU ons aHanm3a. 3agaetcs 6UTOBON MaCKOW:

¢ 0x00 - HMYyero He NucaTb

e 0x01 - 6uTble/He pa3obpaHHble RADIUS nakeThl

¢ 0x02 - Bce RADIUS nakeThl

e 0x04 - 6uTble/He pa3obpaHHble DIAMETER nakeThbl
¢ 0x08 - Bce DIAMETER

e 0x10 - 6utblie TACACS+ nakeTbl

e 0x20 - Bce TACACS+ nakeThl

rad check code pdu=2:4 — aHanu3uposaTb PDU c kogom 2 n 4

rad check acct status type=1:3 — aHanu3suposaTtb PDU co ctatycom 1 1 3

mem preset=1 — MHMLMANN3NPOBATL NaMATb NpU CTapTe

fdpi servers=127.0.0.1:29000,123.45.67.85:29000 — cnncok DPI cepeepos, Ha KOTopble
0TNpaBAAaTb AaHHble, rae 29000 ynpaBnsowmim nopT No YMOJHaHNIO

HacTpoika 06paboTkn NOTOKOB (PEKOMEHAYETCA UCMONb30BaTh NPMUBEAEHHbIE 3HAYEHMSA):
num threads=1

rx_bind core=0

services bind cores=0

engine bind cores=0

fifo bind cores=0

snaplen=2000

timeout alarm=5

dbg log mask=0x31

HacTpowka sknopTa RADIUS-cobbITUIN Ha BHELLHUI KONIIEKTOP:

ipfix dev=eno8 - nmsa Linux-uHTepgenca, ¢ KoToporo naet otnpaska IPFIX. ®opmaTel wabnoHa
BbIrpy3ku IPFIX n3 FastRADIUS

ipfix_tcp collectors=172.32.0.239:1502 - agpec IPFIX konnekTopa

AnbTepHaTuBHana cxeMma: OTBopg Tpacpuka RADIUS Accounting
¢ DPDK-untepc¢euncos FastDPI

Radius Accounting Heobxogumo nofaTb B NOPThl yCTponcTBa DPI BMecTe € ceTeBbIM TpauKoMm.
PeannsoBaTb 3T0 BO3MOXHO Yepes3 3epKasmpoBaHmne NnopTos, K KOTopbiM noaknoveH RADIUS cepsep.
B naHHom cnyvae FastRADIUS TonbKO NpuHUMaET 3epKaso U HUKaK He oTBe4vaeT RADIUS cepsepy.

Hactpouka TAP uHtepgencos

FastRADIUS moxeT 6biTb 3anyLleH Ha TOM Xe cepBepe, 4To 1 FastDPI nnmn BbIHECEH Ha BHELLHWI
cepsep. 114 BblAENIEHUS HYXXHOr0 TpadmKa NCMOob3YTCA ABa BUPTYasbHbIX UHTepdenca TAPO 1
TAP1. B KOH(hurypaumum HeobxoAnMo ykasaTb NOpT:
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PasmeweHunsa Radius MOHUTOP Ha BHellHeM cepBepe. cnonb3yeTtcs Tunnel.

e TAPO - ncnonb3yercs Ans oTeefeHns Tpaduka

e TAP1 - cnywaeT Radius Monitor

e Mexay TAPO n TAP1 co3paeTcs Bridge nnm Tunnel ona nepefayun Tpaguka.
e Ha nHtepdence TAPO oTknovaeTca mac learning

M3 KOHCOMK BbINONHUTL Clliegylolme KOMaHabl:

ip tuntap add tap0 mode tap
ip tuntap add tapl mode tap

ip link set dev tap@ up
ip link set dev tapl up


https://wiki.vasexperts.ru/lib/exe/detail.php?id=dpi%3Adpi_components%3Aradius%3Aradius_requirements&media=dpi:dpi_components:radius:radius_config:radius_monitor_dpdk.png
https://wiki.vasexperts.ru/lib/exe/detail.php?id=dpi%3Adpi_components%3Aradius%3Aradius_requirements&media=dpi:dpi_components:radius:radius_config:radius_monitor_dpdk_tunnel.png

ip link add br@ type bridge

ip link set tap@ master br0
bridge link set dev tap@ learning off
ip link set tapl master br0

ifconfig tap0 192.168.4.20 up
ifconfig tapl 192.168.4.21 up
ifconfig br@ up

BHUMAHWE: TAP unHTepdencbl Heobxoammo CTapToBaTb MOCJe MNepe3arpy3ku
cepsepal!

HacTtpounka otBepeHun Tpacduka us FastDPI B FastRADIUS

Moakno4nTb Ha FastDPI ycnyry oTBefeHusa Tpaduka:

fdpi ctrl load profile --service 14 --profile.name radius --profile.json '{
"typedev" : "tap","dev" : "tap@","udp" : [ 1813,1814,1815 ] }' --
outformat=json

fdpi ctrl load --service 14 --profile.name radius --ip 10.16.252.11

fdpi ctrl load --service 14 --profile.name radius --ip 10.16.252.12

roe:

e 1813,1814,1815 - nopTbl, Ha KOTOpbIX Nepepaetcs Radius Accounting
* 10.16.252.11,10.16.252.12 - IP appeca Radius cepBepos, ¢ koTopbix naet Radius Accounting

HDononHutenbHble HacTpouku Radius Monitor

rad_auth_port=1645 - Homep npocnyLwmnBaeMoro nopta (UM CNNCOK NOPTOB Yepes 3anATylo) C
naketamum Radius Authentication

bind_multi=true - pa3pewnTb HeckonbKko IP Ha ogHom USER-NAME cmoTpu komaHay load --bind_multi,
npepynpexageHve: ecam nopsagok bind/unbind B pagnyc notoke He cobnofaeTcs nam ecTb noTepu
NnakeToB (HanpuMep 3TO 3epKasio), TO BEPOATHbI apTedaKThbl

NMopnioyeHune NAT Ha ocHoBe CIDR

Co3paem Ha FastDPl umeHoBaHHble npogunm NAT:
fdpi ctrl load profile --service 11 --profile.name nat profile all --
profile.json '{ "nat ip pool" : "5.200.43.0/24,5.200.44/25",

"nat tcp max sessions" : 2000, "nat udp max sessions" : 2000 }'

B KoHurypaumnoHHom anne FastRADIUS /etc/dpi/fdpi_radius.nat yka3biBatoTCa Auana3oHbl aapecos
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1 COOTBECTBYIOLLME UM UMeHa npodunen NAT

npumMep:
0.0.0.0/0 nat profile all
10.0.0.0/8 nat profile 1
10.1.1.0/24 nat profile 2

Korfza yka3aH 6onee cneunduyHbiin (KOHKPETHbIN) Npoduab Ans aapeca, To BbibpaeTcs oH

NMoppepxka IPv6

B KoHurypaumnoHHom canne /etc/dpi/fdpi_radius.conf yka3biBaloTC HaCTpOeYHble MapaMeTpbl

bind ipv6 address=0 (no ymonyaHuto - He CBA3bIBaTb aApec ¢ aboHeHTOM), 1 CBA3bIBaTb
(cBsi3bIBaHME aHanornyHo komaHge bind B fdpi ctrl). Appec 6epetcs u3 atpubyTa pagumyc
Framed-IPv6-Address(168)

bind ipv6 subnet=0 (no ymonyaHuio - He CBA3bIBaTh),64 (CBA3bIBATL TOJILKO AJ1A MOACETEN
/64), -1 cBA3bIBaTb An5 nobbix noaceTten. NMoaceTs 6bepetca us atpmnbyTta paguyc Delegated-
IPv6-Prefix(123)

ABOHEHT ngeHTndnunpyetcs pagmyc atpubytom User-Name nnm Calling-Station-ID (B 3aBucMMocTu
OT HacTpourKkK login_replace)

B Tekywen peanmsaunm nogaepXxXmBatoTcsa Tonabko IPv6 noaceTn ukcMpoBaHHOMN
ONNHBL (N0 yMOAYaHuioo /64), N0O3TOMY CBA3biBaHWE NoACEeTEeN MeHblen ANUNHbI
npueBegeT K owunbke.

NpeHTudukauua aboHEeHTOB B MODOMIIbHBIX CceTAX

login replace=1 - B 3TOM Ciy4vae ons nageHtTugurkaumm aboHeHTa ucnonbsyetcs RADIUS aTpubyT
Calling-Station-ID (IMSI) BmecTo User-Name, ecnu oH npucytcTteyeT B RADIUS.

ipfix extra gsm=1 — BKOYUTb NOALEPXKKY OTNpaBky Mo IPFIX fononHUTeNbHbIX aTpubyTOB 13

Radius Accounting.

OdononHeHue nmeH aboHeHToB (LOGIN) npecukcamm permoHos

Ncnonb3yeTtcs korga Radius MoHuTOp 1 CKAT 06CnyXMBalOT HECKONILKO PErMOHOB, @ User-name
MOXKET B pa3HbIX pernoHax nepecekatbCcs C ApYruMu permoHamm, Takum obpasom nx MoOXHO
pa3BecTu Mo pasHbiM login

1. BkniloyaeM HacTpomnky rad_prefix_info=1

2. B hann /etc/dpi/prefixes.info nobaBntb
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172.17.76.1 MSK-
172.17.76.2 MSK-
172.17.76.3 SPB-
172.17.76.4 SPB-
172.17.76.5 SPB-

roe:
nepsoe none - 310 NAS-IP-Address n3 RADIUS nakeTa
BTOpOE MnoJie - Kakon npedmkc bynet nobasneH k Login
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