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OnucaHue M HaCTpPOMUKa

FastRADIUS (MoHuTop cobbiTun RADIUS) npeaHa3HaveH ans co3naHns B DPI cBsizku IP-LOGIN B ceTax
C OuHaMmyeckon Bblgayen IP-agpecos Ha ocHoBaHuMu RADIUS Accounting (Mapping IP-LOGIN).
FastRADIUS nopnpepxusaeT B FastDPI cnenytowme KoMaHabI:

1. Moppepxka aboHEHTOB C 0ANHOYHBLIM IPv4 agpecom u IPv6 noaceThbio
Ces3sbiBaHue IP-agpeca ¢ LOGIN npu nony4yeHun Accounting Start:

fdpi ctrl load --bind --user user name:ip apgpec
YnaneHue ceszku IP e login npn nonyyeHum Accounting Stop:

fdpi ctrl del --bind --login user name

2. Noppep>xka abOHEHTOB C HECKONbKMMU |P
Ces3biBaHue IP-anpeca nam 6noka IP-agpecos ¢ LOGIN npu nonyyveHun Accounting Start:

fdpi ctrl load --bind multi --user user name:ip appec_unu_6n0k

YananeHue ogHoro u3 IP, cef3aHHbIX ¢ LOGIN npu nonyyveHnn Accounting Stop:

fdpi ctrl del --bind multi --ip ip appec

TakXxe B03M0XHO Ha3Ha4veHne CG-NAT (11 ycnyrun) no 3agaHHbIM napameTpam.

CxeMbl paboThl

PekomeHpyeMas cxema: lNMpuem tpadpuka RADIUS Accounting
Ha BblgeJNieHHbIN Linux-uHtepdenc He cBa3aHHbIN ¢ FastDPI

RADIUS Accounting nepepaetcs Ha FastRADIUS Ha cTaHZapTHbIN Linux-nHTepdenc, yka3aHHbIN B
KOH(MrypaunoHHoM anne (in_dev), nytem 3epkanuposaHus cyuiectseytowero RADIUS Tpaduka,
nmbo ¢ ncnonbzoBaHmem RADIUS proxy (Hanpumep FreeRADIUS). B naHHoM cny4vae FastRADIUS
TONIbKO MPMHUMAET TpaduK 1 HUKAK He oTBeYaeT RADIUS cepsepy. PaboTa co cTaHAapTHbLIMM
nHTepdencamm Linux ocywectenseTtcs ¢ nomouwbto Libpcap. MNoaonepxneaetca npuem n obpaboTka
RADIUS Tpaguka B BUAe unicast-notoka, KOTopbl oTrnpaBnseT komMmyTaTop no ERSPAN.
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MuHuMmanbHaa Hactpouka FastRADIUS

Hactponku HaxonaTca B hanne /etc/dpi/fdpi radius.conf.

Ins npuMeHeHUs KoHUrypaumm HeobxoanmMo nepesanycTuTb CEPBUC:

systemctl restart fastradius

e in dev=ethO — nma npocnywmsaemoro Linux-nHTepdenca
e rad acct port=1813,1814,1815 — HoMep npocayLInBaeMoro nopta (UM CNNCoK NOpTOB
yepes 3anaTyto) ¢ nakeTamm Radius Accounting
e save pdu proto=0 — coxpaHaTb B pcap dopmaTe PDU onsa aHanusa. 3afaetcs butosoi
MaCKOoW:
o @X00 — HMYero He nNucaTb
o Ox01 — buTble/He pa3obpaHHble RADIUS nakeTbl
o @x02 — Bce RADIUS nakeTsl
o Ox04 — buTble/He pa3obpaHHbie DIAMETER nakeTbl
o Ox08 — Bce DIAMETER
o 0x10 — 6uTble TACACS+ nakeThl
o Ox20 — Bce TACACS+ nakeThl
e rad check code pdu=2:4 — aHanu3suposaTb PDU c kofoM (2) Request n (4) Accept
e rad check acct status type=1:3 — aHanu3uposaTtb PDU co cTaTycom (1) Start, (2) Stop,
(3) Interim-Update. BHe 3aBUCMMOCTU OT YCTAHOBJIEHHbIX MNAapaMeTPOB NakeTbl C TUMOM 2
(accounting stop) Bcerpna obpabaTbiBaloTCA. B cnyyae ecnm HY»XXHO OTKOUUTL 06paboTky
accounting stop nakeToB (He ByaeT BbINONHATLCA KOMaHAa del — yganeHune cBa3ok IP-login B
DPI), To Hy>XXHO ncnonb3oBaTb NapameTp radius acct status check type=1,3. B Hem
MOXXHO 3aflaTb Kak nepeyncsieHne HOMepoB TUMOB Yepes 3anaTylo, Tak U AMana3oHbl Yepes
neguc. MNpumep: radius acct status check type=1,3-5.B gaHHom cnyyae byayT
obpabaTbiBaTb radius accounting nakeTsl co cTaTtycom 1, 3,4 n 5.
rad_check acct_status_type umeet 6onee Hu3kuit npuoputer 06paboTkm yem
radius_acct_status_check type.
e mem preset=1 — nHMLMANU3NPOBATbL NAMATb MNpK CTapTe
e fdpi servers=127.0.0.1:29000,123.45.67.85:29000 — cnucok DPI cepsepos, Ha
KOTOpble 0TAPaBAATb AaHHble, rae 29000 ynpasnasowmin NopT No yMOAYaHNIO



HacTtpouka obpaboTkmu noTtokos

L ‘) PeKOMEH,D,yETCFI NCnoJib30BaTb NpmBeAeHHbIE 3Ha4YeHNA

e num_threads=1

e rx _bind core=0

e services bind cores=0
e engine bind cores=0

e fifo bind cores=0

e snaplen=2000

e timeout alarm=5

dbg log mask=0x31

HacTtpouka saknopta RADIUS-coObITUM HA BHELLHUN KOJIEKTOP

e ipfix dev=eno8 — ums Linux-uHTepenca, c KoToporo nget otnpaska IPFIX. dopmaThl
wabnoHa BbIrpy3ku IPFIX n3 FastRADIUS
e ipfix tcp collectors=172.32.0.239:1502 — agpec IPFIX konnekTopa

AnbTepHaTuBHan cxema: OTBop Tpacduka RADIUS Accounting
¢ DPDK-untep¢euncos FastDPI

RADIUS Accounting Heobxoanmo nofaTh B NOpThl ycTponcTea DPI BMecTe € ceTeBbIM TpadUKOM.
Peann3oBaTb 3TO BO3MOXHO Yepe3 3epKajnmpoBaHme NopTos, K KoTopbiM noakatydeH RADIUS cepsep.
B naHHom cnyvae FastRADIUS TonbKO NpuHUMaET 3epKaso U HUKaK He oTBe4vaeT RADIUS cepsepy.

HacTtpouka TAP untepcgencos

FastRADIUS moxxeT 6biThb 3anyLLeH Ha TOM e cepBepe, 4To 1 FastDPl nan BblHECEH Ha BHELLHUNA
cepsep. 1519 BblAENEHNSA HY>XXHOI0 Tpaghnka NCNOoNb3YTCA ABa BUPTYasbHbIX MHTepdgenca TAPO
TAP1.

B KoHurypauum Heobxogmmo ykasaTb NOPT:
in dev=tapl

PasmewieHue Radius MOHUTOP Ha TOM Xe cepBepe. Ucnonb3lyeTcsa Bridge:
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PasmeweHune Radius MOHMTOpP Ha BHewlHeM cepBepe. Ucnonb3lyetcs Tunnel:

i HOF - — — — — = — — — — — - Bnd _ _ _ _ _ _ UDR
Radius Monitor PrLogin > e
TAP1
A
\
\
s FastDP
Tunnel
T~ - TAPO Radius
Accounting
int O
Server1/VM Server 2 / VM DPDK

e TAPO — ncrnonb3yeTca 419 oTBeAeHUs Tpadurka

e TAP1 — cnywaeT Radius Monitor

e Mexay TAPO n TAP1 co3paeTcs Bridge nnmn Tunnel gna nepefayun Tpaguka.
e Ha nHtepdence TAPO oTkno4aeTca mac learning

M3 KOHCOMK BbINONHUTL Cllefylolme KOMaHabl:

ip tuntap add tap0O mode tap
ip tuntap add tapl mode tap

ip link dev tap0® up
ip link dev tapl up

int1
DPDK



ip link add br0 type bridge

ip link tapO master bro
bridge link dev tap0 learning off
ip link tapl master bro

ifconfig tap0 192.168.4.20 up
ifconfig tapl 192.168.4.21 up
ifconfig br0 up

BHUMAHWE: TAP unHTepdencbl Heobxoammo CTapToBaTb MOCJe MNepe3arpy3ku
cepsepal!

HacTtpounka otBepeHun Tpacduka us FastDPI B FastRADIUS

Moakno4nTb Ha FastDPI ycnyry oTBefeHusa Tpaduka:

fdpi ctrl load profile --service --profile.name radius --profile.json '{
"typedev" : "tap",'"dev" : "tap0","udp" : [ 1813,1814,1815 ] }' --
outformat=json

fdpi ctrl load --service --profile.name radius --ip 10.16.252.11

fdpi ctrl load --service --profile.name radius --ip 10.16.252.12

roe:

e 1813,1814,1815 — nopTbl, Ha KoTopbIX NepenaeTcs RADIUS Accounting
¢ 10.16.252.11,10.16.252.12 — IP-agpeca RADIUS cepBepos, ¢ koTopblx naet RADIUS
Accounting

AononHutenbHblie HacTtpouku Radius Monitor

e rad_auth port=1645 — HoMep NpocnyLBaeMoro nopTa (Mam CAMCOK NOPTOB Yepes
3anaTyto) ¢ naketamm RADIUS Authentication

e bind multi=true — pa3pewmnTb HeCKoNbKO IP Ha ogHoM USER-NAME cmoTpu komaHay load
--bind multi

Ecnn nopsapok bind/unbind B RADIUS-noToke He cobnogaeTca uam eCcTb notepu
NnakeToB (HanpuMep, ecsiv 3TO 3epKasio), TO BEPOSATHbI apTedaKkThl.

NMopnioyeHune NAT Ha ocHoBe CIDR

Co3paHue Ha FastDPI nmeHoBaHHbIX npodunen NAT:
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fdpi ctrl load profile --service --profile.name nat profile all --
profile.json '{ "nat ip pool" : "5.200.43.0/24,5.200.44/25",
"nat tcp max sessions" : 2000, "nat udp max sessions" : 2000 }'

B KoHurypaumnoHHom ansie FastRADIUS /etc/dpi/fdpi radius.nat yka3blBalOTCH OMana3oHbl
afpecoB M COOTBECTBYOLWMEe UM nMeHa npodunen NAT npumep:

0.0.0.0/0 nat profile all
nat profile 1
nat profile 2

Korpaa yka3aH 6onee cneunduyHbiin (KOHKPETHbIN) Npoduab AN agpeca, To BoibnpaeTcs oH.

NMoppepxka IPv6

B KoHurypaunoHHom canne /etc/dpi/fdpi radius.conf yka3biBaloTCA HaCTpOeYHbIe
napameTpbl CBA3KW agpeca n noaceten ¢ aboHEHTOM:

e bind ipv6 address
o @ — He cBA3bIBaTb agpec ¢ aboHEHTOM (MO YMOS4YaHWIO)
o 1 — cBA3bIBaTb
Ce#si3bIBaHMe aHanornyHo komaHae bind B fdpi ctrl). Aopec 6epetca us RADIUS-
aTpubyta Framed-IPv6-Address(168)
e bind ipv6 subnet
o @ — He CBA3bIBaTb (N0 YMOYaHWUIO)
o 64 — cBS3bIBaTb TONLKO OS5 NoaceTen /64
o -1 — cBs3bIBaTb A4 J0ObIX NOACETEN.
Moacetb 6epetcsa n3 RADIUS-aTpubyTta Delegated-IPv6-Prefix(123)

MapameTpbl bind ipv6e address m bind ipv6 subnet mM0OXHO 3aiaTb O4HOBPEMEHHO.
Mpw Hann4um Mmackn 128 B Framed-IPv6-Prefix, oHa He npoBepseTCcs Ha OrpaHUYeHne no 3Ha4eHuto
bind ipv6 subnet.

AboHeHT ugeHtTnguumpyetcs RADIUS-aTpubytom User-Name nan Calling-Station-ID (B
3aBUCUMOCTHK OT HacTponkmn Login replace)

B Tekylen peanusauny nognepxmBatoTcs ToNbKo IPv6 noacetn pUKCUPOBaHHOM
ONNHbL (MO yMOAYaHuioo /64), N0O3TOMY CBA3blBaHME NOACETEN MeHblIen ANUNHbI
npvBegeT K owwunbke.

NpeHTudumkaumuas aboHEeHTOB B MODMJIbLHBIX CeTAX

e login replace=1 — B 3TOM cnyvae Ana ngeHTugukauum aboHeHta ncnonb3yetca RADIUS-
aTpubyT Calling-Station-ID (IMSI) smecto User-Name, ecav OH NpUCYTCTBYET B
RADIUS.

e ipfix extra gsm=1 — BKNOYMTb NOAAEPXKKY OTAPaBKK No IPFIX oononHUTeNbHbIX
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aTpubyTos n3 RADIUS Accounting.

HdononHeHue nmeH aboHeHToB (LOGIN) npecukcamm permoHos

Ncnonb3yeTtcs korga RADIUS MmoHuTOop 1 CKAT 06CnyXMBalOT HECKONLKO PErMOHOB, @ USer-name
MOXKET B pa3HbIX pernoHax nepecekatbCcs C ApYruMu permoHamm, Takum obpasomM nx MoXxHo
pa3BecTu no pasHbiM login

1. BknoumnTb HacTponky rad prefix info=1
2. B dann /etc/dpi/prefixes.info nobasuts:

172.17.76.1 MSK-
172.17.76.2 MSK-
172.17.76.3 SPB-
172.17.76.4 SPB-
172.17.76.5 SPB-

roe:

o nepsoe nosie — NAS-IP-Address n3 RADIUS-nakeTa
o BTOpOe none — npedukc, Kotopbin byaeT nobasneH K Login
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