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HacTpouka

Radius Accounting Heobxoanmo noaaTh B NOPThl ycTponcTea DPI BMecTe € ceTeBbIM TpaUKOM.
Peann3oBaTb 3TO BO3MOXXHO Yepe3 3epKasiMpoBaHue NopToB, K KOTOPbIM noakstodeH Radius cepsep.

HacTtpouka TAP uHTepchencos

Radius Monitor MoxeT BbITb 3anyLLeH Ha TOM e cepBepe, 4TO 1 FastDPl nnu BbIHECEH Ha BHELUHWIA
cepsep. 119 BblAeNeHUS HYXXHOro TpadrKa UCMob3YTCA [Ba BUPTYasbHbIX UHTepdenca TAPO 1
TAP1.
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Pa3smeweHusa Radius MoHuTOp Ha TOM Xe cepBepe. Ucnonb3yeTtcs Bridge.
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PasmeweHusa Radius MOHUTOP Ha BHelwlHeM cepBepe. cnonb3yeTtcs Tunnel.
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e TAPQ - ncnonb3yetcs Ans oTeefeHns Tpaguka

e TAP1 - cnywaeT Radius Monitor

e Mexnay TAPO n TAP1 co3paeTcs Bridge nnu Tunnel gna nepefayun Tpaduka.
e Ha nHtepdence TAPO oTkto4aeTca mac learning

3 KOHCOMN BbINONHUTL cnepywouwine KoMaHAObl:

ip tuntap add tap0O mode tap
ip tuntap add tapl mode tap

ip link set dev tap0@ up
ip link set dev tapl up

ip link add br0@ type bridge

ip link set tap@ master broO

bridge link set dev tap@ learning off
ip link set tapl master broO

ifconfig tap0O 192.168.4.20 up

ifconfig tapl 192.168.4.21 up
ifconfig br@ up

—

@ BHUMAHWE: TAP uHTepdencel Heob6xoamnmo cTapToBaTb MOC/AEe Mepesarpysku
cepsepal!

HacTtpouka Linux uutepcdencos

PaboTa co cTaHgapTHLIMU UHTepdencamm Linux ocyiecTsnaeTcs ¢ noMowbto libpcap.
Mpumep:

in_dev=eno2

HacTpouka oTBepeHusa Tpajdpuka

MNopkniovaem Ha FastDPI ycnyry oTeeneHus Tpauka:

fdpi ctrl load profile --service 14 --profile.name radius --profile.json '{
"typedev" : "tap","dev" : "tap@","udp" : [ 1813,1814,1815 ] }' --
outformat=json

fdpi ctrl load --service 14 --profile.name radius --ip 10.16.252.11

fdpi ctrl load --service 14 --profile.name radius --ip 10.16.252.12

roe:



e 1813,1814,1815 - nopThl, Ha KOTOpbIX NepepaeTca Radius Accounting
¢ 10.16.252.11,10.16.252.12 - IP appeca Radius cepsepos, ¢ koTopbix naeT Radius Accounting

HacTtpounka Radius Monitor

HacTtponknm MoHuTOopa cobbiTunm Radius HaxopaTcs B anne
/etc/dpi/fdpi_radius.conf.

e in _dev=tapl — vmMsa NpocnywIMBaeMoro nHTepgenca

e rad acct port=1813,1814,1815 — HoMep npocaywImBaemMoro rnopTa (Uam Cnucok NopToB
yepes 3anaTylo) ¢ nakeTamm Radius Accounting

e rad save pdu=0 — coxpaHaTb B pcap hopMmaTe naoxue PDU ona aHanmsa

e rad check code pdu=2:4 — aHanu3uposaTb PDU c kogom 2 n 4

e rad check acct status type=1:3 — aHanu3uposaTb PDU co cTaTycom 1 n 3

e mem _preset=1 — nHMUMANN3NPOBATL NAMATL MNPK CTapTe

e fdpi servers=127.0.0.1:29000,123.45.67.85:29000 — cnucok DPI cepsepos, Ha
KOTOpble OTNPaBNATb faHHbIE

e ipfix extra gsm=1 — BKNOYMTb NOAAEPXKKY O0TApasku no IPFIX HoBbIX aTpubyToBs 13
naketoB Radius Accounting. lononHUTEbHbIE NOJIA, KOTOPble A00aBNAAITCA NPY BKJIIOYEHUN
3TON ONUWK, yKa3aHbl B LWabroHe.

HacTponka 06paboTkun MOTOKOB (pEKOMEHAYETCA NCMONb30BaTb MPMBELEHHbIE 3HAYEHNSA):

e num_threads=1

e rx _bind core=0

e services bind cores=0
e engine bind cores=0

e fifo bind cores=0

e snaplen=2000

e timeout alarm=5

dbg log mask=0x31

HacTpoika aknopTa paanyc-cobbiTui:

e ipfix_dev=eno8
e ipfix tcp collectors=172.32.0.239:1502

Mocne n3MeHeHnsa KoHpUrypaumm nepesarpysmnTb Cyxoy:

systemctl restart fastradius

NMoanwoyeHue NAT Ha ocHoBe CIDR

Co3paeM Ha FastDPI umeHoBaHHble npoduan NAT:

fdpi ctrl load profile --service 11 --profile.name nat profile all --


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix

profile.json '{ "nat ip pool" : "5.200.43.0/24,5.200.44/25",
"nat _tcp max sessions" : 2000, "nat udp max sessions" : 2000 }'

B KoHUrypaunoHHom hanne paguyc-moHuTopa /etc/dpi/fdpi_radius.nat yka3biBatoTca guana3oHbl
aflpecoB 1 COOTBECTBYIOLME UM MMeHa npoduien nat

npumMep:
0.0.0.0/0 nat profile all
10.0.0.0/8 nat profile 1
10.1.1.0/24 nat profile 2

Korga ykasaH 6osee cneundmnyHbIn (KOHKPETHbIN) Npodnab AN agpeca, To BbibpaeTcs oH
—d
OnuncaHne napamMeTpoB Mo CCblJiKe

NMoppepxka IPv6

B KoHurypaumnoHHom anne /etc/dpi/fdpi_radius.conf yka3biBaloTC HaCTpoOeYHble MapaMeTpbl

bind ipv6 address=0 (noymonyaHuIO - He CBA3bIBaTb afpec ¢ aboHeHTOM),1 CBA3bIBaTb
(cBsi3bIBaHME aHanornyHo komaHae bind B fdpi ctrl). Appec 6epetcs u3 atpubyTa pagnyc
Framed-IPv6-Address(168)

bind ipv6 subnet=0 (no ymonyaHwuio - He CBA3bIBaTb),64 (CBA3bIBATb TONLKO A5 noaceTen
/64), -1 cBa3biBaTb ANna nobeix noaceten. MNMoacetb bepetcs n3 atpmbyTa paguyc Delegated-
IPv6-Prefix(123)

ABoHeHT ngeHTndnumnpyetcs pagmnyc atpubytom User-Name nnm Calling-Station-ID (B 3aBUcMMoCTu
OT HacTpourKkK login_replace)

B Tekylwen peannsaunn nogaepXxmnBatoTCs ToJIbKO IPV6 noacetn hmKCMpoBaHHON
ONNHbL (N0 yMonYaHuioo /64), N0O3TOMY CBA3blBaHME NOACETEN MeHbllen ANUHbI
npvBegeT K owwmnbke.

NpeHTudukauuas aboHEeHTOB B MODMIbHBIX CceTAX

B kKoHurypaumnoHHom ansie /etc/dpi/fdpi_radius.conf yka3biBaeTCs HaCTpOEYHbI NapameTp
login replace=1

B 3TOM CJjly4ae ons naeHTugpukaumm aboHeHTa ncnonb3yetcs paguyc atpubyT Calling-Station-ID
(BMecTo User-Name) eciv OH NpuCyTCTBYET B pafnycC nakeTe
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DononHutenbHblie HacTpouku Radius Monitor

# FastDPI RADIUS configuration parameters:
# nms ncxopsLlero nHTepgenca, ecnm MoHnTop paboTaeT B pexxume nponycka Tpaguka
#out dev=dnal

# BKOYMTb IMyNALMIO pe3epBHoro Radius cepsepa
#rad _server_emulation=1

# BKJIIOYUTb 3MYJIALMIO CETEBON KapThl
#rad virtual eth=172.17.69.10/D4:AE:52:C1:A7:29

# 3HayeHue secret pOns reHepauum OTBETOB B pexume amynsumm Radius cepsepa
#rad secret=mysecretkey

# pononHATL MMeHa aboHeHToB (LOGIN) npedumkcamm permoHoB
#rad prefix_info=1

# HOMep nMpocnyLMBaeMoro nopta (Man CNMCoK NOPTOB Yepes 3anATylo) C nakeTamm Radius
Authentication
#rad auth port=1645

# pa3spewnTb Heckonbko IP Ha ogHom USER-NAME cmoTpu kKomaHgy load --bind multi,
npepynpexaeHue: ecav nopsafok bind/unbind B paanyc notoke He cobnogaeTcs am ecTb
noTepu NakeToB (Hanpumep 3TO 3epKaJsio), TO BEPOSATHbI apTedaKThbl
#bind multi=true

OdononHeHue nmeH aboHenToB (LOGIN) npecpukcamm permoHoB

Ncnonb3yeTtcs korpna Radius moHmuTop 1 CKAT 06CyKMBaIOT HECKOIbKO PEr1oHOB, a user-name
MOXXET B pa3HbIX PermoHax nepecekaTbCa C APYrMM permoHaMm, Takum o6pa3om nx MOXHO
pa3BecTu Mo pasHbIM login

1. Bkntovaem HacTpomrKy rad_prefix_info=1

2. B cann /etc/dpi/prefixes.info nobaButb

172.17.76.1 MSK-
172.17.76.2 MSK-
172.17.76.3 SPB-
172.17.76.4 SPB-
172.17.76.5 SPB-

roe:
nepsoe nose - 37o NAS-IP-Address n3 Radius nakeTta
BTOpOe none - kakon npedukc bynet gobasneH K login

Tak)xe CMOTpWTE pasfen agMUHUCTPUPOBAHNE
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