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3 HacTpouka

Radius Accounting Heobxoanmo noaaTh B NOPThl ycTponcTea DPI BMecTe € ceTeBbIM TpaUKOM.
Peann3oBaTb 3TO BO3MOXXHO Yepe3 3epKasiMpoBaHue NopToB, K KOTOPbIM noakstodeH Radius cepsep.

HacTtpouka TAP uHTepchencos

Radius Monitor MoxeT BbITb 3anyLLeH Ha TOM e cepBepe, 4TO 1 FastDPl nnu BbIHECEH Ha BHELUHWIA
cepsep. 119 BblAeNeHUS HYXXHOro TpadrKa UCMob3YTCA [Ba BUPTYasbHbIX UHTepdenca TAPO 1
TAP1.
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Pa3smeweHusa Radius MoHuTOp Ha TOM Xe cepBepe. Ucnonb3yeTtcs Bridge.
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PasmeweHusa Radius MOHUTOP Ha BHelwlHeM cepBepe. cnonb3yeTtcs Tunnel.


https://wiki.vasexperts.ru/lib/exe/detail.php?id=dpi%3Adpi_components%3Aradius%3Aradius_config%3Astart&media=dpi:dpi_components:radius:radius_config:radius_monitor_dpdk.png
https://wiki.vasexperts.ru/lib/exe/detail.php?id=dpi%3Adpi_components%3Aradius%3Aradius_config%3Astart&media=dpi:dpi_components:radius:radius_config:radius_monitor_dpdk_tunnel.png

e TAPO - ucnonb3syeTcs ons oTBefeHnsa Tpaguka
e TAP1 - cnywaeT Radius Monitor
e Mexay TAPO n TAP1 co3paetcs Bridge nnm Tunnel ona nepenayn Tpaguka.

M3 KOHCOM BLIMOJIHUTD cnepgytouine KoMaHabl.

ip tuntap add tap0® mode tap
ip tuntap add tapl mode tap

ip link set dev tap0@ up
ip link set dev tapl up

ip link add br0@ type bridge

ip link set tap@ master br0
ip link set tapl master broO

ifconfig tap0 192.168.4.20 up
ifconfig tapl 192.168.4.21 up
ifconfig br0O up

BHUMAHWE: TAP unHTepdencbl Heobxoammo CTapToBaTb MOCJEe Mepe3arpys3ku
cepsepal!

HacTpouka oTBepeHusa Tpajdpuka

MNoakniovaem Ha FastDPI ycnyry oTseneHns Tpauka:

fdpi ctrl load profile --service 14 --profile.name radius --profile.json '{
"typedev" : "tap","dev" : "tap@","udp" : [ 1813,1814,1815 ] }' --
outformat=json

fdpi ctrl load --service 14 --profile.name radius --ip 10.16.252.11

fdpi ctrl load --service 14 --profile.name radius --ip 10.16.252.12

roe:

e 1813,1814,1815 - nopTbl, Ha KOTOpbIX Nepepaetcs Radius Accounting
¢ 10.16.252.11,10.16.252.12 - IP agpeca Radius cepsepos, ¢ koTopbix naeT Radius Accounting

HacTtpouka Radius Monitor

HacTponknm MoHuTOopa cobbiTunm Radius HaxopaTtca B (anne
/etc/dpi/fdpi_radius.conf.



# FastDPI RADIUS configuration parameters:

# YMA NPOCNYLUIMBAEMOro MHTepdeinca

in_dev=tapl

# HOMep MpoC/yLIMBaEeMOro nopta (1au CrMCoK MOPTOB Yepes 3anATylo) € NnakeTamn Radius
Accounting

rad _acct port=1813,1814,1815

# coxpaHATb B pcap ¢opmaTte nnoxme PDU pons aHanusa
rad _save pdu=0

# aHanu3smposaTb PDU c kogom 2 n 4

rad check code pdu=2:4

# aHanu3mposaTb PDU co ctatycom 1 m 3

rad check acct status type=1:3

# VHMUMANN3NPOBaTb NaMATb MNpu CTapTe

mem preset=1

# Cnuncok DPI cepBepoB, Ha KOTOpbIE OTMNPaB/ATb AaHHbIE
fdpi servers=127.0.0.1:29000,123.45.67.85:29000

# HacTpomnka 0bpaboTKM NOTOKOB (PEKOMEHAYETCA NCMOJIb30BaTb 3HA4YEHNA U3 NpuMepa)
num_threads=1

rx bind core=0

services bind cores=0

engine bind cores=0

fifo bind cores=0

snaplen=2000

timeout alarm=5

dbg log mask=0x31

MopniovyeHue NAT Ha ocHoBe CIDR

Co3pnaem Ha FastDPIl umeHoBaHHble npogunm NAT:

fdpi ctrl load profile --service 14 --profile.name radius --profile.json '{
"typedev" : "tap","dev" : "tap0","udp" : [ 1813,1814,1815 ] }' --
outformat=json

B KoHUrypaLnoHHoM hanne pagmyc-moHuTopa /etc/dpi/fdpi_radius.nat yka3biBatoTca guana3oHsbl
apecoB 1 COOTBECTBYIOLLME UM UMeHa npodunen nat

npumMep:

0.0.0.0/0 nat profile all
10.0.0.0/8 nat profile 1
10.1.1.0/24 nat profile 2

KOrga ykasaH 6onee cneunduyHbin (KOHKPETHbIN) Npoduab Ans agpeca, To BolbupaeTcs oH

NMoppepxka IPv6

B KoHmrypaumnoHHoMm aine /etc/dpi/fdpi_radius.conf ykasbiBaloTC HaCTpOeYHble napaMeTpbl



bind ipv6 address=0 (no ymonyaHuio - He CBA3bIBaTb afipec ¢ aboHeHTOM),1 CBA3bIBaTb
(cBsi3biBaHMe aHanornyHo komaHae bind B fdpi ctrl). Agpec 6epetca ns atpubyTta paanyc
Framed-IPv6-Address(168)

bind ipv6 subnet=0 (no ymonyaHuio - He CBA3bIBaTL),64 (CBA3bIBATb TOJILKO A5 NoACeTeN
/64), -1 cBa3bIBaTb ANs nobeix noaceten. MNoacetb bepetcs n3 atpubyTa pagnyc Delegated-
IPv6-Prefix(123)

ABoHeHT ngeHTudunumnpyeTca pagmyc atpubytom User-Name mnnm Calling-Station-ID (B 3aBucumocTu
OT HacTporku login_replace)

B Tekylen peanusauny nognepxmBatoTcs ToNbKO IPv6 noacetn pUKCUPOBaHHOM
ONVHBI (MO yMONYaHUO /64), MO3TOMY CBA3blBaHWUE MOACETEN MeHbllen OJINHbI
npueBeaeT K owunbke.

NpeHTudukauua aboHEeHTOB B MOOMJIbHBIX CceTAX

B KoHmrypaumnoHHom anse /etc/dpi/fdpi_radius.conf yka3biBaeTCs HacTpOeYHbIN NapaMeTp
login replace=1
B 3TOM Cjly4ae ons naeHtugpukaumm aboHeHTa ncnonb3yetcs paguyc atpubyT Calling-Station-ID

(BMecTo User-Name) ecim OH NpuCyTCTBYET B paaunyc nakete

HDononHutenbHble HacTpouku Radius Monitor

# FastDPI RADIUS configuration parameters:
# nMa ncxopdLLero nHTepdenca, ecim MoHuTop paboTaeT B pexxume nponycka Tpaduka
#out dev=dnal

# BKNOYMTb 3MyNALMI0 pe3epBHoro Radius cepsepa
#rad server emulation=1

# BKJIIOYNTb IMYIALMNIO CETEBON KapThbl
#rad virtual eth=172.17.69.10/D4:AE:52:C1:A7:29

# 3HavyeHue secret Ons reHepauum OTBETOB B pexume amynsumm Radius cepsepa
#rad secret=mysecretkey

# pononHATL MMeHa aboHeHToB (LOGIN) npedwmkcamm permoHoB
#rad prefix _info=1

# HOoMep npocayLmnMBaeMoro nopTta (MM CNMCOK NOPTOB Yepes 3anATyo) C nakeTamm Radius
Authentication
#rad_auth port=1645



Takxe CMOTPUTE pa3gen agMNHNCTPUPOBaHNE


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radius_admin:start
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