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7 Mopnynb QOE Stor

Mopynb cbopa M XxpaHeHus OaHHbIX BAs QOE aHANUTUKH

BBepeHue

Mopaynb npegHa3Ha4vyeH ana cbopa n xpaHeHns AaHHbIX HeTdnoy n Knukctpum. daHHble
ncnonb3ytoTca ansg aHanmsa QokE s DPIUI2.

ApxuTeKTypa

JaHHble oT CKAT DPI npMHMMAatOTCS Ha HECKOJIbKMX coKeTax (tcp nam udp) ¢ NOMOLLbIO YTUANTHI
npuema IPFIX NOTOKOB AaHHbIX.

NaHHble xpaHaTcsa B b ClickHouse.

NHcTannauua m obHoBneHue

PekoMmeHaauuu K obopyaoBaHuio
C!) He ycTaHaBnvnBanTe moaysb Ha cepsep ¢ DPI nnatdopmont!

MuHUMaNbHbIE TpeﬁoBaHMﬂ

Ins noacncTeMbl MOXXHO 1CMO/Ib30BaTb 060pyA0BaHME NN BUPTYasibHblE MaLlLUHbI CO
C/.XapaKTepncTMKamu:

1. Mpoueccop (CPU) 2.5TTy -1 wT
2. OnepaTumBHas namaTb (RAM) - oT 16 I'6


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2

3. XecTkun guck (SSD kpanHe xenaTtenbHo) - oT 500 I'6
4. OnepaumnoHHasa cuctema - CentOS 7+ mnm CentOS 8+
5. Ceteasi nnata (NIC) - oT 1 ['buTt/cek

C!) KanbKynstop ¢ npumepom ob6opyaoBaHus

Mpoueccop

TpebyeTcs nognepxka Habopa MHCTPyKLMiA SSE 4.2.
BbibupaiiTe npoueccopsl ¢ 60bWUM YUCSIOM aaep. TakToBas YacToTa MeHee Ba)kHa. Hanpumep, 16

agep ¢ 2600 My, nyywe, 4yem 8 agep 3600 MIu.

C!) He oTkntovanTe Hyper-threading n Turbo-Boost.

OﬂepaTlﬂBHaﬂ namMAaThb

MamsATK fO/MKHO BbITh HE MeHbLUE YeM 06bEM 3anpallMBaEMbIX JaHHbIX.

Yem 60s1bLLE NAMATKW, TEM JlyYLle MPON3BOAUTENBHOCTb MPX MOCTPOEHUMN OTHETOB.
Yem 60sblLEe NAaMATW, TEM MEHbLLE Harpy3ka Ha AWCK.

MuHumansHoe TpebosaHue - 1676.

Bcerpa oTkatovanTe ann nogkayku.
XKecTKum auck

Tpebyemoe MecTo Ha Ancke oT 166 Ha Kax bl AeHb XpaHEeHMS B 3aBUCUMOCTY OT Tpaduka.
MoacymTaHo, 4To 10 FéuT/Cc cpefHeCcyTOYHOro Tpaduka reHepupyeT npuMepHo 25 IM'b gaHHbIX 3a
oavH Yac B QoE Store.

Ecnn Baw 6ro4XeT No3BondeT Ucnosb3oBaTb SSD, ucnonb3ynte SSD (KpanHe pekomeHayeTcs). B
NPOTMBHOM Cnyyae ucnosb3ynte HDD. SATA HDDs 7200 RPM nopongyT.

Mpwn ncnonb3oBaHu HDD MoXHO 06beamHnTb ux RAID-10, RAID-5, RAID-6 nnun RAID-50.
OcHoBHOM 06beM AaHHbIX XpaHUTCS B KaTasore /var/lib/clickhouse.
BpemeHHble faHHble (gamnsbl ipfix) xpaHATCs B KaTanore /var/qoestor/backend/dump.

Ona nquue|7| Nnpon3BOONTENBHOCTU Ba)XXHO (DEKOMeH,EI,yeTCFI), 4TO6bI 3TK KaTanorM HaXo0ANANCH Ha
0TOEeNbHOM AUCKe nan maccmee. Cm. lNepeHoC famMnoB 1 faHHbIX B[ Ha OTAEeNbHbIN ANCK



CoseTbl no 3kcnnyatauum ot Anpekc ClickHouse

CoseTbl no 3kcnayaTauum ot AHgekc ClickHouse Bbl MOXeTe NpoYMTaTb NO CChlIKe
https://clickhouse.yandex/docs/ru/operations/tips/.

NHdopmaumsa o Bepcusax

Bepcusa v.1.6.0 (14.09.2020)

e Onuusa: nogMeHa nossa JIornH 3HavyeHnem n3 nons vchannel
e bar uKkc

Bepcusa v.1.4.2 (01.06.2020)
e bar gmkc
Bepcusa v.1.4.0 (04.05.2020)

e NMopnepxka coBmectumocTu ¢ Clickhouse 20.3
e BO3MOXXHOCTb yCTaHOBKM Ha CentOS 8

Bepcusa v.1.3.8 (09.04.2020)

e OBHOBNEHBI CIPABOYHMKM MPOTOKOIOB
e lobaBnieHo aBTOOOHOBNEHMe cnpaBoYHUKa AC

Bepcusa v.1.3.6 (25.11.2019)
e ObHOB/IEHbI CNPABOYHNKM MPOTOKOI0B
Bepcusa v.1.3.5 (06.11.2019)

e [IcnpaBneHO NoBeAeHME CNPaBOYHMKA NOKaIbHbIX NoACeTen (Nonaganu nuwHue agpeca)
e AjanTupoBaHa 3arpy3ka KAMKCTpuMa Ana npasuabHon paboTsl JIK B dpiui2-2.8.2

Bepcus v.1.3.4 (25.10.2019)
e Locked B KNUKCTpUM
Bepcusa v.1.3.3 (15.10.2019)

e ObHOBNEHME Knnkxayc Ao nocnenHen sepcum ( >=19.15)


https://clickhouse.yandex/docs/ru/operations/tips/

e YyyweH MeTona 3arpysku n obpaboTkum noros
e NlogrotosneHa 6a3a A1 aHaAM3a CbipbIX JIOrOB
e CoeguHeHne noros Knuctpum n Hetdroy

Bepcus v.1.1.1 (06.09.2019)

e ObHOBNEHME Knnkxayc [0 nocnefHen Bepcum
e CripaBo4HuKM asnum_exclude_dic, subnets_exclude_dic n COOTBETCTBYIOLLNIA PEXUM
unbTPaLMmM N0 3TUM CAPABOYHNKAM

Bepcus v.1.0.9 (21.02.2019)

e YcTpaHeH 6ar ¢ HeBepHbIM pacno3HaBaHNMEM MarncTpasibHbIX KOMMYTaTOPOB
e ObHOBNEH cripaBoYHMK protocols_dic

Bepcus v.1.0.7 xoT ¢pukcol (24.12.2018)

* [IpegycmoTpeH peakcnopT ipfix B KoHgurax pecusepa: IPFIX FULLFLOW _EXPORT wu
IPFIX_CLICKSTREAM_EXPORT

Bepcusa v.1.0.6 xoT pukcol (04.12.2018)

 VicnpasneHbl 6aru B paboTe cnpaBoyHuKa subnets_local_dic (Tuna A call to function range
would produce 12884901882 array elements)

e llcnpaBneHa KoHGurypaumnsa pecusepos ipfixreceiver2 (FileWriter queue is full. Records
dropped.)

Bepcusa v.1.0.5 (03.12.2018)

e CnpaBoYHMKKM No KaTeropusm xocTos
* lepexopn Ha ipfixreceiver2

1. Mepepn obHoBNEHMEM He 3abyabTe 0OHOBUTL CKPUNT YCTaHOBKW (B pa3gene

WHcTannaums). Ans o6HOBAEHWS UCMOJb3YNTE CKPUMT YCTAHOBKM.

1500 n netstat -nlpa | grep 1501). CokeTbl AO/KHbI NPOCAYLIMBATHLCS

@ 2. MNocne obHOBNEHNWSA, NPOBEPbLTE, 3aNyCTUANCL M pecuBepsl (netstat -nlpa | grep

ipfixreceiver2

3. Ecin pecuBepbl He 3anyCcTWNUCb, BbINOAHWTE ckpunT sudo sh

/var/qoestor/backend/qoestor-config.sh

Bepcusa v.1.0.4 (02.11.2018)



e BHeOpeHa npefarperauuns, KoTopas coKkpaliaeT HeTdJioy B 6-7 pas, KJIMKCTPUM B 3 pa3a

e BHeapeHbl CNPaBOYHNKIN: aBOHEHTbI, KOMMYTaTOpPbl, aBBTOHOMHbIE CUCTeMbI (AS), crc

e [lobaBneHa onumsa onpeneneHns HanpasaeHna Tpagurka n punbTpaumsa aboHeHTOB
(pa3penenue IP xocToB 1 IP aboHeHTOB) No AS n CIDR. Onumns akTyasbHa B C/ly4ae YCTaHOBKM
CKAT DPI Ha 3epkane.

NaHHasa Bepcusa QoE Stor paboTaeT ¢ Bepcmen DPIUI2-2.1.5+

Ecnn Bbl ycnenu noctasuTb Bepcuio 1.0.0, nepen yCTaHOBKOW HOBOW BepCum
Heobxoammo yaanuTb B[] (MonHad HECOBMECTUMOCTb BEPCUIA). 1151 3TOrO BbINONHUTE

@ KOMaHAy

clickhouse-client --query="drop database qoestor"

Bepcusa v.1.0.0 (20.09.2018)
e Co3naH HoBbIn Moaynb - QOE Stor

UHcTannauuma

MpoBepbTe NPaBUILHOCTb YCTAHOBKM BPEMEHUN U BPEMEHHON 30HbI Ha cepBepe. Mpu
HeobX0AMMOCTM NoMpaBbTe U Nepe3anyCcTuTe cepseep.

@ Mepen ycTtaHoOBKOW unum obHOBMIEHMEM MpOBepbTE Hajn4yme MHTepHeTa. 3anycku
U CKPWMTOB BbIMOJHANTE U3 Nof root nnam sudo.
0
AN ycTaHOBKM UM 0OHOBNEHNS B @aBTOMaTMYECKOM peXxume, BbINoJIHATE NoC/ieloBaTeNbHO:
1. BoinonHuTe ckpunT fastor-rpm_install.sh.
sudo yum install wget
sudo wget https://vasexperts.ru/install/fastor-rpm install.sh

sudo sh fastor-rpm install.sh

byneT npou3sBeneHa yCcTaHOBKa rpm-nakeToB: ipfixreceiver, clickhouse, fastor. bygeTt
npoun3BefeHa aBTOMaTMYeCcKasa HaCTPOMKa COrnacHO KOHUIypaLnu.

2. BbinosiHUTE KOMaHAYy

clickhouse-client -n < /var/qoestor/backend/etc/db/qoestor.sql

byneT obHoBNeHa cxema b[.


https://vasexperts.ru/install/fastor-rpm_install.sh

He 3abbiBaniTe nocne yCTaHOBKM BbINOJIHATb

@ clickhouse-client -n < /var/qoestor/backend/etc/db/qoestor.sql

9T0 CTpaxyeT C/ly4yaun, Korga cxeMa He ycneBaeT 0OHOBUTLCSA B pe3yfbTaTe L0Aroro
nepesanycka b[.

OOHOBNEeHMe

O6HoBIEHME BbINONHAETCA TEMU Xe CKpunTaMu, 41O N B pa3pene NHcTannaums.

Ecav Bbl BBIMOHUAN KOMaHy yum -y update n nepecTanu 3anyckaTbCs pecuBepbl, 06paTuTech K
pa3geny pelueHus npobiem no ccoiike.

He 3abbiBanTe nocse 06HOBNEHUSA BbIMOJIHATD

@ clickhouse-client -n < /var/qoestor/backend/etc/db/qoestor.sql

9TO0 CTpaxyeT Cayyaun, Korga cxemMa He ycneBaeT 0OHOBUTLCA B pe3ybTaTe O0Jroro
nepesanycka b/J.

KoHdpurypauus
KoHdurypauus ipfix pecusepos

HacTponka ipfix pecnsepos 4yepes gann .env
/var/qoestor/backend/.env
CTaHpapTHaa KoOH(Mrypaunus BeirnaguT ciegyowmm obpasom

#Ipfix form DPI ©

IPFIX FULLFLOW PORT TYPE[O]=tcp

IPFIX FULLFLOW PORT[0]=1500

#IPFIX FULLFLOW ROTATE MINUTES[0]=10

#IPFIX FULLFLOW ROTATE DELAY SECONDS[0]=0

#IPFIX FULLFLOW FW MAX QUEUE SIZE[0]=10

#IPFIX FULLFLOW EXPORT[0]=10.0.0.2/9920/tcp,10.0.0.3/3440/udp

IPFIX CLICKSTREAM PORT TYPE[O]=tcp

IPFIX CLICKSTREAM PORT[0]=1501

#IPFIX CLICKSTREAM ROTATE MINUTES[0]=12

#IPFIX CLICKSTREAM ROTATE DELAY SECONDS[Q]=400



#IPFIX CLICKSTREAM FW MAX QUEUE SIZE[0]=10
#IPFIX CLICKSTREAM EXPORT[0]=10.0.0.2/9921/tcp,10.0.0.3/3441/udp

#Traffic direction definition
# 0 - as 1is

# 1 - by AS (for fullflow only)

# 2 - by CIDR (for fullflow and clickstream)
# 3 - by both: AS and CIDR

# 4 - any: AS or CIDR
TRAFFIC DIR DEF MODE=0

#Subscriber filter

# 0 - no filter

# 1 - by AS (for fullflow only)

# 2 - by CIDR (for fullflow and clickstream)
# 3 - by both: AS and CIDR

# 4 - any: AS or CIDR

SUBSCRIBER FILTER MODE=0

#Subscriber exclude
# 0 - no exclude

# 1 - by AS (for fullflow only)

# 2 - by CIDR (for fullflow and clickstream)
# 3 - by both: AS and CIDR

# 4 - any: AS or CIDR

SUBSCRIBER EXCLUDE MODE=0

#Enable host (url) categories dics autoload
URLS CATEGORIES DIC AUTOLOAD ENABLED=1

B npeactaBneHHon KoHpurypaunm HacTpoeH 3anyck fullflow u clickstream pecusepos Ha udp
cokeTax 1500 n 1501 cooTBeTCTBEHHO. «0» B MHAEKCE MACCUBa O3HAYaeT, 4To npuem naet oT DPI
noa Homepom 0.

( ) ﬂque MCcnonb30BaThb th, T.K O0J14 udp MOryT TepATbCA NMakKeTbl NMPU NMpeBblLUEHUNN
N
MTU.

CnucokK napamMeTpoB

e IPFIX_FULLFLOW_PORT TYPE[i] n IPFIX_CLICKSTREAM_PORT TYPE[i] onpenensoT Tnn Tpaduka,
NPUHMMAEMOro Ha nopTy: tcp nam udp. PekomeHayeTcs CTaBnTb tep.

e [PFIX_FULLFLOW_PORTIi] u IPFIX_CLICKSTREAM_PORT[i] onpeaensatoT HOMep nopTa.

e TRAFFIC_DIR_DEF_MODE 1 SUBSCRIBER _FILTER_MODE onpegnenseT pexum puibTpaumm
aboHeHTOB cornacHo cnpasoYHMKam asnum local_dic n subnets_local_dic. 3Ha4yeHus
TRAFFIC_DIR_DEF_MODE=0 n SUBSCRIBER_FILTER_MODE=0 03Ha4atoT, 4TO BbIMUCAATb
HanpasJieHVe Tpaduka 1 puabTpoBaTb abOHEHTOB He TpebyeTcs.

e SUBSCRIBER _EXCLUDE_MODE onpegenseT pexum punbTpaunm aboHeHToB coriacHo
cnpasoyHuKam asnum_exclude_dic n subnets_exclude_dic. 3HayeHune



SUBSCRIBER _EXCLUDE_MODE=0 o3Ha4aeT, 4T0 punbTpaumsa He TpebyeTcs.

e [PFIX_FULLFLOW_EXPORTIi] n IPFIX_CLICKSTREAM_EXPORTIi] Aal0T BO3MOXHOCTb HAaCTPOUTb

3KCMNOPT Ha CTOPOHHMe pecusepbl. PopmaT ip/port/protol,ip/port/proto].

e [PFIX_FULLFLOW_ROTATE_MINUTESIi] n IPFIX_CLICKSTREAM_ROTATE_MINUTES[i] patoTt

BO3MOXXHOCTb HAaCTPOUTb Nepuog poTaunmn gamnos v 3anuce nx B 6. No ymonyanuto 37o 10

MUHYT ana fullflow n 12 muHyT ong clickstream.

o IPFIX_FULLFLOW_ROTATE_DELAY SECONDSIi]

IPFIX_CLICKSTREAM_ROTATE_DELAY_SECONDSIi] AaloT BO3MOXHOCTb HaCTPOUTb 3aflePXKKY

BCTaBKW JaHHbIX Ha onpefenieHHoe KOn4ecTBo cekyHn. Mo ymondaHuto ans fullflow - 0
cekyHa, onsa clickstream - 400 cekyHa. 3apepxka gna clickstream oTHocuTensHo fullflow
HY>XHa, 4T0bbl 06ecneunTb coeauHeHuns noros fullflow u clickstream gnsa oboraweHuns
CTaTUCTUYECKMX OTHETOB.

o IPFIX_FULLFLOW_FW_MAX_QUEUE_SIZE[i] n IPFIX_CLICKSTREAM_FW_MAX_QUEUE_SIZE[i]
onpenensoT MakCMMalbHbIA pa3Mep ovyepean Ha pecmepax. Jlyywe He TporaTb.

Ecnu KoHgurypaums nameHmnacb, Heob6XoAMMO 3anyCcTUTb CKpuUNT sudo sh
/var/qoestor/backend/qoestor-config.sh

Cnepyiowmih npumep KoHpUrypauum no3sonseT HaCTPOUTb NpueM oT HecKonbkux DPI

#Ipfix form DPI ©
IPFIX FULLFLOW PORT TYPE[O]=tcp
IPFIX FULLFLOW PORT[0]=1500

IPFIX CLICKSTREAM PORT TYPE[O]=tcp
IPFIX CLICKSTREAM PORT[0]=1501

#Ipfix form DPI 1
IPFIX FULLFLOW PORT TYPE[1l]=tcp
IPFIX FULLFLOW PORT[1]=1510

IPFIX CLICKSTREAM PORT TYPE[1l]=tcp
IPFIX CLICKSTREAM PORT[1]=1511

#Ipfix form DPI 2
IPFIX FULLFLOW PORT TYPE[2]=tcp
IPFIX FULLFLOW PORT[2]=1520

IPFIX CLICKSTREAM PORT TYPE[2]=tcp
IPFIX CLICKSTREAM PORT[2]=1521

Mpumep KoHpuUrypauum, Kkorga Tpedyercs onpepeneHne aboHentos no CIDR

JaHHasa KoHUrypauns akTyanbHa B c/iydasax, korga CKAT DPI ycTaHOB/IEH Ha 3epkaJie.

TRAFFIC DIR DEF MODE=2



SUBSCRIBER FILTER MODE=2

He 3abyabTe HacTpouTb CripaBoYHUK subnets local dic ons sToro npumepa KoHpurypauun!

I1pv|Mep Koudmrypau,uu, Korpa HaCTpoO€eH 3KCNOpPT Ha CTOPOHHUE pecuBepbl

IPFIX FULLFLOW PORT TYPE[O]=tcp
IPFIX FULLFLOW PORT[0]=1500
IPFIX FULLFLOW EXPORT[0]=10.0.0.2/1600/tcp

IPFIX CLICKSTREAM PORT TYPE[O]=tcp
IPFIX CLICKSTREAM PORT[0]=1501
IPFIX CLICKSTREAM EXPORT[0]=10.0.0.2/1601/tcp

Mepe3anyck pecuBepoB

Mepe3anyck BCEX PEeCMBEPOB MOXKHO BbIMOJIHUTb KOMaHAOM
sudo sh /var/qoestor/backend/qoestor-config.sh

Ecnm TpebyeTcsa nepesanyck pecMBepoB Mo OTAE/IbHOCTU, 3TO MOXHO CLeNaTb Yepes nepesanyck
CEepBMCOB, HanNpuMep Tak

e 1na CentOS 7

systemctl restart qoestor fullflow 0.service
systemctl restart qoestor clickstream 0.service

e 1na CentOS 6

service qoestor fullflow 0 stop
service qoestor clickstream 0 stop
service qoestor fullflow 0 start
service qoestor clickstream 0 start

OcTaHOBKa pecuBepoB

o 1nqa CentOS 7

systemctl stop qoestor fullflow 0.service
systemctl stop qoestor clickstream 0.service

o 1nqa CentOS 6

service qoestor clickstream 0 stop
service qoestor fullflow 0 stop



OctaHoBka u 3anyck BJ] clickhouse

e OcTaHOBKa
sudo /etc/init.d/clickhouse-server stop
e 3anyck

sudo /etc/init.d/clickhouse-server restart

KoHndurypauus DPI

HacTpoiika 3kcnopTa

Bepcus DPI nnatdopmbl a.6. He HMXKe 8.1.

SkcnopT ipfix MOXXHO HAaCTPOUTb, HaNpPsMyto oTpedakTMposaB ann fastdpi.conf Ha dpi.

netflow=8

netflow dev=eml

netflow timeout=10

netflow full collector type=2
netflow full port swap=0

netflow full collector=YOUR QOESTOR IP:1500
ipfix dev=eml

ipfix tcp collectors=YOUR QOESTOR IP:1501

MotpebyeTca pectapT fastdpi, 4ToObI U3MEeHeHus BCTynunAu B cuny.

YuTtute, 4To napameTtp netflow - 3o GuToBas Macka. [lonyckaeT HECKOJIbKO pa3HbIX
3HauyeHui. NMoapobHee cmoTpuTe TyT HacTponka akcnopTa IPFIX

Tak>Xe Bbl MOXXeTe BbIMNOJIHATL HACTPOMKY ¢ nomoubio DPIUI2 - dpiui2. Bepcusa dpiui2 g.6 He Huxe
2.1.0.

YT06bI BbIMOAHNTL HAaCTPONKY € nomolubto DPIUI2, oTkponTe pa3aen YnpasneHue DPI -
KoHurypaums. OTkponTe BkNaaky Coop v aHanm3 CTaTUCTUKK MO NPOTOKOJIaM U HanpaBAEHUSAM.

YcTtaHoBuTe napameTp neflow B IKCNOPT NOMHOM CTAaTUCTUKK N0 ceccmam. CM. pucC. HUXe.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_settings:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_settings:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2

Test stand 34

BeepuTe coker fullflow pecnsepa B napameTpe netflow full collector. NapameTp
netflow_full_collector_type nonxeH bbiTb ycTaHoBAEH B "IKcnopT ipfix Ha udp konnnekTop”, a
napameTp netflow full port swap ocTaBbTe NycTbiM UK paBHbIM "CoXpaHATb OpPUrMHaNbHbIE HOMEpPa
nopToB". CM. puc. H1Xe.

Beenute coket clickstream pecueepa B napametpe ipfix_udp_collectors. CM. puc. Huxe.
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¥MPABNEHWE DBOPY OOEAHWEM

PP Ip

CEpaHiTE

Hactponka nopgknioyeHus DPIUI2 kK QoE Stor

Y1066l NpocMaTpmBaTb QOE 0THETHI, HE0OX0ANMO HAacTponTh NoakatoyeHne DPIUI2 kK QoE Stor. Cwm.
pasgen Hactponka nogknoyeHuns K QoE Stor

KoHdurypauusa cnpaBo4HUKOB

Bce cnpaBYHMKM HaxoaAaTcs B nanke /var/qoestor/backend/etc/db/ n nmetoT pacwmpenne .txt
[na Kaxx4oro cnpaBoYHUKa ecTb obpasew sample.txt. MoxXHO ncnonb3oBaThb B KavyecTse WwabnoHa.

Bce cTo/bl B CNPaBOYHUKAX pa3efeneHbl CMMBosioM Tabynsumm (\t). Konnectso \t 101XKHO ObITb Ha
eUHNLLY MEHbLLE, YeM YNCN0 CTONOLIOB B CripaBoyHMKe. CneanTe 3a 3TUM BHUMATENbHO.

Mpw n3meHeHnn hanaos, AaHHbIE NOArpYy>XXatoTca B bl aBTOMaTMYeCKMN.
HekoTopble nonesHble KOMaHAbl Npy paboTe Co CNpaBOYHUKAMMU:
e YcKopuTb 0OHOBNEHMNE AaHHbIX B CMPAaBOYHUKAX

clickhouse-client --database=qoestor --query="system reload
dictionaries”


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#настройка_подключения_к_qoe_stor
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#настройка_подключения_к_qoe_stor

L HDOBepI/ITb, €CTb /11 oWwmnbKK B CMnpaBOYHUKaX

clickhouse-client --database=qoestor --query="select * from
system.dictionaries"

e [IpoBepuTb, €CTb /1N faHHbIE B CNPaBOYHMKE, Hanpumep ana subnets local_dic

clickhouse-client --database=qoestor --query="select * from
subnets local dic"

CnpaBo4yHuku asnum_local _dic u subnets _local _dic

B AaHHbIX CMpaBOYHMKAX YKa3blBAETCSA CAUCOK BallMX JIOKaJIbHbIX AS 1 NOKasbHbIX NoaceTen.
CnpaBOYHMKM UCNONb3YEeTCS N9 onpeaesieHns HanpasneHns Tpaguka (akTyanbHo, korga DPI
YyCTaHOBJIEH Ha 3epkKane) n punbTpauny aboHeHToB (4TOObI B 0TYeTax Mo aboHeHTaM He
urypuposanm IP-agpeca xocToB)

Mpumep cnpaBoyHMKa ashum_local_dic

12345 LOCAL
65535  UNKNOWN

MepBbIl cTONGEL, - HOMep AS, BTOpOW - Ha3BaHue (oTobpakaeTcs B oTHYeTax).

Mpumep cnpaBo4yHKKa subnets_local_dic

192.168.1.0/24 LOCAL
10.64.66.0/24  LOCAL
172.16.0.0 LOCAL
2202:2168:aaa:bbbb::2  LOCAL

Mepsbin cTonbel - IP agpec unu CIDR, BTOpON - Ha3BaHUe (He oTobparkaeTcs B oT4YeTax, HO hopMaT
CcrnpaBoYHUKa TpebyeT).

He nobasnaiiTe canWwkKom 6osbluyto noaceTb. Pa3buBaiiTe Ha Menkne. OrpaHuUYeHme -
100000000

CnpaBouyHuku asnum_exclude_dic u subnets_exclude_dic

B naHHbIX CipaBOYHMKaXx yKa3biBaeTcsa cnncok Bawmx AC n nogceten (nmbo oANHOYHBIX IP), KOTOpbIE
HeobXx04MMO UCKITIYUTb U3 arpernpoBaHHbIX J10roB. MoaceTy yKasaHHble B CpaBoYHMKax byayT
MFHOPUPOBATLCA MNP 3aMUCK B arpernpoBaHHbIN 10T (KOTOPBIA NCMONb3YeTCs AJ1 NOCTPOEHNS
oT4eToB). g ynpasieHusa punbTpaLmen no 3TMM CNpaBoYHMKaM UCNOJb3yNTe NapameTp
SUBSCRIBER_EXCLUDE_MODE . Cm. pa3gen KoHpurypaums.

Mpumep cnpaBoyHMKa ashum_exclude_dic



12345  LOCAL
65535 LOCAL

Mep.bin cTonbel - Homep AS, BTOPOW - Ha3BaHMe (He oTobpaXkaeTca B 0TYeTax, HO hopmaTt
cnpaBoYHUKa TpebyeT).

Mpumep cnpasBo4yHMKa subnets_exclude_dic

192.168.1.0/24 LOCAL
10.64.66.0/24 LOCAL
172.16.0.0 LOCAL
2a02:2168:aaa:bbbb::2 LOCAL

MepBsbin cTonbew - IP agpec nnn CIDR, BTOpOM - Ha3BaHmMe (He oTobpa)kaeTca B 0T4eTax, HO hopMmaT
crnpaBoYHUKa TpebyeT).

He pobasnsanTte cnuwkom 6onbluyto noaceTs. Pa3brueante Ha menkue. OrpaHuyeHme -
100000000

CnpaBouHuku subscribers_dic, switches_dic, crc_dic
subscribers_dic

CnpaBo4YHMK abOHEHTOB.

MNpumep cnpaBo4HUKaE

10.64.66.100 login 5 portl unit vendor cabel contract
services mac
10.64.66.101 login 2 portl unit vendor cabel contract
services mac
10.64.66.102 login 3 portl unit vendor cabel contract
services mac
10.64.66.103 login 4 portl unit vendor cabel contract
services mac
10.64.66.104 login 5 portl unit vendor cabel contract
services mac
10.64.66.105 login 5 port2 unit vendor cabel contract
services mac
10.64.66.106 login 5 port3 unit vendor cabel contract
services mac

Ctonbupbl:

1. IP agpec
2. JlornH
3. NoeHTndukaTop KoMMyTaTopa (focTyna)



MopT KoMMyTaTOpa

Benpop aboHeHTCKOro obopynoBaHus

Kabenb

Horosop

Cepsucol

MAC anpec aboHeHTCKoro obopyaoBaHua (3ape3epBMpoBaH ANna dyaywmx uenemn)

woo~NU A

switches_dic

WNepapxuyecknin cnpaBoYHMK 060pyaoBaHNS (KOMMYTaTOPOB AOCTYMNa M MarncTpaibHbIX
KOMMYTaTOpPOB)

MNpumep cnpaBo4HUKaA
KommyTaTtop 1 Ethernet PervoHl Agpec 1 10.140.1.18 operl 0
KommyTaTop 2 Ethernet PernoH2 Agpec 2 10.140.2.18 operl 0

1

0

2

0

3 KommyTtaTtop 3 Ethernet PermoH3 Appec 3 10.140.3.18 operl 0
1 portl

4 KommyTtaTtop 4 Ethernet PervoH4 Agpec 4 10.140.4.18 operl 0
3 portl

5 KommyTaTtop 5 Ethernet PernoH5 Agpec 5 10.140.5.18 operl 0
4 portl

Ctonbupbi:

NoeHTugukaTop obopynosaHusa Uinte4
HanmeHoBaHue

Tun

PainoH

Anpec

IP agpec koMmyTaTopa

OnepaTop

®nar: NnpusHaK MarucTpanbHoro kommyTtaTtopa (1 - ecam ga). He ncnonb3yeTcs, MOXHO Be3fe
octaBuTb 0

9. NpeHTnurkaTop BbllecToAwero kommytaTtopa Ulnte4
10. MopT BbIWeCcToALLero KOMMyTaTOpPa

11. CobcTBEHHUK

N U AW

crc_dic

Cnpaso4HuK ownbok (CRC) Ha nopTax KOMMYTaTOpPOB

MNpumep cnpaBo4HUKaE

2 portl 450
5 portl 550
5 port2 500



4 portl 780

Ctonbupbl

1. NoeHTUUKATOP KOMMYyTaTOpa
2. MNopT KOMMyTaTOpPa
3. 3Ha4eHune CRC

CnpaBouHuku urlcats_dic u urlcats_host_dic

Cl'lpaBO‘-IHI/IKI/I KaTerole|7| XOCTOB. npe)J,HaBHa‘-IeHbI onga onpeneneHna npuHaoJsIieEXHOCTN XO0CTa
onpeLenéHHon KaTeropum.

Cl'lpaBO‘-IHI/IKI/I nogKavynBaldTCA aBTOMaTUYECKN C peCypCoB vasexperts.ru.

ans YCKOpeHu4d HavaNbHON 3alpy3Kun BbIMNOJIHNTE

1. sh /var/qoestor/backend/etc/cron daily.sh

2. clickhouse-client --database=qgoestor --query="system reload
dictionaries”

MepeHoc paMnoB U gaHHbIX Bl Ha OTAENbHBbIN AUCK

Mo ymMon4aHMo BCe AaHHbIE XPAHATCA B pa3fene /var.
[onycTyM, Mbl NOAKIOYUAN OTAESIbHbIN ANCK K /home.
1. PaboTaeM nopj root nonb3osaTtenem
sudo su
2. OcTtaHaBnuBaem pecusepbl 1 B/

systemctl stop qoestor fullflow 0.service
systemctl stop qoestor clickstream 0.service
sudo /etc/init.d/clickhouse-server stop

3. Co3naeM kaTanoru B pasgene /home

mkdir /home/qoestor
mkdir /home/qoestor/clickhouse
mkdir /home/qoestor/dump

4. KonupyeMm faHHble Ha HOBbIN ANCK

cp -r /var/lib/clickhouse/* /home/qoestor/clickhouse



cp -r /var/qoestor/backend/dump/* /home/qoestor/dump
5. MeHsieM Bnagensua nanku /home/qoestor/clickhouse

chown -R clickhouse:clickhouse /home/qoestor/clickhouse
6. Yoansem ctapble KaTanoru

rm -rf /var/lib/clickhouse
rm -rf /var/qoestor/backend/dump/

7. Co3maeM CUMANHKN

ln -s /home/qoestor/clickhouse /var/lib/clickhouse
ln -s /home/qoestor/dump /var/qoestor/backend/dump

8. lNpoBepsieM NUHKK

readlink -f /var/lib/clickhouse
readlink -f /var/qoestor/backend/dump

9. 3anyckaem b[
sudo /etc/init.d/clickhouse-server restart
10. 3anyckaeM pecuBepbl

sudo sh /var/qoestor/backend/goestor-config.sh

Mpobnembl u pewieHuns

He paboTtaeT, x0T BCe yCTAaHOBMAM NO MHCTPYKL UM

Ecnu Bbl BCe YCTAHOBUM 1 HAaCTPOWUAN NO UHCTPYKLUK, a B pa3gene DPIUI2 “QoE AHanuTmnka” nycro,
TO BOT NepeYeHb LWaroB, KOTOpble CTOUT BbINOJHUTL, Npexae 4eM obpallaTbCs B TEX. MOOAEPXKKY.

1. MpoBepbTe NPaBUSILHOCTb YCTAHOBKM BPEMEHM 1 TaUM30HbI Ha cepBepax ¢ dpiui2 n QoE Stor.
MonpobyinTe B dpiui2 ycTaHOBUTL 6onbLwon nepuod. Ecnm oeno B TanM3oHe, AaHHbIE NOSBATCS.
MpaBuNbLHO HAaCTpoOMTe BpeMs Ha cepepax dpiui2 n QoE Stor, nepesanycTuTe cepsepsl
NOJIHOCTHIO.

2. Ha cepsepe ¢ QoE Stor npoBepuTb, co3naHa nu b

clickhouse-client --query="show databases" | grep goestor
Ecan B[] He co3paHa, co3aaTh ee KoMaHaom

clickhouse-client -n < /var/qoestor/backend/etc/db/qoestor.sql

3. Ha cepsepe c QoE Stor npoBepuTb, €CTb /11 AaHHbIe B B[]



clickhouse-client --query="select count(), min(flow start time),
max(flow start time) from qoestor.fullflow"

clickhouse-client --query="select count(), min(time), max(time) from
goestor.clickstream"

JInbo NMOCMOTPETDL, KaK HaMNOJIHAOTCA NapTULLN 4Yepes MHTequeVIC Mo CCblNke

https://your gui host/#QoEAdmin/report=TableSpaceReport
4. MpoBepuTb, 3aMnyLleHbl In pecusepsl

ps aux | grep ipfix
5. Ha cepsepe ¢ QoE Stor npoBepnTb J10r1 peCcMBEpPOB B Narnke

/var/qoestor/backend/logs

B norax He [o/KHO 6bITb ownboK. [lomkHa bbiTb BUAHA poTaumMs 4aMnoB 1 3anncb ux B B,
6. Ha cepsepe ¢ QoE Stor npoBepuTb, NpocaywmnsatoTca am nopTol 1500 n 1501 komaHaoM

netstat -nlpa | grep 1500 unetstat -nlpa | grep 1501
Mepe3anyCTUTb BCE pecMBEpPbI Ha BCAKWIA Cly4an KOMaHOowm

sudo sh /var/qoestor/backend/qoestor-config.sh

7. Ewe pa3 npoBepuTb HaCTPOMKK akcropTa ipfix Ha dpi
Ha cepsepe ¢ DPIUI2 npoBepuTb HacTponkn noakatoydeHms GUI kK QoE Stor
9. Ha cepsepe ¢ QoE Stor nposepuTb, 3anyweHa nm CYB[ ClickHouse komaHgon

©

ps aux | grep clickhouse

YbennTtech, 4TO 4OCTAaTOYHO ONEPAaTUBHON NaMATN Ha CEpBEpE.
10. Ha cepsepe ¢ QoE Stor nposepuTh /var/log/clickhouse-server/clickhouse-server.err.log
Ecnm ecTb He0bX0AMMOCTb O4UCTUTL BCE AaHHble B B[], To Ha cepBepe ¢ QoE Stor Hano
1. Yoanutb B[l KomaHOoM
clickhouse-client --query="drop database qoestor"
2. lMepeco3naTb bl koMaHaoN

clickhouse-client -n < /var/qoestor/backend/etc/db/qoestor.sql


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#настройка_подключения_к_qoe_stor
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#настройка_подключения_к_qoe_stor
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#настройка_подключения_к_qoe_stor
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#настройка_подключения_к_qoe_stor

BuinonHunu yum -y update, He 3anycKaloTcs pecuBepbl
Mpw BbiINOSHEHMM yum -y update nomatoTca HekoTopble BubnnoTekun. Pecneepsl nepecTtaoT
3anycKaTbCA.
1. Yonanute fastor n 3aBucMmocTn
yum remove fastor ipfixreceiver libfixbuf netsa silk netsa-python

2. YCTaHOBMTE 3aHOBO, UCMonb3ysa ckpunT fastor-rpm_install.sh.gz

Kak yMeHbLUUTb Nnepuop XpaHeHUs U OYUCTUTb AaHHble

O4mncTKa faHHbIX npoussoanTCa mogynem dpiui2. B cpanne /var/www/html/dpiui2/backend/.env
n3meHute napametpbl QOESTOR MAIN LOG_PARTITIONS LIFE_ TIME HOUR=2

QOESTOR _AGG_LOG_PARTITIONS LIFE TIME DAYS=15 BbinosiH1TE pecTtapT php
/var/www/html/dpiui2/backend/artisan queue:restart

SQL u BbIrpy3ska gaHHbix B CSV, JSON, TabSeparated

Mpn HeobXoAMMOCTM Bbl MOXKETE CaMOCTOATENIbHO 6€3 AOMONHUTENIbHbIX UHCTPYMEHTOB
cchopMmnpoBaTh COBCTBEHHbIE OTYETHI U BbIFPY3UTh AaHHbIe B ntobom hopmaTte CSV, JSON,
TabSeparated.

[aHHblIe XpaHATCA B 4 OCHOBHbIX Jiorax

e qoestor.fullflow - nonHbIn netflow nor, nepuon xpaHeHus - 24 4aca

e goestor.clicksteam - nonHbIn clickstream nor, nepnol xpaHeHus - 24 4aca

e qoestor.fullflow_agg - npenarpervposaHHbIn neflow nor, nepnoa xpaHeHns He orpaHuyeH

e goestor.clicksteam_agg - npefnarpernpoBaHHbIn clickstream nor, nepnoa xpaHeHUs He
orpaHuyeH

dopmaT KOMaHAbl CleayLLni
clickhouse-client --database=qoestor --query="Baw sql TyT"

Mo yMONYaHUO flaHHbIe BbIFrpyXXatoTca B hopmaTe TabSeparated.

MpumMep. KnveHT nonpocun nor coeAnHeHnin C onpeaeneHHbIM XocToM B hopmaTe CSV

clickhouse-client --database=qoestor --query="select * from fullflow
prewhere flow start date = '2018-10-04' where (source ipv4 = '10.64.66.100"
or destination ipv4 = '10.64.66.100') and host = 'google.com' ORDER BY
flow start time limit 10 format CSV"

MoapobHyto nHdhopmaumo no SQL ClickHouse cMoTpuTe No ccbinke
https://clickhouse.yandex/docs/ru/query_language/select/


https://vasexperts.ru/install/fastor-rpm_install.sh.gz
https://clickhouse.yandex/docs/ru/query_language/select/
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