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6 CnpaBOYHUKHU

KoHdurypauusa cnpaBo4HUKOB

Bce cnpaBoYHUKKM HaxoaaTcs B nanke /var/qoestor/backend/etc/db/ n nmetoT pacwmnpenme .txt
[na KaXx4oro cnpaBoYHUKa ecTb obpasew sample.txt. MoXXHO ncnonb30BaTh B KavyecTse WwabnoHa.

Bce cTonbubl B CipaBOYHUKAX pa3aeneHbl cumBonom Tabynaumm (\t). Konnyectso \t oKHO BbITb Ha
€AVHNLY MeHbLLE, YeM Yncno ctonbuos B cnpaBovHMKe. CnegnTte 3a 3TUM BHUMATENbHO.

Mpw n3meHeHnn hannaos, AaHHble NoarpyXxatTcsa B bl aBToMaTUYeCKu.
HekoTopble nosesHble KOMaHAbl Npy paboTe Co CnpaBoOYHUKAMU:
e YcKopuTb 0BHOBNEHME OaHHbIX B CMPAaBOYHUKAX

clickhouse-client --database=qoestor --query="system reload
dictionaries”

e MpoBepUTb, €CTb SN OWINOKM B CIPaBOYHMKAX

clickhouse-client --database=qoestor --query="select * from
system.dictionaries"

e [IpoBepuTb, €CTb 1N faHHbIE B CNPaBOYHMKe, Hanpumep ana subnets local_dic

clickhouse-client --database=qoestor --query="select * from
subnets local dic"

Cnpaso4yHuku asnum_local _dic u subnets _local dic

B paHHbIX CipaBOYHMKAX yKa3blBAeTCA CMNCOK BalLMX JIOKaNbHbIX AS 1 JIOKaJIbHbIX NOACETeN.
CrnpaBoYHMKN NCMONb3YeTCA AN1A onpeaesieHnsa HanpasneHns Tpaduka (akTyasbHo, Korga DPI
YCTaHOBJIEH Ha 3epkKane) n puabTpauny aboHeHToB (4ToObI B 0TYeTax Mo aboHeHTaM He
urypuposanm IP-agpeca xocToB)

Mpumep cnpaBoyHMKa ashum_local_dic

12345 LOCAL
65535  UNKNOWN

MepBbil cTONGEL, - HOMep AS, BTOpOW - Ha3BaHue (oTobpaxxaeTcs B 0THeTax).

Mpumep cnpaBoyHKKa subnets_local_dic

192.168.1.0/24 LOCAL
10.64.66.0/24  LOCAL
172.16.0.0 LOCAL



2a02:2168:aaa:bbbb::2 LOCAL

Mepsbin cTonbey - IP agpec unu CIDR, BTOpOM - Ha3BaHUe (He oTobpa)kaeTcs B oT4eTax, HO hopMaT
cnpaBoYHMKa TpebyeT).

Ons ynpaBneHuns uabTpaumen no 3TMM CNpaBoYHMKAM MCMNOMb3yiATe NapaMeTpsbl
SUBSCRIBER_FILTER_MODE n TRAFFIC_DIR_DEF_MODE. Cm. pa3sgen KoHpurypauums.

He pnobasnsante camwkom 6onbluyo nofaceTs. Pazbusante Ha Menkue. OrpaHuyeHme -
100000000

CnpaBo4yHuku asnum_exclude _dic u subnets_exclude _dic

B maHHbIX CNpaBOYHMKAX YKa3blBaeTCs cnucok Bawmx AC n noaceten (nmbo oanHoYHbIX IP), KOTopble
HeobXxoaAMMO NCKYNTb U3 arpernpoBaHHbIX J10roB. MNoaceTn, yka3aHHble B CNpaBoYyHMKax byayT
NUFHOPMPOBATLCA NPWU 3aMNnCU B arpernpoBaHHbIN N0r (KOTOPbLIA MCMONb3yeTCa AN NOCTPOEHUS
0T4yeToB). N4 ynpasneHma unbTpaumnen No 3TUM CpaBoYHNKaAM UCMONb3yNTe napameTp
SUBSCRIBER_EXCLUDE_MODE . Cm. pa3gen KoHpurypaums.

Mpumep cnpaBoyHKa asnum_exclude_dic

12345  LOCAL
65535  LOCAL

Mep.bint cTonbel - Homep AS, BTOpOW - Ha3BaHWe (He oTobpaXkaeTca B 0TYeTax, HO hopmaTt
cnpaBoYHUKa TpebyeT).

Mpumep cnpaBo4YHKKa subnets_exclude_dic
192.168.1.0/24 LOCAL
10.64.66.0/24  LOCAL
172.16.0.0 LOCAL
2a02:2168:aaa:bbbb::2 LOCAL

Mepsbin cTonbel - IP agpec unu CIDR, BTOpOM - Ha3BaHUe (He oTobparkaeTcs B oT4YeTax, HO hopMaT
CnpaBoYHUKa TpebyeT).

He pnobasnsante camwkom 60bLluyo noaceTs. Pa3busante Ha Menkue. OrpaHuyeHme -
100000000

CnpaBo4yHuku subscribers_dic, switches_dic, crc_dic

subscribers_dic


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:configuration
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:configuration

CnpaBo4YHMK abOHEHTOB.

MpumMep CnpaBoYHMKa

10.64.66.

services

10.64.66.

services

10.64.66.

services

10.64.66.

services

10.64.66.

services

10.64.66.

services

10.64.66.

services

Ctonbupbl:

LCoNoUAEWNH

100
mac
101
mac
102
mac
103
mac
104
mac
105
mac
106
mac

IP agpec
JloruH

NpoeHTugurkaTop kKommyTaTopa (focTyna)
MopT KOMMyTaToOpa
Benpop aboHeHTCKOro obopynoBaHus
Kabenb

Jorosop
CepBuchl
MAC appec aboHeHTCKoro obopynoBaHus (3apesepsrpoBaH ans byaywux uenewn)

switches_dic

login 5
login 2
login 3
login 4
login 5
login 5

login 5

portl
portl
portl
portl
portl
port2

port3

unit vendor
unit vendor
unit vendor
unit vendor
unit vendor
unit vendor

unit vendor

cabel

cabel

cabel

cabel

cabel

cabel

cabel

contract

contract

contract

contract

contract

contract

contract

WNepapxuyecknin cnpaBoYHUK 060pynoBaHNS (KOMMYTaTOPOB AOCTYMNa ¥ MarnucTpaibHbIX
KOMMYTaTOpPOB)

MNpumep cnpaBo4HUKaE

KommyTaTop 1

KommyTaTop 2

KommyTaTop 3

KommyTaTop 4
portl
KommyTaTop 5
portl

Ctonbupbl:

1
0
2
0
3
1 portl
4
3
5
4

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

Pervonl

Pernon2

Pervon3

Pernon4

Pernon5

Agpec 1 10.
Agpec 2 10.
Appec 3 10.
Apnpec 4 10.

Agpec 5 10.

140.1.18

140.2.18

140.3.18

140.4.18

140.5.18

operl
operl
operl
operl

operl



NoeHTugukaTop obopynosaHusa Uinte4
HanmeHoBaHne

Tun

PanoH

Anpec

IP agpec koMmyTaTopa

OnepaTtop

®nar: NnpusHaK MarucTpanbHoro kommyTtaTtopa (1 - ecam ga). He ncnonb3yeTtcs, MOXHO Be3fe
octaBuTb 0

9. NpeHTnurkaTop BbilecToAWwero kommytaTtopa Uinto4
10. MopT BbIWeCcToALLero KOMMyTaTOpPa

11. CobcTBEHHUK

N U AW

crc_dic

CnpaBoyHuK owmnbok (CRC) Ha nopTax KOMMyTaTOpPOB

MNpumep cnpaBo4HUKaA

2 portl 450
5 portl 550
5 port2 500
4 portl 780
Ctonbupl

1. NoeHTUUKATOP KOMMYyTaTOpa
2. MopT KoMMyTaTOpa
3. 3Ha4eHune CRC

CnpaBo4Huk gtp cells locations_dic

B cnpaBoYHMKe yKa3blBAaE€TCA CMNCOK COTOBbIX 6a30BbIX CTaHUWIA orepaTopa C KoopaANHaTaMW.
CI'IpaBO‘-IHI/IK NCnoJib3yeTca And noCTpoeHNA OTHETOB Ha KapTaX.

MpyMep CNpaBoYHUKA

250 1 17774 4881420 55.783184763200005 37.525521418974996

cell id 0 cell name 0O cell description 0

250 1 17716 3398401 55.86518562276 37.66309891922 cell id 2
cell name 2 cell description 2

250 1 17716 3398411 55.86312193015 37.657007482905 cell id 4
cell name 4 cell description 4

250 1 17782 2359297 55.86370294584 37.661393065359995

cell id 5 cell name 5 cell description 5

250 1 1603 26057 55.80400515858 37.63568625476 cell id 1
cell name 1 cell description 1

250 1 17781 2914571 55.799170861170005 37.6376949577
cell id 6 cell name 6 cell description 6



250 1 1605 23895 55.869888445769995 37.64814730281 cell id 3
cell name 3 cell description 3

Ctonbupl:

MCC - Mobile Network Code - kog MobunbHOM ceTn

MNC - Mobile Network Code - kog mobunbHon ceTu

TAC/LAC - Location Area Code - Kog MECTHOCTHU

CID/SAC/ECI - Cell ID - noeHTUnKaTop COThl

LAT - latitude - wwnpoTa

LON - longitude - nonroTa

CELL _ID - ngeHTuukaTop COThl (3a4aeTcs onepaTopom)
CELL_NAME - Ha3BaHue coTbl (3alaeTcsa ornepaTopom)
CELL_DESCRIPTION - onucaHue coTbl (3afaeTcsa onepaTtopom)

LCoNoURAWNH

CnpaBo4HuK settings_dic

CnyxebHbIl CpaBoYHMK HacTpoek. PopMMpyeTCs CKpUNnTaMum Ha OCHOBe (hannoB KOHpUrypaumn. He
pefakTupyeMmbln.

MNpumep cnpaBo4HUKaA

TRAFFIC DIR DEF MODE 0

SUBSCRIBER FILTER MODE 0O

SUBSCRIBER EXCLUDE MODE 0

URLS CATEGORIES DIC AUTOLOAD ENABLED 1
ASNUM DIC AUTOLOAD ENABLED 1

ULR REPLACE LOGIN WITH VCHANNEL 0

ULR USE DIC WHEN REPLACING LOGIN 0

ULR VCHANNEL NAME DIC AUTOLOAD ENABLED 0O
ULR VCHANNEL NAME DIC URL

NAT AGG LOG FIELDS TO SAVE BITMASK 0x654
NAT IMPORT FROM FULLFLOW

NAT AGG LOG GROUP TIME INTERVAL 15
FULLFLOW _AGG _LOG FIELDS TO SAVE BITMASK Ox39fff
FULLFLOW_AGG LOG GROUP TIME INTERVAL 15
CLICKSTREAM AGG LOG FIELDS TO SAVE BITMASK 0x30ff
CLICKSTREAM AGG LOG GROUP TIME INTERVAL 15
CLICKSTREAM ADD INFO FROM FULLFLOW 1
SUBSCRIBER BIND MODE 1

FILL IP LOGIN BINDING FROM FULLFLOW 1

NAT ADD LOGIN FROM IP LOGIN BINDING 1
APP_ID qoestor

APP_VERSION 1.9.0

Ctonbusbl:

1. MNapameTp
2. 3HayeHue



CnpaBoyHuK ulr_vchannel_name_dic

Cl'lpaBO‘-IHI/IK NMeH BUPTYaJibHbIX KaHa10B. I'Ipen,Ha3Ha-|eH ansa (pOpMI/IpOBaHVIFI CTaTUCTUKKN No
BUPTYaJibHbIM KaHas1aM.

MpumMep CnpaBoYHMKa

0o 1 vchan 0 1
0 2 vchan 0 2
0 3 vchan 0 3
0 4 vchan 0 4
1 1 vchan 11
1 2 vchan 1 2
1 3 vchan 1 3
1 4 vchan 1 4
Ctonbupl:

1. Homep DPI obopynoBaHus
2. Homep BupTyanbHOro kaHana (vchannel)
3. HasBaHue

CnpaBouHuK urlcats_dic u urlcats_host_dic

CnpaBoYHUKK KaTeropuin XocToB. MpeaHa3HayveHbl 4N1s onpeaeneHns nNpuHaanexHoCT XocTa
onpenenéHHon kateropumn. O61avHble CNPABOYHMKM, 3arpy>KaeTcs No pacnucaHuio. He
penakTupyemble.

MprMep cnpaBoYHKKa urlcats_dic

unknown
software tools
search _engine
0 other

school

proxys

tabak alkohol
religia

oNO UL A, WN =

Ctonbusbl:

1. WpeHTudnkKaTop KaTeropumn
2. Kon kaTteropumu

Mpumep cnpaBoYHKKa urlcats_host dic

iris06-gold-ssl.gameloft.com 1
satfrog-tv.ddns.net:5890 1
vs824.vcdn.biz 1



cs05.trafmag.com 1

Ctonbupl:

1. XocTt
2. peHTnunkaTop KaTeropuu

CnpaBouHuK protocols_dic u protocols_groups _dic

CnpaBoYHUKY NPUKIAAHLIX MPOTOKOIOB M rPYNM NPUKAaAHbIX MPOTOK010B. O6/1a4HbIe CNPABOYHIKY,
3arpy’>xaeTcs no pacnucaHuio. He pefaktupyemsie.

Mpumep cnpaBoyYHKKa protocols dic

1 tcpmux 1
2 compressnet 1
5 rje 1

7 echo 1

11 systat 7
13 daytime 7
17 qotd 7

18 msp 8

19 chargen 7
20 ftp-data 9
21 ftp 9

22 ssh 8

23 telnet 8
25 smtp 5

27 nsw-fe 7

Ctonbupbl:

1. Homep nopTa
2. Ha3BaHue npoTokona
3. peHTndumkaTop rpynnbl NpoTOKONA

Mpumep cnpaBo4YHKKa protocols _groups_dic

1 Network services
2 Web browsing

3 P2P

4  Gaming

5 E-Mail

6

Instant messengers

Ctonbusbl:



1. WpeHTudumMKaTop rpynnsl NPoTOKO1a
2. HasBaHue rpynnol

ObGnayHble CNPaBOYHUKHU

ObnayHble CNPaBOYHUKM 3arpy KatoTCs aBToOMaTUYeckmn ¢ pecypcoB VAS Experts. 9TW CnpaBoYHUKM
He pelaKTUpPyeMsbIe.

e urlcats_dic n urlcats_host_dic - cnpaBo4HMKKN KaTeropuin XxocTos. [lpegHa3HavyeHbl ons
onpefeneHns NPUHaLNeXHOCTM X0CTa onpefenéHHON KaTeropuu;

e protocols_dic n protocols_groups_dic - cnpaBOYHUKU NPUKNALHbIX MPOTOKOMI0B 1 Fpymnmn
NPUKNaAHbIX MPOTOKOJIOB;

e net_protocols_dic - cnpaBoYHUK CETEBbLIX NPOTOKOJIOB;

e asnum_dic - cNpaBOYHUK aBTOHOMHbIX CUCTEM.

Ons NpUHYAUTENbHON 3arpy3Ky CrPaBOYHMKOB, BbIMOHUTE:

sh /var/qoestor/backend/app bash/cron daily.sh
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