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5 KoHdurypauus

KoHdurypauus IPFIX pecusepos

HacTponka ipfix pecnsepos 4yepes dann .env
/var/qoestor/backend/.env
CTaHpapTHasa KoH(Urypaunus BeirnaguT ciegyowmm obpasom

#Ipfix form DPI ©

IPFIX FULLFLOW PORT TYPE[O]=tcp

IPFIX FULLFLOW PORT[0]=1500

#IPFIX FULLFLOW ROTATE MINUTES[0]=10

#IPFIX FULLFLOW ROTATE DELAY SECONDS[0]=0

#IPFIX FULLFLOW FW MAX QUEUE SIZE[0]=10

#IPFIX FULLFLOW DUMP_ INSERT PROCESSES[0]=0

#IPFIX FULLFLOW EXPORT[0]=10.0.0.2/9920/tcp,10.0.0.3/3440/udp

IPFIX CLICKSTREAM PORT TYPE[O]=tcp

IPFIX CLICKSTREAM PORT[0]=1501

#IPFIX CLICKSTREAM ROTATE MINUTES[0]=12

#IPFIX CLICKSTREAM ROTATE DELAY SECONDS[0]=400

#IPFIX CLICKSTREAM FW MAX QUEUE SIZE[0]=10

#IPFIX CLICKSTREAM DUMP INSERT PROCESSES[0]=0

#IPFIX CLICKSTREAM EXPORT[0]=10.0.0.2/9921/tcp,10.0.0.3/3441/udp

IPFIX GTPFLOW PORT TYPE[O]=tcp

IPFIX GTPFLOW PORT[0]=1502
#IPFIX_GTPFLOW ROTATE MINUTES[0]=10
#IPFIX_GTPFLOW ROTATE DELAY SECONDS[0]=0
#IPFIX_GTPFLOW FW _MAX_QUEUE_SIZE[0]=10
#IPFIX_GTPFLOW DUMP INSERT PROCESSES[0]=0

#IPFIX GTPFLOW EXPORT[0]=10.0.0.2/9921/tcp,10.0.0.3/3441/udp

IPFIX NATFLOW PORT TYPE[0]=tcp

IPFIX NATFLOW PORT[0]=1503

#IPFIX NATFLOW ROTATE MINUTES[0]=10

#IPFIX NATFLOW ROTATE DELAY SECONDS[0]=0

#IPFIX NATFLOW FW MAX QUEUE SIZE[0]=10

#IPFIX NATFLOW DUMP_INSERT PROCESSES[0]=0

#IPFIX_NATFLOW EXPORT[0]=10.0.0.2/9921/tcp,10.0.0.3/3441/udp

#Traffic direction definition
# 0 - as is

# 1 - by AS (for fullflow only)

# 2 - by CIDR (for fullflow and clickstream)
# 3 - by both: AS and CIDR

# 4 - any: AS or CIDR



TRAFFIC DIR DEF MODE=0

#Subscriber filter
# 0 - no filter

# 1 - by AS (for fullflow only)

# 2 - by CIDR (for fullflow and clickstream)
# 3 - by both: AS and CIDR

# 4 - any: AS or CIDR

SUBSCRIBER FILTER MODE=0

#Subscriber exclude
# 0 - no exclude

# 1 - by AS (for fullflow only)

# 2 - by CIDR (for fullflow and clickstream)
# 3 - by both: AS and CIDR

# 4 - any: AS or CIDR

SUBSCRIBER EXCLUDE MODE=0

#Enable host (url) categories dics autoload
URLS CATEGORIES DIC AUTOLOAD ENABLED=1

#Enable asnum dic autoload
ASNUM DIC AUTOLOAD ENABLED=1

#Enable auto replacing Login with vchannel on insert
# 0 - Disabled

# 1 - Enabled

# 2 - Enabled if Login is empty

ULR REPLACE LOGIN WITH VCHANNEL=0

# Use dictionary when replacing login
ULR USE DIC WHEN REPLACING LOGIN=0

# Enable autoload of vchannel name dic
ULR_VCHANNEL NAME DIC AUTOLOAD ENABLED=0

# vchannel name dic remote url
ULR VCHANNEL NAME DIC URL=

#Import NAT events from fullflow
NAT IMPORT FROM FULLFLOW

# 0 - Disabled

# 1 - Enabled

#Fields to save when aggregating NAT log (bitmask)
0x1 - Save protocol ID

0x2 - Save event type,

0x4 - Save source ipv4,

Ox8 - Save source port,

0x10 - Save destination ipv4,

#
#
#
#
#
# 0x20 - Save destination port,



# 0x40 - Save post NAT source ipv4,
# 0x80 - Save post NAT source port,
# 0x100 - Save session ID,

# 0x200 - Save login,

# 0x400 - Save DPI ID

NAT AGG LOG FIELDS TO SAVE BITMASK=0

#Time interval for aggregating NAT logs
NAT AGG LOG GROUP TIME INTERVAL

# 1 - 1 minute

# 5 - 5 minutes

# 10 - 10 minutes

# 15 - 15 minutes

# 30 - 30 minutes

# 60 - 60 minutes

B npenctasneHHom KoHGUrypaumm HacTpoeH 3anyck fullflow u clickstream pecusepos Ha udp
cokeTax 1500 n 1501 cooTBeTCTBEHHO. «0» B MHAEKCE MacCMBa O3Ha4aeT, 4To npuem naet ot DPI
nog Homepom 0.

. J) Jlyywe ncnonb3oBaTh tcp, T.K A8 udp MOryT TepATbCSA NakeTbl NpW NPeBbIEeHUN
\
MTU.

CnUcoK napaMeTpoB

e |IPFIX_FULLFLOW_PORT TYPE[i] n IPFIX_CLICKSTREAM_PORT TYPE[i] onpenensioT T1n Tpaduka,
NPUHMMAEMOro Ha nopTy: tcp unm udp. PekomMeHayeTcs CTaBuUTb tep.

e IPFIX_FULLFLOW_PORTIi] u IPFIX_CLICKSTREAM_PORT[i] onpeaensatoT HOMep nopTa.

e TRAFFIC_DIR_DEF_MODE n SUBSCRIBER_FILTER_MODE onpenenset pexum uabTpauunm
aboHeHTOB coriiacHo cnpaso4Hmkam asnum_local_dic n subnets_local_dic. 3Ha4yeHus
TRAFFIC_DIR_DEF_MODE=0 n SUBSCRIBER_FILTER_MODE=0 03Ha4aloT, 4T0 BbIYUCAATb
HanpasJ/ieHVe TpadurKa 1 puibTposaTb aboHEHTOB He TpebyeTcs.

e SUBSCRIBER _EXCLUDE_MODE onpegenseT pexum punbTpaunm aboHeHTOB COrfiacHo
cnpaBoYHUKam asnum_exclude_dic n subnets_exclude_dic. 3HavyeHune
SUBSCRIBER_EXCLUDE_MODE=0 o3Ha4aeT, 4To punbTpaumsa He TpebyeTcs.

e [PFIX_FULLFLOW_EXPORTIi] n IPFIX_CLICKSTREAM_EXPORTIi] Aal0T BO3MOXHOCTb HAaCTPOUTb
3KCMOPT Ha CTOPOHHMe pecusepbl. PopmaT ip/port/protol,ip/port/proto].

e IPFIX_FULLFLOW_ROTATE_MINUTESIi] n IPFIX_CLICKSTREAM_ROTATE_MINUTESIi] natoT
BO3MOXXHOCTb HAaCTPOUTbL Nepuog poTaumnn gamnos u 3anuce nx B bJ1. No ymonyanuto 31o 10
MUHYT ana fullflow n 12 MmunyT gns clickstream.

e IPFIX FULLFLOW _ROTATE_DELAY_ SECONDSIi] u
IPFIX_CLICKSTREAM_ROTATE_DELAY_SECONDSIi] AaloT BO3MOXHOCTb HaCTPOUTb 3aflEPXKKY
BCTaBKW JAHHbIX Ha onpefesieHHoe KONMYeCcTBo cekyHA. Mo ymonyanuo gna fullflow - 0
cekyHa, ona clickstream - 400 cekyHa. 3apepxka gna clickstream otTHocuTensHo fullflow
HY>XHa, 4T0bbl 06ecneynTb coeanHeHuns noros fullflow u clickstream gnsa oboraweHuns
CTaTUCTUYECKMNX OTYETOB.



o IPFIX_FULLFLOW_FW_MAX_QUEUE_SIZE[i] n IPFIX_CLICKSTREAM_FW_MAX_QUEUE_SIZE[i]
onpenensoT MaKCMMalbHbIA pa3Mep ovyepean Ha pecmepax. Jlyywe He TporaTb.

Ecnu KoHgurypaums nameHmnacb, Heo6XoAMMO 3anyCcTUTb CKpuUNT sudo sh
/var/qoestor/backend/qoestor-config.sh

Cnepyiowuih npumep KoHpUrypauum no3sosseT HaCTPOUTb NpueM oT HecKonbkux DPI

#Ipfix form DPI ©
IPFIX FULLFLOW PORT TYPE[O]=tcp
IPFIX FULLFLOW PORT[0]=1500

IPFIX CLICKSTREAM PORT TYPE[O]=tcp
IPFIX CLICKSTREAM PORT[0]=1501

#Ipfix form DPI 1
IPFIX FULLFLOW PORT TYPE[1l]=tcp
IPFIX FULLFLOW PORT[1]=1510

IPFIX CLICKSTREAM PORT TYPE[1l]=tcp
IPFIX CLICKSTREAM PORT[1]=1511

#Ipfix form DPI 2
IPFIX FULLFLOW PORT TYPE[2]=tcp
IPFIX FULLFLOW PORT[2]=1520

IPFIX CLICKSTREAM PORT TYPE[2]=tcp
IPFIX CLICKSTREAM PORT[2]=1521

MpumMep KoHbUrypauum, korpa Tpedyerca onpenenenne aboneHtos no CIDR

JaHHasa KoHUrypauns akTyanbHa B c/iydasax, korga CKAT DPI ycTaHOB/IEH Ha 3epkaJie.

TRAFFIC DIR DEF MODE=2
SUBSCRIBER FILTER MODE=2

He 3abyabTe HacTpouTb CpaBoYHMK subnets local dic ons aToro npumepa KoHpurypauun!

MpuMep KOHUrypauumu, Korga HaCTPOEH 3KCNOPT Ha CTOPOHHME pecuBepbl

IPFIX FULLFLOW PORT TYPE[O]=tcp
IPFIX FULLFLOW PORT[0]=1500
IPFIX FULLFLOW EXPORT[0]=10.0.0.2/1600/tcp

IPFIX CLICKSTREAM PORT TYPE[O]=tcp
IPFIX CLICKSTREAM PORT[0]=1501
IPFIX CLICKSTREAM EXPORT[0]=10.0.0.2/1601/tcp



lMepe3anycK pecusepos

Mepe3anyck BCEX PECMBEPOB MOXKHO BbIMNOSIHUTb KOMaHAOM
sudo sh /var/qoestor/backend/goestor-config.sh

Ecnu TpebyeTcs nepesanyck pecMBepoB Mo 0TAEbHOCTY, 3TO MOXXHO ClleflaTh Yepes nepesanyck
CEepBWCOB, HaMpuUMep Tak

o 1nqa CentOS 7

systemctl restart qoestor fullflow 0.service
systemctl restart qoestor clickstream 0.service

o 1nqa CentOS 6

service qoestor fullflow 0 stop
service qoestor clickstream 0 stop
service qoestor fullflow 0 start
service qoestor clickstream 0 start

OCTaHOBKa pecUBepoB

e [1na CentOS 7

systemctl stop qoestor fullflow 0.service
systemctl stop qoestor clickstream 0.service

e [1na CentOS 6

service qoestor clickstream 0 stop
service qoestor fullflow 0 stop

OcTtaHoBka u 3anyck BJ] clickhouse

e OcTaHoOBKa
sudo /etc/init.d/clickhouse-server stop
e 3anyck

sudo /etc/init.d/clickhouse-server restart

Koudurypauus DPI



Hactpouka akcnopTa

Bepcua DPI nnatgopmbl 4.6. He HUxXe 8.1.

IKcnopT ipfix MOXKHO HAaCTPOUTL, HanNpsaMylo oTpeaakTmposas (ann fastdpi.conf Ha dpi.

netflow=8

netflow dev=eml

netflow timeout=10

netflow full collector type=2
netflow full port swap=0

netflow full collector=YOUR QOESTOR IP:1500
ipfix _dev=eml

ipfix_tcp collectors=YOUR QOESTOR IP:1501

MotpebyeTca pectapt fastdpi, 4ToObI M3MEeHeHus BCTynuau B cuny.

YytuTe, 4To NnapameTtp netflow - 3To buToBas Macka. [lonyckaeT HeCKOJIbKO pa3HbIX
3HavyeHuu. NMNoppobHee cMmoTpuTe TyT HacTpomka sakcnopTa IPFIX

Tak>xe Bbl MOXETe BbIMONHUTL HACTPONKY ¢ nomoLbio DPIUI2 - dpiui2. Bepcus dpiui2 4.6 He Huxe
2.1.0.

YT106bI BIMOMHWUTL HACTPOWKY € nomoubto DPIUI2, oTkponTe pasaen YnpasneHue DPI -
KoHdurypaums. OTKkponTe BkNaaky C6op v aHanm3 CTaTUCTUKK MO NPOTOKOJIaM U HanpaBAEHUSM.

YctaHoBuTe napameTp neflow B IKCNOPT MNONHON CTaTUCTMKKU NO ceccusam. CM. puc. HUXe.

Test stand .34

BeenuTte cokert fullflow pecusepa B napameTtpe netflow full collector. NapameTp
netflow_full collector type nonxeH bbiTb ycTaHoBAEH B "IKcnopT ipfix Ha udp konnnekTop", a
napameTp netflow full port swap ocTaBbTe NyCcTbIM UK paBHbIM "COXpaHATb OPUrMHaNbHbIE HOMEpPa


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_settings:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_settings:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2

nopTtos". CM. puC. H1Xe.
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BeenuTe cokert clickstream pecusepa B napameTpe ipfix_udp_collectors. Cm. puc.

n.fu

HEH TS TALLH

it
B fompwery T i I

-

W

LR 1 PRI SR T T

o b v R 8 A

PSS SR PSR § EECALTH O R

Y o e e

BrRpo § MM P

L = L]

VIS M-

o ghim

Samrre 1 Db o Mol e

e ]

[—

CHEAT DPI : Test stand .34 -

o 7] i Fmgamin
[FTrT— Py Ba1m -
P age et o Ve _an_ il b |
ascer ar am D

Mg yerre srwrend sEpyes refiee_bd_rerhod]

dopaar Fmoprs s s e i Plon. el calsciorn. ivpel
f ok TP T e

F aapes s Togn et forw £ somssodl CaTec Tl e fioe il coliecior
= —

Ty F T ST B Ay (. PR S
=

Ty T TR0 CRCDHM B Doy (T EOn BCINE, NTROWT
L

I LA T i © BROSCSOR D B oAb ot B full_pn_taap
CE 1L A s ST VEITH o

[TRRRIET HRPI TR s ey
f

FTIPRANEHAE DR ¢ 0 TYPALLH

[ T
B Compamry, 1= & T

-

L=

4 PP T PRECTTY MDA D TER

P 4 et WY Tt i T Gl 8 B Tl

PR OCYEATE TS M ORI 0T R

Vet e B e w0 iyl

Erorpeaal § S DR R

Fublid ol ol Al P

T e

orm i

Samgrrn v Dok o Dlwl e

Wi TP

(et )

o PRy

BTk BTy b, L HT TP | e il

Cimm b e o Uiyl | il taree s Kewal)

[

L

T pms 3oussssns wen g cmerops i choinresm pb_udo cofecton
b Boussesscn en | rop 1 ccaeerops T choknraar phe 1 colecion)

-+
i BoAsb o i | OFT] SCASSTORA i M B ITRA P Peh i colsciT)

I il okt i [ NORT] TR i e SR I (il P 1 calbcioin

o biiarasd fpise [uds B b b e 8 e T i ks caeca |

Haxmunte CoxpaHuTb. Mepe3sanycTtuTte fast_dpi.C™m. puc. Huxe.

HWXe.



«/|  CKAT DPI : Test stand .34 -

=IO B YMPARMEHHE YCNYTAMA = ] QOE AHs

YNPABNEHHE DPI / KOHDWIYPALIMA

@

= Honjurgpaumr

B Copawnrs 3 & D

I
BE NPOBEFUTE B Onepan
13 AR TR
B NPOBEFHUTE M COXNPAHHTE 0.0.0.0/0
F
B COoXPAHWTE BE2 NPOBEFKH AiToR
AKTHEHPOL
COOP M aHANW3 CTATACTHEN NG NPOTOKORAM M HANPAENEHIRM
PasMeTia NPROPHTETA TPaGHE B 3BBHCIBADCTH OT NPOTORONS Crmcox 38
tajprg-lagin

ONTHASRALHA HCNONLS0EAHIA BHEIHIK KEHAMDE O0CTYNE

«/|  CKATDPI: Test stand .34 -

SRR ISR @15 YIIPARNEHKWE YCNYTAMWA = ] ODE AHANMHTHEA =

YMPABNEHWE DP / KOHDMIYPALIAA

i)
= Eosfarypauma

¥

B Coxpamrs 1 4 D

H
BE HacTpodi T1 MEPEIAMYCK FASTDPI meparapcxii COF
'H MBAAIEE | B d ot
Oy % OBHOBNEMME MOPAYMK NAPAMETPOR oy
¥ 3

DHNETREWNA NG PEECTRY 3ANPEWEHHEIE CalTos
AXTHBNDIBATE JAMNCE
CHOp 1 BHAMNE CTATHCTHEN NO NPOTOKONEN W HANPAENEHHAM

Fa3METHE NPHORITETE TPadIKE B SZHERCHIMOCTI 0T NPOTOHONE A —

MpucsoeHune Homepa DPI

OTkponTe pa3aen YnpasneHue obopynosaHuem - ObopygosaHme. [J1a Ka)kgoro yCTponCcTBa
BBeauTe NHpeHTudukaTop Ha ipfix konnektope. CM. puc. HUxXe.



AT Test stand .34 -

¥MPABNEHWE DBOPY OOEAHWEM /

e Ip

"
e

HasmaHme *

Tagt stand 34

] Moy

Narin * lapans

anusnak v

SUCD Nk CRATE TS

Massridueatop #a ph cannekTops

0 g

CEpaHiTE

Hactponka nopgknioyeHus DPIUI2 kK QoE Stor
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