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ObpaboTtka Tpacdmka no VLAN

g HaHHble vlan group nepeHeceHbl 13 UDR B SDR. I'nobasibHble npasuna asis vlan
@ drop, vlan pass, vlan hide, vlan permit, 3agaHHble npexHen CLI-komaHaoM

vlan group, CKOHBepPTMPOBaHbl N nepeHeceHbl U3 UDR B SDR ¢ ypaneHnem u3 UDR.
1. Opon Tpaduka 6e3 aHanm3a nu3 KoHKpeTHoro VLAN:
fdpi cli vlan rule add <id> perm drop

2. [Opon TpadwmKa C NnpefBapuTesbHbIM aHaan3oM, Ho 6e3 nepenayn B ctatucTuke Netflow n3
KoHKpeTHoro VLAN (Mcnonb3yeTca gnsa paboTbl C aCUMMETPUYHBLIM TPpadUKOM, Koraa Ha
naowanky nogaetcsa oybne Tpadumka ¢ gpyrov naowanku. Heobxogmmo nposecTn aHanms3 un
APOMNHYTb Tpaduk, 4Tobbl OH HE Nonan B CTaTUCTUKY):

fdpi cli vlan rule add <id> perm hide

3. MNponyck Tpaduka 6e3 Kakoro-nnbo aHannsa m3 KoHKpeTHoro VLAN:
fdpi cli vlan rule add <id> perm pass

4. BblBoA cyllecTBylOWMX HacTpoek B UDR:

fdpi cli vlan rule dump

[na BbIBOAA NMpaBuA TObKO ONpeaenéHHoro Tuna (Hanpumep, ToNbKO perm) NCnoJib3yeTcs
napametp [typel:

fdpi cli vlan rule dump perm
MpuMep BbIBOAA KOMaHAbI:

# fdpi cli vlan rule dump
perm hide
perm drop
perm pass
perm hide

B naHHOM npumMepe BMAHO, 4TO BCE MNPOTOKOJIbI, 0OTHOCALWMeca K VLAN 1000 n 4000 nonagatot
non BavaHue hide, To eCcTb Tpauk C 0QHON NAOWAAKK AyOAMPYeTCS Ha APYrylo NaoLWaaKky;
VLAN 2000 — Tpacuk gponaetcsa, VLAN 3000 — Tpadmk nponyckaeTcs.

\, ‘) MoopobHee B pa3aene HacTponka Service-Name gnsa VLAN
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VLAN Rule

VLAN Rule nossonseTt rnbko ynpasnaTb ceTeBbIM TpaukoM Ha ypoBHe VLAN n QinQ, Ha3HavaTb
onpegeneHHole NoAnTUKN 0bpaboTkn nakeToB ansa otaensHbix VLAN, ananasoHos VLAN uamn QinQ-
TYHHenen.

Tunbl npasun

Moanep>XXnBaTCa creayoLme TUnbl NPaBun:

e dhcp — ynpaBnseTt obpaboTkonn DHCP-3anpocos.
o dhcp enable — pa3pewuntb 0bpaboTky DHCP-3anpocos B gaHHoM VLAN/QinQ.
o dhcp disable — 3anpeTtutb 06paboTky DHCP. Bce DHCP-nakeTbl B 3ToM VLAN/QinQ
bynyT oTbpackiBaTbCA.
e perm — onpegenset 6a3oByto 0bpaboTKy BCero Tpacduka B VLAN/QInQ.
o drop — NonHoOCTbIO 0TBpackiBaTb BCE NakeTbl. [lakeTbl HE MPOXOAAT Aa/lbHENLLYIO
0bpaboTKy 1 He nonagatoT B cTaTUCTUKY Netflow.
° pass — NponyckaTb nakeTbl 6e3 06paboTkn. MakeTbl y4MTbIBAOTCSA B CTAaTUCTMKE
Netflow.
o accept — nponyckaTb NakeTbl ANs fasbHenlwen noHon obpaboTky B cucteme. MNakeTsbl
y4mTbIBalOTCA B cTaTUCTMKe Netflow.
o hide — nakeT NpoxoanT BHYTPEHHME 3Tanbl 06paboTKM (C NCKAOYEHNAMM), HO NOCNe
obpaboTku B ntobom cnyyae otbpacbiBaeTcs. [Mpn 3TOM:
* NakeT He nonagaeT B cTaTuUcTuKy Netflow;
* He npumeHsTca ycnyrn 9, 12, 15, 18, NAT, a Takxke noancuHr (obwmm um
KaHasIbHbIN);
* NakeT He 3anucoiBaeTcs Yepes ajb — B IPFIX, SIP, FTP u ap.
e pppoe — ynpasnseT obpaboTkon PPPOE-nakeToB. MoaaepxuBaeTcs puabTpauma no Service-
Name, B Tom yucne ans QinQ-tyHHenen. locTynHbl cnegyowme oencTeus:
o enable — pa3pewnTb 06paboTKy PPPOE.
o drop — gponaTtb nakeTbl PPPOE.
o pass — NponycTuTb NakeTbl PPPOE HackBo3b 6e3 0bpaboTku.
o delay N — ycTaHaBnmBaTb PPPoE-ceccuto ¢ 3anep>xkon B N cekyHg (0 < N < 16).
MpaBuna mMoryT 6bITb 3afaHbl Kak ons Bcero PPPoE-Tpadmka B anana3oHe VLAN/QInQ,
TaK 1 ons KOHKpeTHoro Service-Name.

CuHTaKcuc onucanmsa guanasoHoB VLAN/QinQ

MpaBuia NPUMEHSIOTCS K AMana3oHaM, KOTopble 3a[aloTCs B Cefylowem popmaTe:

e 1na oanHo4Horo VLAN: 156
e [1ns onana3oHa VLAN: 56-78 (VLAN c 56 no 78 BKAOYNTENBHO)
e 1na noboro VLAN: * nnm any
e 1na QinQ:
o 67.* mnm 67.any — S-VLAN=67, niobon C-VLAN.
o *,68 nnm any.68 — nwobon S-VLAN, C-VLAN=68.
o * *unmany.any — nwbon QinQ.
0 12-156.78-90 — anana3oH S-VLAN [12..156], anana3oH C-VLAN [78..90].



0 609.1-199 — S-VLAN=609, gnanasoH C-VLAN [1..199].

Mpasuna gnsa obbivHbIX VLAN (67) 1 QinQ (67 .*) S9BNSAIOTCA HE3aBUCUMbIMU U HE
nepecekawTCs.

MNoppepxka Service-Name pnsa QinQ Mpasuna ¢ Service-Name KoppekTHo paboTatoT ans QinQ:

* paBunna 6e3 cenekTmeHocTM No CVLAN: SVLAN. * ¢ yka3aHuem Service-Name un 6e3 Hero.
e MTonHbIn QinQ (SVLAN.CVLAN) c cenekTUBHOCTbIO Mo Service-Name.

MpuopuTeT npasun

Ecnn grnanasoHbl HECKOIbKMX NPaBW NepecekalTCs, cMcTeMa onpegenseT UTorosoe AencTene no
npuHUMny "oT obLiero K YacTHomy":

1. CHay4asia NpUMEHSATCA Npasnia C CaMbiMU LWXPOKUMKN Anana3oHamu (Hanpumep, 1-4095 nau
any.any).

2. 3aTem npaBuna c bonee y3kummn agnanasoHamu (Hanpumep, 100-200) moryT nepeonpenennTb
LencTBne, 3agaHHoe obwmMm npasuiamum.

Mpumep:
Cnepytowme npasuna cosganyt nonmtuky: "3anpetnts DHCP gns scex VLAN B grnana3soHe 300-700,
HO pa3pewunTb ero onsg VLAN 645 v gnanasoHa 430-439".

vlan rule add - dhcp disable
vlan rule add dhcp enable
vlan rule add - dhcp enable
YnpasneHue

e vlan rule add — pobasneHune HoBoro npasuna B SDR.
CuHTakcuc gns PPPoE:
o [lobaBneHune npasuna gnsa scero PPPOE-Tpagmka B AnanasoHe:

vlan rule add <Range> pppoe [enable | drop pass delay N
o [lobaBneHune npaBuna gas KOHKpPeTHoro Service-Name:

vlan rule add <Range> pppoe sname <Service-Name> [enable | drop
pass delay N

3pecb <Service-Name> — umsa PPPoE Service-Name B oAnHapHbIX UK ABONHbIX
KaBbl4kax (MOXXHO 6e3 KaBbl4eK, ecnu ABaseTca naeHTudunkaTopom: [a-zA-Z 1[a-zA-
Z 0-9]%*).

e vlan rule modify — n3meHeHme cywecTBytoLlero npasuna B SDR (aHanornyHbin
CMHTAKCWUC).
e vlan rule delete — ynaneHue npasuna n3 SDR.



e vlan rule show — noka3biBaeT BCe npaBuia Ang ykasaHHoro VLAN/QinQ. B BbiBoAae
oTobpaxkatTcs He ToJIbKO 0bLWune aencteus ans PPPOE, HO 1 BCe pa3pelueHns Ana oTAesbHbIX
Service-Name.

e vlan rule dump — BbiBOAMT Aamn Bcex npasun B SDR. [1na pmunbTpaumm BbiBO4a N0 TUMY
npasun ucnonb3yetca napametp [type] (Hanpumep, vlian rule dump perm).

e vlan rule purge vlan/qing/all — o4ncTtka SDR VLAN/QinQ nnu oboux.

e vlan rule apply — npuMeHeHue npasu; NO yMOJIHaHMIO NpaBuia NPUMEHAOTCS CNycTa 5
MWHYT nocse nocnefHen moguduxkaumm SDR.

Mpn ncnonb3oBaHum * B CLI gnga QinQ-gnana3oHOB peKOMeHAYyeTCsa 3aK/4aTb

@ Bblpa)XeHne B KaBbl4kK (Hanpumep, '*.68' ) nam ncnosib3oBaTb KJOYEBOE C/I0BO
any (Hanpumep, any.68), 4yTobbl N36€XaTb HEKOPPEKTHON MHTEPNPETALMA CUMBOSIA
* obonoykon bash.

0co0EeHHOCTH NPUMEHEeHUA U3MEHEHMUMN: [I3MeHeHNs NpaBuJl, BHECEHHbIE KOMaHAaMu add,
modify nnn delete, coxpaHstoTca B SDR 1 aBToOMaTM4YeCKN NMPUMEHSAOTCA CUCTEMOW CNyCcTa 5
MWHYT nocse nocnenHen mogudukaumm. Komanga vian rule apply nossonser NpUMEHUTb NX
NPUHYOUTENBHO, HO HE Yalle OOHOr0 pa3a B MUHYTY.

Ucnonb3oBaHue VLAN Rule B BALANCER

Mpasuna VLAN Tak)xe MOryT npumeHATbCs KomnoHeHToM BALANCER o5 punbTpaumm nakeTos.
9T0 NO3BONSIET Ha 3Tane 6anaHCUMPOBKN Tpadunka oTcemBaTb HeHYXHble VLAN/QIinQ go ux
nonafaaHuns B OCHOBHble obpabaTbiBatowime Moagynu.
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