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ObpaboTtka Tpacdmka no VLAN

g HaHHble vlan group nepeHeceHbl 13 UDR B SDR. I'nobasibHble npasuna asis vlan
@ drop, vlan pass, vlan hide, vlan permit, 3agaHHble npexHen CLI-komaHaoM

vlan group, CKOHBepPTMPOBaHbl N nepeHeceHbl U3 UDR B SDR ¢ ypaneHnem u3 UDR.
1. Opon Tpaduka 6e3 aHanm3a nu3 KoHKpeTHoro VLAN:
fdpi cli vlan rule add <id> perm drop

2. [Opon TpadwmKa C NnpefBapuTesbHbIM aHaan3oM, Ho 6e3 nepenayn B ctatucTuke Netflow n3
KoHKpeTHoro VLAN (Mcnonb3yeTca gnsa paboTbl C aCUMMETPUYHBLIM TPpadUKOM, Koraa Ha
naowanky nogaetcsa oybne Tpadumka ¢ gpyrov naowanku. Heobxogmmo nposecTn aHanms3 un
APOMNHYTb Tpaduk, 4Tobbl OH HE Nonan B CTaTUCTUKY):
fdpi cli vlan rule add <id> perm hide

3. MNponyck Tpaduka 6e3 Kakoro-nnbo aHannsa m3 KoHKpeTHoro VLAN:
fdpi cli vlan rule add <id> perm pass

4. BblBOA CyLLeCcTBYOLWNX HAacTpoek B SDR:

fdpi cli vlan rule dump

O6HoBnenume CLI (vian rule dump)

JlobaBneHa BO3MOXHOCTb (OUbTPaLIMM BbIBOAA MO TUMY MPaBU:

dopmar:
vlan rule dump [type

type — tvn npasun: perm, dhcp, all (no ymonyaHuto)

Mprmepsbl:
vlan rule dump perm
vlan rule dump dhcp

vlan rule dump



VLAN Rule

VLAN Rule nossonseTt rnbko ynpasnaTb ceTeBbIM TpaukoM Ha ypoBHe VLAN n QinQ, Ha3HavaTb
onpegeneHHole NoAnTUKN 0bpaboTkn nakeToB ansa otaensHbix VLAN, ananasoHos VLAN uamn QinQ-
TYHHenen.

Tunbl npasun

Moanep>XXnBaTCa creayoLme TUnbl NPaBun:

e dhcp — ynpaBnseTt obpaboTkonn DHCP-3anpocos.
o dhcp enable — pa3pewuntb 0bpaboTky DHCP-3anpocos B gaHHoM VLAN/QinQ.
o dhcp disable — 3anpeTtutb 06paboTky DHCP. Bce DHCP-nakeTbl B 3ToM VLAN/QinQ
bynyT oTbpackiBaTbCA.
e perm — onpegenset 6a3oByto 0bpaboTKy BCero Tpacduka B VLAN/QInQ.
o drop — NonHoOCTbIO 0TBpackiBaTb BCE NakeTbl. [lakeTbl HE MPOXOAAT Aa/lbHENLLYIO
0bpaboTKy 1 He nonagatoT B cTaTUCTUKY Netflow.
° pass — NponyckaTb nakeTbl 6e3 06paboTkn. MakeTbl y4MTbIBAOTCSA B CTAaTUCTMKE
Netflow.
o accept — nponyckaTb NakeTbl ANs fasbHenlwen noHon obpaboTky B cucteme. MNakeTsbl
yuuTbIBalOTCA B CTaTuCTUKe Netflow.
o hide — nakeT NpoxoanT BHYTPEHHME 3Tanbl 06paboTKM (C NCKAOYEHNAMM), HO NOCNe
obpaboTku B ntobom cnyyae otbpacbiBaeTcs. [Mpn 3TOM:
* NakeT He nonagaeT B cTaTuUcTuKy Netflow;
* He npumeHsTca ycnyrn 9, 12, 15, 18, NAT, a Takxke noancuHr (obwmm um
KaHasIbHbIN);
* NakeT He 3anucoiBaeTcs Yepes ajb — B IPFIX, SIP, FTP u ap.

PPPoOE support (VLAN Rule)

HobasneHa nopaep>xka obpaboTkn PPPOE-Tpadmka B npasmnax VLAN.

Mpasuna PPPOE:
vlan rule add <Range> pppoe [enable | drop | pass | delay N
MpaBuna PPPOE ¢ punbTpaumen Service-Name:

vlan rule add <Range> pppoe sname <Service-Name> |[enable | drop | pass
delay N

PaspelueHuns:

e enable — pa3peweHa obpaboTka PPPOE

e drop — gponaTtb PPPoE-nakeTsl

e pass — nponyckaTb PPPOE 6e3 0bpaboTku

e delay N — ycTaHaBnmBaTb PPPoE-ceccuto ¢ 3apepxkon N cekyHa (0 < N < 16)



CuHTaKcuc onucanuusa guanasoHoB VLAN/QinQ

MpaBuia NPUMEHSIOTCS K Anana3oHaM, KOTopble 3a4alTCs B CieayoLLeM hopMaTe:

e [1ns oanHo4yHoro VLAN: 156
e 1na anana3oHa VLAN: 56-78
e 1na noboro VLAN: * nnum any
e 1n9a QinQ:
o 67.*% unm 67.any — S-VLAN=67, nobon C-VLAN
o * .68 nnm any.68 — nobon S-VLAN, C-VLAN=68
o * *pam any.any — nobon QinQ
0 12-156.78-90 — anana3oH S-VLAN [12..156], anana3oH C-VLAN [78..90]
°© 609.1-199 — S-VLAN=609, anana3oH C-VLAN [1..199]

Mpasuna gnsa obbidHbIX VLAN (67) 1 QinQ (67 .*) 9BNSAIOTCA HE3aBUCMMbIMU U HE
nepecekarTCs.

MpuopuTteT npasun

Ecnn grmanasoHbl HECKOIbKMX NPaBK NepecekalTCsa, cMcTeMa onpegenset UTorosoe AencTene no
npuHUmMny "oT obLiero K YacTHomy":

1. CHaYana NnpMMeHSTCA NpaBuia ¢ CaMbiMU LWUMPOKUMK Onana3oHamu (Hanpumep, 1-4095 nan
any.any)
2. 3aTem bonee y3kue npasuna MOryT nepeonpenennTs AencTene

Mpumep:

vlan rule add - dhcp disable
vlan rule add dhcp enable

vlan rule add - dhcp enable
YnpasneHue

e vlan rule add — pobaBneHune HoBoro npasuia B SDR

e vlan rule modify — nameHeHune cywecTsytowero npasuaa B SDR

e vlan rule delete — yaganeHue npasuna n3s SDR

e vlan rule show — noka3sbiBaeT BCe Npasuia ans ykasaHHoro VLAN/QInQ

e vlan rule dump — BbiBOAUT nNpasuia u3 SDR

e vlan rule purge vlan/ging/all — o4uctka SDR VLAN/QinQ nnn obonx

e vlan rule apply — npuHyanTenbHoe NnpumMeHeHne npasua (He Yalle 1 pasa B MUHYTY)

Mpu ncnonb3osaHum * B CLI gna QinQ-gmnana3oHOB pekOMeHAyeTCs 3aK/4aTb
Bblpa)eHWe B KaBbl4KM WUJIM UCMOJIb30BaTb any.



OC0b6EeHHOCTH NPUMEHeHUA U3MEHEHUN: N3MEeHEeHNS coxpaHaoTca B SDR 1 npuMeHsoTCcs
aBTOMATUYECKUN CNYCTS 5 MUHYT Nocne nocnegHen moandmkaumu.
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