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ObpaboTtka Tpacdmka no VLAN

g HaHHble vlan group nepeHeceHbl 13 UDR B SDR. InobanbHble npasuia ass vlan

@ drop, vlan pass, vlan hide, vlan permit, 3agaHHble npexHen CLI-komaHaoM
vlan group, CKOHBepPTMPOBaHbl N nepeHeceHbl U3 UDR B SDR ¢ ypaneHnem u3 UDR.

1. Opon Tpaduka 6e3 aHanm3a nu3 KoHKpeTHoro VLAN:
fdpi cli vlan group <id> drop

2. [Opon TpadwmKa C NnpefBapuTesbHbIM aHaan3oM, Ho 6e3 nepenayn B ctatucTuke Netflow n3
KoHKpeTHoro VLAN (Mcnonb3yeTca gnsa paboTbl C aCUMMETPUYHBLIM TPpadUKOM, Koraa Ha
naowanky nogaetcsa oybne Tpadumka ¢ gpyrov naowanku. Heobxogmmo nposecTn aHanms3 un
APOMNHYTb Tpaduk, 4Tobbl OH HE Nonan B CTaTUCTUKY):

fdpi cli vlan group <id> hide

3. MNponyck Tpaduka 6e3 Kakoro-nnbo aHannsa m3 KoHKpeTHoro VLAN:
fdpi cli vlan group <id- pass

4. BblBoA cyllecTBylOWMX HacTpoek B UDR:

fdpi cli vlan group show all
MprMep BbIBOAA KOMAHAbI:

fdpi cli vlan group show all
proto> <vlan service-name> <policy> <delay

all hide
all hide
all hide

B BaHHOM npuMepe BMAHO, 4TO BCe NPOTOKOJbl, OTHocAwWwmMecs K VLAN 4000, 4002, 4003
nonagatT nof BansHue hide, To ecTb Tpadumk C 04HON NAoWAAKN AyOAnpyeTcs Ha ApYryto
NJoWaaKy.

5. BblBOZ BCeX CBOMCTB A5 FPYNMbl C KOHKPETHbIM id:

fdpi cli vlan group <id> show all

3pecb id — Homep VLAN, ons KOTOPOro Hy>KHO BbIBECTM MHGOpMaumio no Service-Name.

\, ‘) MoopobHee B pa3aene HacTponka Service-Name gnsa VLAN
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VLAN Rule

VLAN Rule nossonseTt rnbko ynpasnaTb ceTeBbIM TpaukoM Ha ypoBHe VLAN n QinQ, Ha3HavaTb
onpegeneHHole NoAnTUKN 0bpaboTkn nakeToB ansa otaensHbix VLAN, ananasoHos VLAN uamn QinQ-
TYHHenen.

Tunbl npasun

Moanep>XXnBaTCa creayoLme TUnbl NPaBun:

e dhcp — ynpaBnseTt obpaboTkonn DHCP-3anpocos.
o dhcp enable — pa3pewuntb 0bpaboTky DHCP-3anpocos B gaHHoM VLAN/QinQ.
o dhcp disable — 3anpeTtutb 06paboTky DHCP. Bce DHCP-nakeTbl B 3ToM VLAN/QinQ
bynyT oTbpackiBaTbCA.
e perm — onpegenset 6a3oByto 0bpaboTKy BCero Tpacduka B VLAN/QInQ.
o drop — NoONHOCTbIO 0TBpackiBaTb BCE NAKETHI.
o pass /accept — nponyckaTb NakeTbl 414 fanbHenwen 06paboTkm B cucteme.
o hide — (cneuundunyHoe fencTeme CUCTEMbI, HanpuMep, ckpblTb VLAN oT
LUMPOKOBELLATENbHbIX 3aMpoCcoB).

CuHTakcuc onucaHusa guanasoHoB VLAN/QinQ

MpaBuna NPUMEHSIOTCS K AMana3oHaM, KOTopble 3a1aloTCs B C/leflyoLLIeM opMaTe:

o 1na oanHo4Horo VLAN: 156
e 1na anana3oHa VLAN: 56-78 (VLAN ¢ 56 no 78 BK1OYMUTENBHO)
e 1na noboro VLAN: * nnn any
e 1ns QinQ:
o 67.* unn 67.any — S-VLAN=67, niobon C-VLAN.
o *.68 unun any.68 — nobon S-VLAN, C-VLAN=68.
o ** uam any.any — nobon QinQ.
o 12-156.78-90 — amana3oH S-VLAN [12..156], anana3oH C-VLAN [78..90].
0o 609.1-199 — S-VLAN=609, anana3oH C-VLAN [1..199].

MpaBuna ons obbi4HbIX VLAN (67) n QinQ (67.*) 9BNSAOTCA HE3ABUCUMbIMU N HE
nepecekarTcs.

MpuopuTeT Npasun

Ecan gmana3oHbl HECKOJIbKMX NPaBW/ NepecekalnTCs, CMCTeMa onpeaenseT UTorosoe AencTene no
npuHUmMny "oT obLiero K YacTHoMy"™:

1. CHay4ana NpUMEHATCA NpaBuia C CaMbiMU LWNPOKUMKN Anana3oHamu (Hanpumep, 1-4095 nau
any.any).
2. 3aTeM npasBuna ¢ bonee y3kmmm grnanasoHamu (Hanpumep, 100-200) moryT nepeonpenennTb



JencTeme, 3afaHHoe o06LMM NpaBruaaMm.

Mpumep:
Cnepyrowne npasuna cosganyTt nonmtuky: "3anpetnts DHCP gns scex VLAN B gunana3soHe 300-700,
HO pa3pewunTb ero ansg VLAN 645 v gnanasoHa 430-439".

vlan rule add - dhcp disable
vlan rule add dhcp enable
vlan rule add - dhcp enable
YnpasneHue

e vlan rule add — gobaeneHwue HoBOro npasuiaa B SDR

e vlan rule modify — u3meHeHue cywecTsyloLlero npasunia 8 SDR

e vlan rule delete — ypaneHue npasuna n3 SDR

e vlan rule show — noka3biBaeT BCe npaswuia 4na ykasaHHoro VLAN/QinQ

e vlan rule dump — BbIBOAMT Aamn Bcex npasun B SDR

e vlan rule purge vlan/ging/all — o4yncTtka SDR VLAN/QinQ nnn obonx

e vlan rule apply — npuMmMeHeHue nNpaBu; No yMoa4aHWUIO NpaBuia NPUMEHAIOTCA CNycTa 5
MWHYT nocse nocnegHen moangpukaumm SDR

Mpu ncnonb3oBaHun * B CLI gns QinQ-anana3oHOB peKOMeHAyeTCs 3aKayaTb

@ Bblpa)eHue B KaBbl4KK (Hanpumep, *.68') unm ncnonb3oBaTb KKYeBOe C/IOBO any
(Hanpumep, any.68), 4Tobbl n3bexxaTb HEKOPPEKTHOM UHTEepNpeTaunn cumeona *
obonoykon bash.

0Oco0eHHOCTH NPUMEeHeHUA U3MEHEHMUHN: [I3MeHeHNs NpaBuJl, BHECEHHbIE KOMaHA4aMu add,
modify nnm delete, coxpaHsatoTca B SDR 1 aBTOMaTMHECKM MPUMEHSAIOTCA CUCTEMON CNYCTS 5
MUHYT nocae nocnegHen mogngpukauum. Komanga vlian rule apply no3sonsieT NnpMMEHUTb KX
NPVHYANTENbHO, HO HE Yallle O4HOr0 pas3a B MUHYTY.
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